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Disclaimer
This report is for the sole benefit of the Government of the Federal State of Ethiopia, and no other
party is entitled to rely on it. The authors of this report are not qualified to practice law in Ethiopia.
Accordingly, no inference should be drawn as to the accuracy or completeness of the comments or
recommendations about either the current legal framework or draft laws to accomplish the objectives
stated therein; or to their enforceability under Ethiopian law, constitutional construction, or
consistency with Ethiopian law or legal practice, and is subject to all of the other caveats, exceptions
and limitations expressed in the report. This is a best practice analysis and not legal advice. As a
diagnostic report, it is not intended as a basis for legislation, but rather as a basis for broad, multistakeholder consultation on what a Ethiopia may consider including in its legal and regulatory
framework to support a national digital ID system. This document merely outlines relevant issues and
provides some suggestions on solutions from a policy perspective.
.
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PART 1. Introduction
1. Background & Motivation for this Report
This report is being provided at the request of the Government of the Federal Democratic Republic of
Ethiopia (Government or GoE) as part of its overall strategy to develop a digital economy in Ethiopia. The
objective of the strategy is to enhance confidence and trust in a broadband-enabled, digital economy in
Ethiopia generally, and supporting the roll-out of a new digital national identification system (NID) more
particularly. The purpose of this report is to identify and advise the Government on the elements of an
enabling legal and regulatory framework, consistent with international best practice as appropriate for Ethiopia,
together with recommendations for updating existing legislation and for elaboration of new legislation, as
necessary. Such an enabling legal environment consists of such areas of law as institutional arrangements for
an NID authority and other critical features of the NID system, digital authentication (including electronic
transactions and evidence), cyber-security and cybercrime, and data protection and privacy. The legal gap
analysis was undertaken with reference to the Principles for Identification (Principles),1 the ID4D Practitioners Guide
(Practitioners Guide)2 and the ID4D Identification Enabling Environment Assessment (IDEEA)3.
The envisioned NID program is described in the document entitled, Principles and Governance Structure to Oversee
the Implementation of an Electronic National Identity Scheme (Principles & Governance Document) issued by the
Ministry of Peace (MoP) , which provides, inter alia, for a digital, foundational, national, residence-based,
unique4 identity system using biometrics for de-duplication. The Principles & Governance Document also
provides that the NID will be supported by robust data protection regime (which, it is assumed will be the
data protection regime discussed in Part 3, § 2, below). According to the Principles & Governance Document,
minimal data, including biometric data, will be collected. The NID will not necessarily be used as proof of
citizenship. All residents in Ethiopia would be eligible to be enrolled.
It is expected that a new autonomous entity would be established with responsibility for establishing and
managing the NID, including ensuring the uniqueness of identity through deduplication and which will
provide authentication services to other governmental entities and agencies and private sector entities.
This report should be read in conjunction with the Identity Systems Analysis - Country Report for Ethiopia, also
prepared by the World Bank, which describes in more detail the existing arrangements for identity
management in Ethiopia (“World Bank Diagnostic Report”).
As explained in more detail below (in each of the respective sections dealing with the particular areas of law
addressed in this report), this report examines the current legal framework in Ethiopia with respect to identity
management, data protection, e-transactions and cybercrime and identifies areas where that legal framework
could be improved (gaps) to meet the objectives of and give effect to the NID program in particular, and
more generally, the objective of transforming Ethiopia’s digital economy, in which the NID will feature so
prominently.

The Principles are available at: https://id4d.worldbank.org/principles .
The Practitioner’s Guide is available at available at : https://id4d.worldbank.org/guide .
3 The IDEEA is available at: https://id4d.worldbank.org/legal-assessment
4 It is unclear if the digital ID in addition to being unique will also be a random number. This should be clarified.
1
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As in other countries, one of the main challenges in Ethiopia to address these gaps in the many areas of law
applicable to the Government’s overall objectives, is the cross-cutting nature of
file:///C:/Users/WB160702/Downloads/icrc_biometrics_policy_adopted_29_august_2019_.pdfthese
areas of law that will require a multidisciplinary and inter-Ministerial approach with broad stakeholder
consultation. In addition, the federal structure of Ethiopia would need to be taken into account when
implementing the NID system. This report only contemplates laws at the federal level.
The findings and recommendations contained in this report are intended to assist the Government in
managing the transition from the current manner of identity management in Ethiopia to that contemplated in
the Principles & Governance Document. Once agreed, the Government could consider hiring international
legal experts, assisted by locally qualified lawyers to address any remaining gaps in the NID enabling legal
framework. An example of terms of reference (ToRs) for such an engagement are provided in the Annex.
This report is based on desk research and field visits. The team undertook a scoping mission in February
2019, followed by a presentation of initial findings in July 2019. A first draft of this report was tabled during
the mission of October 2019. [tbc]

2. Current ID System in Ethiopia
The current ID system in Ethiopia is in transition moving from a highly decentralized, paper-based system,
to a digital, centralized system.5 As described in more detail in the World Bank Diagnostic Report, the kebele
ID card confers legal identity and is currently the de facto national ID in Ethiopia. The Kebele card is issued
by local administrators potentially in more than 17,000 different locales. It allows individuals to directly or
indirectly (by providing sufficient proof to obtain a different form of identification) to conduct almost any
public or private transaction, including obtaining a passport or voting in an election.
Additionally, Proclamation No. 760/2012 (A Proclamation on the Registration of Vital Events and National Identity
Card) (Proclamation 760/2012) established a national ID Agency under what is not the Ministry of Peace
responsible for enrolling all Ethiopians over 17 years of age into a national database and issuing a national ID
card. While formally established, the agency is not yet fully functioning, and the national ID card
contemplated by Proclamation 760/2012 has not yet materialized.

3. ID4D – some basic concepts
Following are some general considerations that will be referred to and form the basis of many of the
recommendations contained in this report. This section also demonstrates the need to ensure that these issues
are included in the overall enabling legal framework, including data protection, e-transactions (to ensure the
“legal” equivalence of on-line transactions, including C2G transactions), and cyber-security (ensuring the
security of the ID system and ID system ecosystem).
First, a number of technical terms are used in this report. A few of them are described here. An identification
or ID system consists of the databases, processes, technology, credentials, and legal frameworks involved in the capture,
management, and use of personal identity data for a general or specific purpose. The main technical infrastructure of an
ID system are typically databases (or registers) of identity data and the credentials issued by the system and
5
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used by individuals to prove their identity or particular attributes, such as cards, PINs, or mobile apps. In
addition, ID systems include a variety of platforms through which third parties can use these databases or
credentials to verify or authenticate identities, such as interoperability layers that facilitate data exchange,
queries, and identity-related transactions.
In general, ID systems can be categorized into those that are “foundational” and those that are “functional.”
Foundational ID systems are created with the goal of providing general identification and credentials for a variety
of purposes and typically include civil registers, national ID cards, population registers, etc. In contrast,
functional ID systems are designed primarily to provide identification for a specific purpose or sector such as voter
registers, tax ID numbers, social protection registers, drivers’ licenses, etc. Functional ID systems typically
maintain databases with attributes specific to their purpose that are used for authorization—such as poverty
scores and household assets for social protection, or annual income for tax systems—and may or may not
issue their own credentials. Together, the collection of foundational and functional ID systems within a country
make up the identity ecosystem.
Inclusive and trusted identification (ID) systems are crucial tools for achieving sustainable
development. For this reason, ensuring that everyone has access to ID is the explicit objective of Sustainable
Development Goal (SDG) Target 16.9—to “provide legal identity for all, including birth registration” by 2030.
Furthermore, identification is also a key enabler of progress towards many other SDG targets and the
development of a digital economy in Ethiopia, such as financial and economic inclusion, social protection,
healthcare and education for all, gender equality, and safe and orderly migration by:






Empowering individuals and enhancing their access to rights, services, and the formal economy
Strengthening the transparency, efficiency, and effectiveness of governance and service delivery
Supporting private sector development
Growing the digital economy
Supporting regional and global integration

Foundational ID systems can serve two important functions within the identity ecosystem and across
a variety of sectors: 6
1. Authoritative source of basic identity information. By creating a register of unique, verified
identities, a foundational ID system can provide the basis for secure identity verification for
government and private-sector users. In any country, having a trusted source of basic identity
information is vital to the integrity of the identity proofing process for the government’s functional
ID systems (e.g., social protection, elections, etc.) and for private-sector ID providers and relying
parties (e.g., financial institutions or mobile network operators conducting KYC). Beyond the
verification of identity attributes themselves, a foundational system with unique identity records can
also help deduplicate functional systems—e.g., a cash transfer register or public payroll—reducing
opportunities for fraud and the need for redundant data collection by the foundational system.
2. Digital credentials and authentication. In addition to establishing an authoritative source of
identity information that can be leveraged by other systems, foundational ID systems can also provide
For more on the potential benefits and cost savings of foundational ID systems, see the ID4D Practitioner’s Guide
(http://id4d.worldbank.org/guide), World Bank. 2018. Public Sector Savings and Revenue from Identification Systems: Opportunities and
Constraints. Washington, DC: World Bank, and World Bank 2018. Private Sector Economic Impacts from Identification Systems: (both
available at http://id4d.worldbank.org/research).
6
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credentials that allow people to authenticate their identities for a wide variety of purposes and sectors.
As with verification, authentication can be a shared service provided to a variety of public and private
sector users. When built as a platform that allows users to leverage the ID systems’ credentials and
authentication rather that building their own—e.g., through federation or mutual recognition
frameworks—this can help reduce costs for government agencies and private companies.
Identity as a platform for development

Importantly, while foundational ID systems provide identity verification and authentication services
that can streamline administrative processes and increase the security of transactions across sectors,
they do not replace the need for strong sectoral registers and information systems. To meet
international standards on data privacy and protection, foundational ID systems should contain only the
minimum data necessary to establish and verify a person’s basic identity and uniqueness, and provide basic identity
verification and/or authentication. In parallel, different sectors maintain and operate their own functional
registers with relevant, sector-specific information (e.g., health records, student records, social benefits
information, etc.). This separation of purposes helps protect personal data while allowing a wide variety of
public and private sector institutions to leverage the identity verification and/or authentication services
provided by foundational ID systems.
In the past, most foundational (and functional) ID systems were paper-based and operated or
managed entirely by governments, but digital ID has broken this mold. With the move toward digital
technology throughout the identity lifecycle, we have begun to see new models of trust frameworks between
governments and the private sector to provide digital authentication solutions that are recognized by the
government for official online transactions (i.e., e-government services). Typically, these systems rely on
existing foundational ID systems as authoritative sources of information and then provide additional digital
authentication and verification services through new channels.
In order to maximize their developmental impact and minimize risks to privacy and exclusion, ID
systems should—at a minimum—meet the ten Principles on Identification for Sustainable
Development, shown below. These Principles have now been endorsed by over 25 international organizations,
donors, NGOs, and private sector associations, and are behind many of the recommendations in this report.
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Principles on Identification for Sustainable Development
PRINCIPLES
INCLUSION:
UNIVERSAL COVERAGE
AND ACCESSIBILITY

1. Ensuring universal coverage for individuals from birth to death, free from
discrimination.
2. Removing barriers to access and usage and disparities in the availability of
information and technology.
3. Establishing a robust—unique, secure, and accurate—identity.

DESIGN:
ROBUST, SECURE,
RESPONSIVE AND
SUSTAINABLE

4. Creating a platform that is interoperable and responsive to the needs of various
users.
5. Using open standards and ensuring vendor and technology neutrality.
6. Protecting user privacy and control through system design
7. Planning for financial and operational sustainability without compromising
accessibility

GOVERNANCE:
BUILDING TRUST BY
PROTECTING PRIVACY AND
USER RIGHTS

8. Safeguarding data privacy, security, and user rights through a comprehensive legal
and regulatory framework.
9. Establishing clear institutional mandates and accountability.
10. Enforcing legal and trust frameworks through independent oversight and
adjudication of grievances.

Source: http://id4d.worldbank.org/principles
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PART 2. ID Law(s)
This section provides an overview of the what the main elements are for possible inclusion in a new legal
regime for a digital national ID system in Ethiopia. This section weaves together two strands of discussion,
the first of which sets forth considerations for what sorts of issues could be included in new (or revised)
legislation; and the second of which provides some commentary and examples of what sorts of changes would
likely need to be made to Proclamation 760/2012 and related instruments7, in preparing new legislation to
give effect to the Electronic National Identity Scheme. Sample terms of reference (ToRs) for “downstream”
drafting of amendments to Proclamation 760/2012 or new legislation can be found in the Annex to this report.

INTRODUCTION
This section is intended to serve as a starting point for drafting Ethiopia’s forthcoming national ID legislation
or amending its current legislation. It presumes that such ID legislation will take the form of amendments to
Proclamation No. 760/2012 and related instruments and documents.8
The discussion in this section draws upon the Principles & Governance Document, the ID4D Practitioner’s
Guide9 and the World Bank Diagnostic Report in identifying such issues. The ID enabling legislation of
various other countries were reviewed, including, for example, Austria, Estonia, and Jamaica, contained in the
ID4D database.10
The coverage of the Practitioner’s Guide and Ethiopia Country Report are comprehensive, and may be
overwhelming from an initial drafting perspective. There are a vast number of choices that need to be made,
sometimes regarding very technical details, which would make drafting a comprehensive outline covering the
entire identification system and including all possible choices a herculean task. Accordingly, the function of
the legislation should be to establish the body responsible for developing the ID system in its entirety, to
provide that body with the powers to accomplish those tasks, to direct at a high level essential specific tasks
the body must perform, to create robust governance and oversight structures for that body; and to address
other key features of the ID system described in the Principles and Governance Document (including, for
example, that the ID will be universal and non-discriminatory, it will be residency, not citizenship-based, the
system will issue unique and random numbers for individuals, minimal data will be collected, and ensure that
foundational NID will be interoperable with functional ID systems. Additionally, if a federated approach to
ID is eventually adopted, features to facilitate a federated approach would also need to be included in the law.
As the ID card and “agency” established in Proclamation 760/2012 are different than the digital ID (and
related oversight agency) contemplated in the Principles & Governance Document, the discussion in this
section outlines some suggested amendments to Proclamation 760/2012 to realize the ambition for the new
digital ID as set forth in the Principles & Governance Document. The first section deals with constructing
the ID authority, establishing its objectives and powers, and providing for financing and oversight. The second
section addresses the ID system more generally and covers several topics for which the legislation may not be
Other laws reviewed as part of the analysis in this section include, National Identity Card (Amendment) Proclamation 902/2015;
Vital Events Registration and National Identity Card Proclamation (amendment) Proclamation 1049/2017; Ethiopian Nationality Proclamation
378/2003; Immigration Proclamation 354/2003; and Refugee Proclamation 409/2004.
8 This review does not include aspects of Proclamation 760/2012 dealing with civil registration/vital events.
9 Available at: http://id4d.worldbank.org/guide
10 Available at: https://datacatalog.worldbank.org/dataset/identification-development-global-dataset
7
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the best place to provide detailed provisions, but nevertheless probably demand some attention in the form
of tasks assigned to or requirements imposed upon the ID authority.

ID AUTHORITY ESTABLISHMENT
Proclamation 760/2012 mandates the creation of a federal organ to issue national identity cards in Article
55,11 but it says nothing about the establishment of such an organ to manage a national identity system in its
entirety. Accordingly, the Proclamation should be amended to do so.
Depending on the desired degree of independence from the Council of Ministers (and assuming under
Ethiopian law the difference between the following two choices would be meaningful), the Proclamation
could either mandate its creation and allow the Council of Ministers to establish it by regulation, as the
Proclamation does for the vital events registration organ in Article 4, or it could establish the organ directly
in the legislation. In any event, the Proclamation or regulation pursuant to it should address the following
topics:
Objectives
Objectives could vary based on exactly which tasks in the ID system the Authority is responsible for. At the
very least, the Authority should be responsible for high level management of the ID ecosystem. A provision
analogous to that used in the regulation establishing VERA could be used to this effect:
1. To direct, coordinate, and support the establishment and maintenance of a [universal] national
identification system.
Additional objectives clauses could be added depending on the Authority’s direct responsibility for lower level
functions (registration, data management, credentialing, authentication), but those are arguably subsumed
within the above statement. At minimum, a statement specifying that the national ID authority is to create
and oversee a digitized system would likely be worthwhile.
Powers and Duties of Authority
The exact powers delegated to the Authority will depend on whether it is directly responsible for the
registration, data management, credentialing, and authentication functions or whether those functions will be
delegated to other agencies or private actors 12 (if private actors, the Authority may still have indirect
responsibility through licensing, choosing/vetting private partners, etc.).
1. To set policies and standards relating to the establishment and operation of the national ID system
in accordance with governing law.
2. To select, certify, and oversee private-sector partners responsible for operation of parts of the ID
ecosystem in accordance with governing law.
3. To [provide for the collection of] [collect] enrollment data required by the ID law.
We would also note that Proclamation No. 804/2013 grants the National Intelligence and Security Service the power and duty to
‘oversee the issuance of the national identification card’ (Art. 9(11)), which is not reflected in the Principles and Governance
Document.
12 This would include private parties issuing credentials in a federated ID system, of that approach is adopted in Ethiopia.
11

11

v1.5

Legal Gap Analysis Report
Ethiopia National Digital ID Program
4. To [provide for the validation of] [validate] the identities of enrollees into the national ID system.
5. To [provide for the management of] [manage] the data contained in the national ID database, to
include the establishment of records for new enrollees, updating data as necessary to maintain
accuracy, and the revocation of identities in accordance with governing law]
6. To [provide for the issuance and management of] [issue and manage] identification credentials in
accordance with governing law.
7. To [provide for the operation of] [operate] an authentication platform [and provide authentication
services] in accordance with governing law.
8. To act in collaboration with the relevant federal and state organs.
9. (If the Authority is an autonomous entity:) To own property, enter into contracts, sue and be sued in
its own name.
10. To perform such other activities as may be required for the attainment of its objective(s).
Organization of Authority
With respect to the organization of the ID Authority, the first decision to be made is whether the Authority
should be housed within an existing ministry or agency or whether it should be an autonomous entity. In
either case, a multi-layer institutional governance structure is necessary to provide appropriate checks and
balances and maintain the Authority’s/ID system’s trustworthiness.
If existing ministry: Name the ministry.
If autonomous entity: Decide whether the Authority will report to the executive branch (executive,
cabinet, etc.) or whether it will report to an independent board of directors.
If Executive: Describe to whom the Authority reports.
If Board:
Number and appointment of directors: Directors can be appointed by the government, hold their
position ex officio, election, etc. Note also that the Board can be comprised of members appointed
through a mix of selection methods as well. Consider also representation of civil society on Board in
addition to representation of government and perhaps the private sector.]
Removal of directors and term: If appointed or elected, determine how long a term should last and
whether directors serve at the pleasure of the appointing authority or if they may only be removed for
cause.
If terms, decide whether terms are staggered.
Powers of Board: Oversee Authority, set policies, procedures, and objectives, review and approve
budget, create appropriate subcommittees, etc.
Authority executive: Determine who runs the Authority on a day-to-day basis.
Selection: Probably chosen by Board if one exists.
Term: May serve a set term or serve at pleasure of appointing authority.

12
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Powers: Exercise authority granted to agency, oversee and hire employees/inferior officers,
prepare budget, etc.
Independent Auditor/Oversight Body:
There should be some sort of independent oversight body. This body may audit the Authority’s finances, or
that could be left to an existing government official (Auditor General, presumably). In any case, the oversight
body should monitor the Authority for adherence to its mission and compliance with privacy and data
protection laws (though a data protection law of general application may also subject the Authority to
oversight by whichever oversight body it contemplates).
Oversight could be done by a single government official, ombudsman, or a body with several members.
Possible duties:
1. Monitor, investigate and enforce compliance with individual privacy and data protection rights.
2. Monitor developments and their impact on individual privacy and data protection rights.
3. Promote public awareness of the rights of individuals and the responsibilities of those entities
holding and processing personal data.
4. Give specific attention to the data protection rights of children and other vulnerable individuals.
5. Issue opinions prior to the implementation of data processing operations.
6. Advise on legislative or administrative measures.
7. Issue regular reports, publishing opinions and other public communications to keep the public
informed about their rights and obligations and about data protection issues in general.
Possible powers:
1. Receive complaints and conduct investigations of potential violations of individual privacy and data
protection rights.
2. Issue decisions on violations of such rights and order remedial action or meaningful sanctions.
3. Recommend codes of conduct or refer cases to national parliaments or other state institutions.
Budget
The Government may provide funds for the Authority to execute its mission, and/or the Authority may be
(in-part or completely) self-funding by charging user fees. Fees should not be too high to avoid excluding
those unwilling or unable to pay them. Certain basic services should be free or at the very least low-cost (such
as services for essential or mandatory functions, basic credentials, etc.). The Authority could generate revenue
by charging fees for authentication or “luxury” services such as expedited processing or optional, advanced
credentials.
If the Authority charges for authentication, it will need to consider whether it will have separate fee structures
for public and private customers, whether it will offer bulk discounts, etc.

13
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THE ID SYSTEM
Possible amendments to Proclamation 760/2012 (or new legislation) will also need to address some topics
related to the ID system itself. These are addressed below.
Data13
One of the main areas for clarification relates to the data to be collected during enrollment into the ID system.
Proclamation 760/2012 already provides in Article 57(2) a list of data fields that must be collected for purpose
of the ID. However, amendments will likely need to allow data to be collected for the ID system rather than
just for the issue of an ID card, and further amendments (in addition to those that may be required by any
new Proclamation dealing with data protection) may be worthwhile based upon the following considerations:
Biographic data: Should be kept to a minimum needed to allow identification to minimize cost and privacy
risk and improve long-term accuracy.



Examples: Name, DOB, address (and possible additional, stable, unique identifier).
Nationality may or may not be included, but inclusion of nationality can burden enrollees without
documents.
 Ideally sensitive biographic data should not be included: ethnicity, religion, etc.
Biometric data: Useful for both authentication and deduplication.




May add significant costs, particularly if many types of biometric data are collected.
Can cause inclusion problems as certain persons (including children) might not be able to provide
certain types of biometric data.
Additional security & privacy issues—biometrics cannot be reissued, can be collected passively (i.e.,
without consent).

Registration
Again, amendments to the Proclamation will need to expand the Proclamation’s focus from national identity
cards to a full-fledged national identification system. This could be done simply by changing language and
leaving existing policy choices in place, but further amendments might make for a more robust identification
system.
Under Article 56, Ethiopian nationals above the age of majority are required to obtain an ID card. If
amendments to the Proclamation simply expand the focus of the legislation, the amended Proclamation would
presumably require Ethiopian nationals above the age of majority to enroll in the national identification system.
However, the amendment process should also include registration for anybody resident in Ethiopia (as
provided in the Principles & Governance Document) so that coverage is more universal. Additionally, there
are benefits to enrolling children in the ID system upon birth or at a young age, and the government may wish
to amend the Proclamation so that children are also enrolled in the national ID system. That said, enrolling
children raises additional privacy concerns and collecting biometric data may be difficult or impossible, and
Generally, any discussion of data in Proclamation 760/2012 will need to be reviewed closely and reconciled with the content of
the new data protection proclamation.
13
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so additional language requiring the ID Authority to take special steps to protect children and facilitate their
enrollment may be in order.
Additional consideration should also be given to the “mandatory” nature of attaining the digital ID card.
Proclamation 760/2012 currently requires the organ responsible for issuing the national ID card to verify the
identity of registrants in Article 56. In the same Article it allows for the organ to demand relevant evidence to
facilitate the verification of a registrant’s identity. This is a good initial framework in the sense that it
theoretically allows for flexibility, allowing enrollees without some types of documentation proving their
identity to register. The updated Proclamation might do better, however, to additionally specify that the ID
Authority should take steps to ensure that those without such documents can still register, perhaps through
other methods of identity verification, such as accepting affidavits or conducting interviews. Such a provision
would likely improve inclusion.
The number and type of data fields currently listed in Article 57(2) (and again in article 58(2)(a)) will need to
be amended. Data required for “identification”, as is provided in the Principles and Governance Document,14
are minimal and would probably only include 3-4 biographic data fields (name, age, gender, e.g.) and 1-2
biometric data fields (fingerprints and photo). The requirements for biometric data will also be digital and
that should also be reflected in revised provisions and will therefore presumably be covered by the new data
protection proclamation referred to in Part 3, §3.
Articles 58 and 59 of Proclamation 760/2012 provide for a period of validity of the card and for the display
of certain content on the ID card. As for validity, it is unclear why, as a general matter there needs to be any
time limit on the validity of the card. It should be clarified that this period of validity has nothing to do with
the validity of the unique, random ID number of a person. Also, in relation to the above discussion, the data
displayed on the card should also be minimal and only that required. If the identity credential contains a barcode or chip, most of the data could be sorted in the code or on the hip (or the chip could refer to data
remotely stored), which would require less data to be disclosed on the card itself
Article 63 provides for the sharing of information between the vital event registration and national identity
cards, and amendments to the Proclamation may preserve that as the national ID card system expands into a
full, digital identification system. However, amendments (especially in light of new data protection
proclamation) might also limit the sharing of data between systems to data that is necessary for the operation
of the receiving system in the interest of data protection.
Additionally, in general, as the new NID is to be a digital, foundational ID, the amended proclamation would
need to generally cover aspects of interoperability between the NID database and other functional databases,
including Civil Registration (e.g., passport, driver’s license, tax, etc.). This also means that the vital event s
database and the NID database will likely have to be separate databases (again, the requirements of the new
data protection proclamation will be dispositive here). In this regard, most of article 64 will likely need revising.
(or perhaps deleted if these issues are covered in the data protection proclamation).
Otherwise, most registration details should probably be left to the ID Authority, but the updated Proclamation
should probably also contain a clause mandating that the Authority pay special attention to populations likely
to be excluded and to pursue full inclusion.

14

The new data protection proclamation will also, no doubt if it follows best practices, also have requirements on data minimization.
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Other attributes and features of the ID system.
Other attributes and features of the ID system described in the Principles & Governance Document should
also be reflected in either an amendment to Proclamation 760/2012 or in new legislation. These would include,
inter alia, ensuring that the NID is foundational, universal, nondiscriminatory, residency-based; that the ID
number is unique and random; that the foundational system is interoperable with the various functional IDs
issued in Ethiopia and related issues. The law could also address issues of technology neutrality, and whether
a federated ID system is contemplated.
Credentials & Authentication
Again, many of the details of credentialing and authentication may be best left to the Authority itself, and
amendments to the Proclamation may wish to strip out references to the ID card and leave that choice to the
ID Authority to enhance technological neutrality.
At any rate, appropriate further amendments would include one that mandates that ID numbers, whether
issued pursuant to the legislation itself or ID Authority policy, should be unique and randomized (i.e., not
reflective of the enrollee’s data) and one mandating that authentication protocols should reveal as little data
as necessary.
Privacy & Security15
Technical choices regarding anonymization, pseudonymization, tokenization, encryption, etc. may be best left
to the Authority to be created, but amendments should require the Authority to implement both technical
and operational controls for ensuring user privacy and security, and it should be clarified what the relationship
is between the obligations for handling and safeguarding information in this article and those that may appear
in the data protection proclamation. Article 65 requires the federal organs for vital events registration and the
national ID card to “[protect information] from electronically designed attacks, theft or from other similar
criminal abuses.” However, a provision requiring both technical and operational controls for ensuring user
privacy and security is more robust as it specifies multiple means of protection (technical and operational) and
it provides for protection from other risks that may be non-criminal (such as negligent disclosure). It should
also be considered whether the references to “documents” in article 65 continue to be necessary with respect
to a digital ID.
The amendments may also include a provision requiring audits and the use of technology that enables
audits/compliance reporting.
Interoperability, Standards, Frameworks, IT Systems
Again, specifics are probably best left to the Authority itself. That said, amendments to the Proclamation
could include clauses directing the Authority to maintain technology neutrality, use open standards, and
promote interoperability with at least other government databases (and perhaps with ID systems in other

15

The discussion in this section assumes there is a data protection law of general application and that similar provisions do not
need to be reproduced in the ID legislation (see, Part 3, § 2, below).

16

v1.5

Legal Gap Analysis Report
Ethiopia National Digital ID Program
jurisdictions). The amendments may also require, in addition to the privacy and security mandates above,
adequate back-up and data recovery protocols to prevent data loss.
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PART 3. Other ID “Enabling
Environment” Laws
1. Introduction
The Government has committed to improving the digital identification all residents in Ethiopia as part of a
broader strategy of digital transformation. Part 3 examines other areas of law that should be considered when
preparing a durable legal enabling environment for both digital ID and the role it will play in the digital
transformation of Ethiopia. The principal areas addressed are (1) e-transactions (to ensure the legally binding
nature of on-line transactions, including those using an electronic ID, (2) data protection (to ensure (a) the
security of personal data and personally identifiable information (PII) in the NID data-base, (b) that personal
data and PII are used only for the purposes for which the data subject has greed, etc., and (c) cybercrime (to
ensure that the systems on which the data reside and flow are secure). These areas go toward supporting a
“trust” environment which will encourage use of the NID.
Based on the findings and recommendations in this Part, sample terms of reference (ToRs) for “downstream”
drafting of amendments to Proclamation 958/2016 or new legislation can be found in the Annex to this report.
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2. E-Transactions
Introduction & Overview
This section reviews the draft Proclamation to Provide for Electronic Transactions (E-T Proclamation). While
the comments focus primarily on how the provisions of the E-T Proclamation would support or otherwise
effect NID, they also address, for example, consumer protection and management of the “.et” domain space,
as they may effect in a general manner the overall digital economy objective of the Government of which
MID is an important part..
From an NID perspective, the main objectives of the E-T Proclamation include:
(a) ensuring ‘equal treatment’ under the law for electronic and paper-based means of communicating
information; and
(b) establishing a ‘secure legal environment’ for citizens, business and public bodies.
In respect of (b), Section 5 of the E-T Proclamation contains provisions on the processing of personal data.
However, we understand that this section is to be removed and such matters will be dealt with in a separate
proclamation on data protection. As such, further consideration will not be given to this section. Second,
issues relating to (c), in Chapter III, are beyond the scope of this review, as they do not impact on the NID
program.
The Draft amends, but does not repeal an existing ‘Proclamation to provide for electronic signature’, No.
1072/2018 (‘Electronic Signature Proclamation’). This latter instrument appears to be based on the
UNCITRAL Model Law on Electronic Signatures (2001).16 Parts of the Draft also adopt wording from the
United Nations Convention on the Use of Electronic Communications in International Contracts
(‘Convention’, 2005), also developed by UNICTRAL.17 In terms of status, a distinction must made between
model laws that are designed to guide states when addressing certain matters, from the Convention, which is
designed to govern cross-border electronic contracts and to which states can become signatories and thereby
commit to implement into domestic law. Ethiopia is currently not a signatory to the Convention.

Interoperability with the Electronic Signature Proclamation
As noted above, the Draft E-T Proclamation, at Article 48, does not repeal the Electronic Signature
Proclamation, it only amends one provision identifying the entity acting as the Root Certificate Authority.
However, the resulting overlaps between the two instruments creates a potential for confusion and legal
uncertainty going forwards. For example, both define a ‘certification provider’, although neither the term nor
the definition is identical. In terms of scope of application, the Electronic Signature Proclamation states that
it is applicable to any ‘electronic message exchange’, unless provided otherwise in any other law relating to

Available at : https://www.uncitral.org/pdf/english/texts/electcom/05-89450_Ebook.pdf. Refernce is also made to the
UNCITRAL Model Law on e-Signatures, available at: https://www.uncitral.org/pdf/english/texts/electcom/ml-elecsig-e.pdf .
17 Available at : https://www.uncitral.org/pdf/english/texts/electcom/06-57452_Ebook.pdf .
16
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electronic message (Art. 3). The draft E-T Proclamation states that it governs ‘electronic messages’ (Art. 3(1)),
which suggests that the draft, once adopted, would take precedence over the other.
It is therefore recommended that further consideration be given to whether the existing measure,
especially Part Two, could be fully incorporated into the Draft, at Chapter Two, Section 1.

Interoperability with Communications Service Proclamation
On 13 June 2019, the Ethiopian Parliament adopted a new law regulating the provision of communication
services, Proclamation for the Regulation of Communications Service (‘Telecommunications Law’). The
Telecommunications Law repeals various existing laws governing the provision of telecommunication services.
However, the Draft includes a definition of ‘communication network services’ that appears to overlap
substantially with the concept of a ‘telecommunication network’ under the Telecommunications Law.
The provision on intermediaries in the draft E-T Proclamation (Chapter Two, Section 3), imposes obligations
on a provider of ‘communication network services’, at Art. 22, that would seem more appropriate to address
in the Telecommunications Law. In particular, the draft E-T Proclamation states that the default position is
that such providers shall be liable for the publication and dissemination of messages that are unlawful (Art.
22(2)), unless they can rely on certain defences, of which ‘mere conduit’ is the most important. Imposing
liability on telecommunication providers is contrary to the standard approach under international law,
including the rules of the International Telecommunications Union. We welcome the fact that Art. 22 has
been removed from the latest draft.
The subsequent provisions on “mere conduit”, caching and hosting are based on similar provisions under EU
law, i.e. Directive 00/31/EC. However, under EU law, these protections from liability are only available to
certain types of intermediaries that are not considered telecommunication providers under EU law. However,
as currently provided for in the Draft, there is no clear distinction made between communication providers
and ‘telecommunication operators’ authorized to provide services by the Authority.
It is presumed that the ‘Communications Regulatory Authority’ referred to in the Draft, in respect of
governing the provision of certification services, is the same as that established under the Telecommunications
Law (Part Two).
It is therefore recommended that further consideration be given to whether the provisions in the E-T
Proclamation are correctly aligned with the definitions and provisions detailed in the
Telecommunications Law, including the following:




Clearly align or distinguish the statutory definitions used in the Draft and the Telecommunications
law for ‘communication network services’ and ‘communications service’ respectively;
Reconsider the application of the rules on ‘intermediaries’ under the E-T Proclamation to providers
of communication network services;
Clearly align or distinguish the consumer protection measures under the E-T Proclamation and the
Telecommunications Law in respect of communication network services.
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Jurisdictional scope
In terms of jurisdictional reach, the E-T Proclamation stated that it governs electronic commerce activities
that ‘take place’ within the territory of Ethiopia (Art. 3(3)). Given the nature of electronic commerce, the
meaning of what ‘take place’ means will likely generate legal uncertainty. For example, if an Ethiopian business
establishes an account and presence on eBay in order to sell goods to Ethiopian consumers, does the fact that
the electronic transactions occur on a platform located in the United States fall within the jurisdiction of the
Draft? Although Art. 3(3) has subsequently been deleted, that does not resolve the issue and uncertainty about
the jurisdictional scope of the Draft.
It is recommended that further consideration be given to the conditions that render an activity subject
to the provisions of the Draft, including the following:



Whether the availability of services in Ethiopia supplied by ‘e-commerce operators’, ‘e-commerce
platform operators’ and ‘intra-platform operators’ is sufficient to trigger the application of the
Draft, or whether such operators must ‘target’ citizens and residents located in Ethiopia;
Whether an electronic transaction is subject to the E-T Proclamation if at least one party to the
transaction is located in Ethiopia at the time the transaction is concluded.

Mandation
The E-T Proclamation states that a person cannot be required to ‘use, provide or accept’ an electronic message
(Art. 4(1)), except with their consent. The notion of consent is defined in the Draft, although that may be
deleted when the data protection provisions at Section 5 are removed. However, Art. 4(2) states that consent
may not be inferred from a person’s conduct. This may create legal uncertainty for Ethiopian online businesses,
since this would seemingly provide a consumer who has gone onto a website and purchased something, at
some later point in time, with a right to challenge the validity of the transaction solely on the basis that the
vendor failed to obtain express consent to the use of electronic messages, despite the actions of the consumer
in completing an online transaction. To avoid such an outcome, vendors and public authorities will either
need to design a distinct consent process when establishing an online presence, or address such matters in
their terms of service, which is an unnecessary additional burden.

Precedence
As noted above, in respect of the validity of electronic messages, Art. 9(4) states that the Electronic Signature
Proclamation takes precedence over the E-T Proclamation in respect of any signature in an electronic
transaction. The E-T Proclamation also expressly excludes certain types of transactions and legal acts from its
scope (Art. 3(2)). Further, the E-T Proclamation stated that it is ‘supplemental and without prejudice’ to any
other laws (Art. 5), although this has since been deleted. This provision suggests that the E-T Proclamation
does not override any requirement in another law. However, Chapter Two, Section 1, of the E-T Proclamation
then specifically details a series of circumstances in which legal requirements are overridden by the facilitative
provisions of the Draft, such as requirements for a writing or an original. It is unclear how to reconcile these
two provisions and, where applicable, whether the E-T Proclamation would take precedence over a
requirement in another law. This may create uncertainty and inhibit the use of electronic means of
communications.
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It is recommended that Article 5 be reconsidered to make it clear that the provisions of the E-T
Proclamation take precedence over requirements under other laws regulating commercial
transactions or dealings between government bodies and the public where such requirements fall
within the scope of the provisions under the section on ‘Legal requirements for recognition of electronic
messages’.

Regulatory authorities
Under Art. 5, responsibility for the implementation of the E-T Proclamation resides with the Ministry of
Innovation and Technology. However, Art. 6 establishes a National Digital Economy Council that has a
‘coordination and advisory role’ on electronic commerce and government. There is therefore the possibility
of legal uncertainty about the division of tasks and responsibilities between the Ministry and the NDEC,
which could result in confusion and conflict.

Legal requirements
As noted above, Chapter Two, Section 1 of the E-T Proclamation is largely based on the UNICTRAL
instruments and overlaps with Part Two of the Electronic Signatures Proclamation. This overlap needs to be
addressed, otherwise it will generate legal uncertainty.
Under Art. 11, it states that legal acts that require a third party to witness and sign a document can be done
electronically. However, it is not clear whether the witness has to be physically present at the time of the
witnessing or whether a person can witness an act remotely. There are clear policy rationales for not permitting
remote witnessing, or for placing controls over such practices. Conversely, where witnessing is a common
commercial requirement, permitting remote witnessing (e.g. over a video link) could be an important measure
for facilitating electronic commerce. We recommend that the uncertainty should be clarified and that further
consideration be given to whether safeguards and conditions should be imposed on remote witnessing.
On payment and receipt, the E-T Proclamation recognizes the validity of a payment ‘made by an electronic
means’ (Art. 16(1)). However, the provision does not define what a ‘payment’ means in law, which may create
uncertainty. For example, the submission of payment card details through a portal on a website is not payment
from a legal perspective unless and until the person’s payment provider acknowledges that the instruction is
valid and the funds are transferred. On the basis of this provision, a person could try to claim that payment
was made when a ‘payment’ message was sent, although no subsequent funds were forthcoming. The
provisions concerning payment receipt (Art. 16(2) and (3)) seem redundant, given the legal recognition
provision (Art. 7).
Further consideration of the legal requirements needs to be given in the context of the NID program,
including whether the use of an ID issued under the NID program will satisfy a requirement for a
signature (Art. 9), a seal (Art. 10) or a person acting as a witness (Art. 11). Consideration should also
be given to the admissibility and evidential value of any such ID.
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Communications process
Chapter Two, Section 2, is largely based on the UNCITRAL instruments. However, the E-T Proclamation
has only adopted a selection of the provisions. For example, Article 12 of the Convention recognizes the
validity and enforceability of contracts formed partially or fully by automated systems. This provision provides
important legal certainty in an electronic commerce environment where consumers interact with transaction
platforms, rather than people, and may increasingly rely on their machines, through machine learning and
artificial intelligence techniques, to identify and purchase goods and services on behalf of them.

It is recommended that further consideration be given to those provisions within the UNCITRAL Model
Laws and the Convention that have not be included in the Draft.

Liability safe-harbors for intermediaries
As noted above, Articles 23-25 reflect similar provisions under EU law, with the addition of immunity for
‘information location tools’, such as Google, and a notice and take-down regime.
The ‘hosting’ defence (Art. 25) is more limited than that provided for under EU law, by limiting the immunity
from liability to damages claims, under civil proceedings, not penalties for breach of criminal laws, such as
fines and imprisonment. There may be an appropriate policy rationale for this, but it may deter foreign service
providers offering services into Ethiopia.
An important distinction appears to be made between a provider of communication network services and an
intermediary service provider. The former is liable for the publication and dissemination of illegal content,
while the latter intermediary can avail itself of the safe-harbors defenses. While important, it is not obvious
from the definitions used in the E-T Proclamation and provisions in Section 3 how the distinction operates,
which will generate obvious legal uncertainty.
It is recommended that the defined terms are re-examined to ensure clarity and certainty about the
liability risks that service providers face under the Ethiopian law.

Consumer protection measures
Section 4 reflects the consumer protection approach of the EU, imposing transparency obligations on vendors.
Provision is also made for consumers to be able withdraw from a contract, however, this right is only
applicable ‘depending on the nature of the goods delivered’ (Art. 29(1)). Under EU law, exceptions from the
right of withdrawal are clearly stated, such as personalized goods and those liable to deteriorate.18 Without

18

Consumer Rights Directive 2011/83/EU, Article 16.
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such exceptions, consumers and businesses will be unclear as the extent of their rights, which will undermine
confidence in electronic commerce.
Under Art. 28(1)(h), a supplier is required to specify the “details of its local bank account” where payment
should be made. This reference implies a jurisdictional limitation to the scope of the provision, since suppliers
without a local bank account potentially fall outside the scope of the Draft. However, this also provides
domestic suppliers with a possible route to avoiding the application of the Draft, by choosing to use a foreign
payment provider. This uncertainty should be addressed.
Some of the provisions on unsolicited communications (Art. 30) would seem more appropriate in a data
protection measure. We would also note that the scope of the provision is unclear, since the title refers to
unsolicited goods and services, but the subsequent provisions are limited to unsolicited communications.
It is recommended that further consideration be given to these provisions, including the following:




The right of withdrawal, to exclude certain types of electronic transactions;
The insertion of provisions prohibiting the supply of unsolicited goods and services through
electronic transactions;
Moving the provisions governing unsolicited communications into the proposed data protection
instrument.

Regulation of e-commerce operators
Article 33 of the E-T Proclamation imposes a series of duties on e-commerce operators. These duties relate
to verification of the identity of the operator and the licences they hold. The latter requirement implies that
these duties are only applicable to operators licensed by the Authority under Ethiopian law; however, the
jurisdictional reach of these provisions is unclear and could deter foreign service providers.
The scope and purpose of the requirement to ‘set up archives’, and regularly update and verify them, is very
unclear. Is this a data localisation requirement, i.e. must the archives be held on computing resources located
in Ethiopia?
Under Art. 41, operators have a localization requirement in respect of the products and services they sell.
Given this, the jurisdictional reach of this provision is really important.
The final provision (Art. 33(4)) seems to grant the Communications Regulatory Authority a broad, arbitrary
and unlimited power, to regulate e-commerce operators, especially when compared with the powers granted
to licence communications providers under the Telecommunications Law. The broad scope of this power
may concern foreign investors, who will seek legal certainty when investing in electronic commerce activities
in Ethiopia.
It is recommended that the scope of Art. 33 be reconsidered, including the following:

24

v1.5

Legal Gap Analysis Report
Ethiopia National Digital ID Program




Under what circumstances, and with whom, does an operator have an obligation to obtain a
licence, notify or register in order to lawfully operate in Ethiopia;
What is an operator required to ‘archive’ and under what conditions;
Clarify the limits of the power of the Authority to impose duties on operators under the Draft.

e-Government
While public bodies should be encouraged to adopt electronic means of carrying out their functions, Article
37(1) of the E-T Proclamation could be interpreted as requiring a public body to accept an electronic filing
even if it does not have the systems in place to receive and process such electronic messages. This could create
confusion for public bodies and uncertainty for citizens. Indeed, under subsection (4), public bodies are only
required to ‘start to roll out’ the provision of e-services within 12 months of the E-T Proclamation being
adopted, although subsection (1) would be applicable as soon as the Proclamation is adopted, which could
create a mismatch of expectations and legal uncertainty.
Reference is made to public bodies being required to use ‘advanced security requirements’ (Art. 37(3)), but it
is not clear what these would comprise of, nor is this term used in the Electronic Signatures Proclamation.
Further consideration of the eGovernment requirements needs to be given in the context of the NID
program.

Electronic money
The regulation of the issuance and use of electronic money is a critical matter for any government. While
electronic commerce will facilitate the demand for electronic money, such payment methods will also have an
important impact on the physical economy. Section 7 of the E-T Proclamation contains two brief provisions
on electronic money, which do not seem sufficient to establish a clear regulatory framework. These have since
been removed, which is to be welcomed.
We recommend that this section be reconsidered and removed and placed in a more comprehensive,
stand-alone instrument on payment services.

.et ccTLD domain management
The E-T proclamation also contains provisions in Part Three, articles 38-40, regarding management of the
“.et” ccTLD. Principally, it appoints the new Communication Authority as the registrar of the .et domain.
However, according to the publicly available information located at the IANA website,19 Ethio Telecom is the
19

https://www.iana.org/domains/root/db/et.html
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registrar. Assignment of responsibility over a ccTLD is a matter of contract between IANA(ICANN) and
the registrar. Accordingly, the way to change the contractual obligation is amend (or novate) the contract in
consultation with IANA(ICANN). In ordinary terms, taking way contractual rights by virtue of statute could
result in a claim of expropriation. In this case, since Ethio Telecom is an operational unit within the Ministry
of Communications (i.e. a governmental unit), it would not technically be an act of expropriation; however,
because, as we understand, Ethio Telecom is in the process of privatization, taking away the registrar activities
from Ethio Telecom and transferring them to the Communications Authority may affect the value of Ethio
Telecom. And, since this is a transfer of responsibility from one official entity to another, it may be easily
accomplished, but in any case and in addition to the statutory provisions in the E-T Proclamation, a revised
contract with IANA (ICANN) should be negotiated to give effect to the proposed statutory provisions.20

20

[New ICANN Procedure]
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3. Data Protection
[As of the date of this report, the English language version of the new draft Proclamation regarding Data
Protection has not been made available to the team. The review of the draft Proclamation will be done and
included at a later date.]
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4. Cybercrime
Introduction & Overview
This section provides initial comments based on a review of Proclamation No. 958/2016 on Computer Crime
(Proclamation 958/2016)21, from both a general perspective, taking into account international best practices,
in particular the Council of Europe Convention on Cybercrime (‘Budapest Convention’, 2001) 22 and the
Africa Union Convention (“Malabo Convention”) 23 , and in the context of supporting the National
Identification Database (NID) program. Reference has also been made to the Toolkit for Combatting Cybercrime.
24

Overall, there is broad scope to update and modernize Proclamation 958/2016 to bring it in line with
international good practice in, among others, the following areas, and discussed in more detail below. In many
instances, Proclamation 958/2016 criminalizes ordinary, everyday activities in a way that could suppress
innovation that is so critical to the evolution and development of the digital economy in Ethiopia.25 Finally,
because of the nature of cybercrime, to be effective in combatting cybercrime, Ethiopia’s legal regime should
include clear and robust rules and procedures for sharing investigatory information with law enforcement
authorities in other jurisdictions.

Detailed Comments
Definitions


‘service provider’ is defined as person that provides a ‘technical data processing or communication
service or alternative infrastructure’. While a ‘data processing service’ is defined, a communication
service is not, although it is defined in the new Communication Services Proclamation (17 June 2019).
The scope of ‘alternative infrastructure’ is also unclear. This may generate legal uncertainty about the
applicability of the rules.

In commenting on Proclamation 958/2016, reference has also been made to Proclamation No. 808/2013 to establish the
Information Network Security Agency (“INDA Proclamation”).
22 Available at:
https://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf .
23 Available at: https://au.int/en/treaties/african-union-convention-cyber-security-and-personal-data-protection .
24 Available at: www.combattingcybercrime.org .
25 Use of the Internet is a basic tool for innovation and development in any digitally oriented economy and society. Innovation
requires the ability to express and share ideas. To the extent that criminalizing certain activities related to “expression” on line could
be seen as quashing innovation, which could have a deleterious effect on the economy.
21
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‘critical infrastructure’ is defined by reference to the scale of the damage (‘considerable’) and to the
nature of the harm (‘public safety and national interest’). This seems too vague, which may deter
prosecutors from seeking to prosecute for this offence, while being unfair on defendants in terms of
breaching the need for criminal law to be sufficiently clear.



It is understood that “Agency” refers to the Information Network Security Agency (“INSA”),26 and that
INSA could be included as an “investigatory organ”, i.e., legally invested with powers of investigation.

It is recommended that the definitions above be reconsidered and modified (and additional operative
provisions regarding institutional powers and functions be added, as discussed below) to provide a
higher level of legal certainty and clarity, including on the powers and functions of INSA (vis-à-vis the
courts and law enforcement) to investigate cybercrimes in the future.
Computer integrity offences
The phrase ‘without authorization or in excess of authorization’ is used in respect of all the integrity
offences, but the concepts are not defined. This may hinder prosecutions, especially when the computer
system is publicly accessible (e.g. via the public internet) or the perpetrator is an insider (e.g. employee,
agent) and has some level of authorization.
Sections 3(2)(a), 4(2)(a) and 5(2)(a): the notion of a system ‘exclusively destined for the use of a legal person’
is not clear, since all systems are used by individuals.
Sections 5(1) and 6(1): Consideration could perhaps be given to extending liability to those who cause damage
through reckless actions, rather than always needing to evidence intention on behalf of the perpetrator, as
those illegally accessing systems (s. 3) can often cause inadvertent damage to the system or data that they
access.
Section 7: The offences require the prosecution to show that any system, program or data is ‘exclusively
designed’ for the illegal purpose, which is an extremely high threshold, as many devices are ‘dual-use’, i.e.
capable of having legitimate uses. The Budapest Convention uses the word ‘primarily’, which is a lower
threshold.
Section 8: There is the potential for overlap between the notions of top-secret designated systems; states of
emergency and ‘critical infrastructure’.
It is recommended that the use of “without authorization or in excess of authorization” instead of the
Budapest Convention’s “without right” be reconsidered or at least further clarified. Additionally, it is
also recommended that:

26

INSA proclamation.
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The use of “exclusive” in Sections 3(2)(a), 4(2)(a), 5(2)(a), and 8 be reconsidered;
Consideration be given to the possibility of attaching criminal liability to harmful acts undertaken
recklessly, but without intent, in Sections 5(1) and 6(1); and
Notions of attacks on top secret systems, states of emergency, and critical infrastructure as an
aggravating factor be consolidated so as to reduce the risk of overlap.

Computer-related offences
The Section Two provisions are all obviously highly relevant in the context of the NID program, since it can
be expected that persons may attempt to either create a new identity or take the identity of another person
for the purpose of forgery or fraud.
Section 9: As with the fraud provision at s. 10, an act of forgery could cause economic loss to the victim
without necessarily resulting in any direct right or advantage to the perpetrator or a third party. In addition,
there should be an element of ‘intent’ behind the acts to guard against mistakes and “honest” errors.
Section 10(1): Most of the conduct described in the provision could occur without the use of computer
systems, programs or data. As such, we would question whether the intention was to link such conduct with
the use of computers.
Section 11: This is a preparatory offence, criminalizing the obtaining of an electronic identity. However, in
the context of the NID program, we have four key concerns with the current provision:


While use of the electronic ID is linked to the fraud offences under s. 10, it then extends the offence
to any other purposes, which could be lawful or unlawful. We would recommend that it is an
offence in all circumstances, but that where the usage is linked to criminal conduct it results in a
higher penalty than that for non-criminal or lawful usages;



The offence requires the prosecution to evidence the s. 10 offence or the ‘other purpose’. However,
given the importance of electronic IDs, it should perhaps be an offence to create and take an
electronic ID irrelevant of whether the person has an identifiable secondary purpose;



For the offence to be committed, the electronic ID must be that of another person, which therefore
leaves persons that create new false IDs unpunished;



The offence requires that the electronic ID be taken ‘without authorization’ of that other person,
which means the perpetrator could conspire with the holder of the electronic ID to create a
duplicate, without committing the offence.

It is recommended that:
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The language in Section 9 be altered so as to take into account (i) of issue of intent, and (ii)
situations in which a victim sustains economic loss without providing a direct right or advantage
to the perpetrator or a third party;
The scope of Section 10 be reviewed;
The single-tiered punishment structure contemplated under Section 11 be reconsidered;
Criminal liability attaches under Section 11 even without any identifiable secondary purpose;
Section 11 be modified to also criminalize the creation of new false IDs; and
he element “without authorization” in Section 11 be reconsidered.

Content-related offences
Section Three – dealing with content-related offences, perhaps requires most attention to align Proclamation
958/2016 with international good practice.
Section 12(1): The provision refers to the conduct being done ‘without authorization’, although the presence
or absence of authorization seems irrelevant. Indeed, who would be capable of giving such authorization, the
minor involved or the person that created the image?
Section 13(1): The main offence is based on the notion of ‘serious danger’ for the victim. However, the tariff
also distinguishes ‘serious’ cases as deserving of a higher penalty. The latter usage would seem to breach the
need for law to be foreseeable, which reflects international standards as embodied in Article 15 of the
Budapest Convention.
We also would note that the offence of defamation, under s. 13(3), would seem potentially restrictive of free
expression, in potential conflict with the Constitution and the Mass Media law,27 unless the threshold for a
defamatory statement is sufficiently high under Ethiopian law.
Section 15: This provision criminalizes unsolicited emails and similar. The maximum penalty for a non-serious
case is 3 years imprisonment, which seems very high and could be used to unduly restrict free expression.
First, the provision does not define what comprises an ‘advertisement’, which means a person may be deterred
from sending an innocuous message for fear of being accused under this section. Second, there is a defence
in respect of ‘commercial advertisements’ only, which is not available to non-commercial advertisements,
although they are more likely to engage issues of free expression (e.g. promoting a social campaign). Third,
the scope of the ‘primary purpose’ defence is unclear, especially the reference to willing customers, which may
breach the requirement of foreseeability. Similar to s. 13(1) above, the threshold of what constitutes a ‘serious
case’ is also left undefined.
Most jurisdictions do not impose criminal sanctions on the mere sending of unsolicited messages, but rather
reserve the criminal law for conduct that involves some form of additional element, such as an integrity
27

Proclamation No. 590/2008 to provide for freedom of the mass media and access to information
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offence (e.g. accessing a computer without authorisation in order to send unsolicited emails) or some manner
of falsification (e.g. misleading header information).
Section 16: In most jurisdictions, third parties that innocently facilitate the commission of criminal conduct
are not themselves held liable. It is therefore important that the notion of being ‘directly involved’ in the
dissemination is clearly limited to circumstances where the service provider has knowledge of the illegal nature
of the content they are disseminating, which is the situation covered in subsection 2. As such, this provision
may have a chilling effect on the development of the digital economy in Ethiopia.
Section 18: In our experience, the main area of potential overlap concerns the offences of forgery and fraud,
which are traditional offences that are increasingly carried out using computers.
It is recommended that:







The language “without authorization” be deleted from Section 12(1);
Section 13(1) be reconsidered in light of foreseeability and free expression concerns;
Section 15 be clarified as to its scope and, if necessary, modified so as to not be overbroad;
Section 16(1) be amended to limit criminal liability to situations in which the service provider has
knowledge of the illegal nature of the content they are disseminating;
Section 16 be reconsidered in light of the liability safe-harbor provisions under the Draft
Proclamation to Provide for Electronic Transactions (section 3); and
Section 18 be reconsidered with particular attention given to whether substantial and
inappropriate overlap exists with respect to certain crimes, particularly forgery and fraud, which
may result in legal uncertainty in terms of the application of the criminal code as against this
proclamation.

Investigatory measures
In Part three, we would generally suggest to clarify the on-going and future role of INSA as an investigatory
organ, including to what extent investigations are done under a judicial warrant or other “due process”
requirement. Under the INSA proclamation28, the Agency has the power to provide ‘assistance and support’
and conduct ‘digital forensic investigations’, but such powers are to be exercised in collaboration with the
police.29 This implies that INSA cannot engage in such conduct independently of the police, who would be
the party obtaining the necessary judicial warrants.
Section 27: Service providers have a duty to report certain criminal conduct to the extent that it has knowledge.
The scope of this provision is unclear and may have an adverse impact on domestic services providers, as well
as deterring foreign service providers from providing services into Ethiopia. The duty is initially limited to
crimes under the proclamation, but then adds the concept of ‘any illegal content’, which could encompass a
vast range of offences under the Ethiopian criminal code. The provision not only requires reporting, but also
28
29

See supra note 21.
Art. 6(7) and (8).
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demands that the service provider take ‘appropriate measures’. The scope of this obligation is particularly
unclear, exposing service providers to the risk of non-compliance and potentially encouraging them to take
disproportionate steps to control users of the service.
The obligation also overlaps with the obligations under s. 16, and Section Three of the draft Proclamation to
Provide for Electronic Transactions, which is likely to generate legal uncertainty and risk for service providers.
Section 30: The power to order the preservation of computer data is not subject to an approval process by a
judicial or independent supervising authority. While this is not always considered necessary, given that data
preservation is distinct from disclosure to law enforcement agencies, international best practice increasingly
adopts some form of oversight process as a condition and safeguard.
Section 32: A number of concerns can be raised about this provision:





There is no territorial limitation to the power to access and search, unless that would be implied
under Ethiopia’s criminal procedure code or imposed by the authorizing court;
(2) - The right to extend the search to another computer is not qualified by the need to ensure
that the other computer is lawfully accessible from the initial computer system;
(4) – The ability to order a person to disclose information is not subject to any apparent
conditions or safeguards, such as court authorization;
(5) – This subsection grants a broad power to law enforcement agencies to request the shutdown
or blocking of websites and other computers. Such powers are quite distinct from that of
‘access, search and seizure’, the title of the subsection. Such orders obviously restrict the rights
and freedoms of individuals, so we would recommend that this provision be separated out and
additional procedures be considered, such as a right of the system owner to be notified and
challenge the grant of any court order.

Section 33(1): Reference is made to ‘certified’ printouts of electronic records, which raises two concerns: (a)
what is being certified? In some jurisdictions, complex certification requirements inhibit the use of electronic
evidence in court; (b) what would the status be of an electronic record that was presented to the court, but
not printed-out, e.g. shown through a computer display?
Section 35: This presumption of originality differs from the proposed provision in the draft Proclamation to
Provide for Electronic Transactions, at s. 12, which is likely to generate legal uncertainty.
In addition, the reference in subsection (2) to a ‘secured system under regular operation’ and in (3) to
‘operating properly’ is likely to result in the court having to carry out a preliminary hearing about whether
these criteria have been met. A similar inquiry may also be required under Section 36. From experience in
other jurisdictions, this may become a problematic threshold to meet for parties wishing to introduce
electronic evidence, which could include an electronic identity issued under the NID program.
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Section 40: The jurisdictional triggers for the offences detailed in the proclamation are not clearly outlined,
e.g. under s. 3 must the accessed computer be located in Ethiopia or the person obtaining access without
authorization, or both? The provisions referred to in the Criminal Code, Articles 13 and 17(1)(b), only partly
address such issues. This lack of clarity may generate legal uncertainty and inhibit investigations and
prosecutions.
It is recommended that:










The scope of Section 27 be clarified and that the obligations thereunder be integrated into a single
coherent provision with similar obligations under Section 16 of this proclamation and Section 3 of
the Draft Proclamation to Provide for Electronic Transactions to avoid legal uncertainty.
The lack of an oversight process that applies to Section 30 be reconsidered;
The lack of territorial limitations and other conditions and safeguards in Section 32 be
reconsidered;
Section 32(5) be separated out into its own section and that additional conditions and safeguards
be considered;
Section 33(1) be clarified with respect to the meaning of “certified” and possibly reconsidered if
certification requirements are too onerous;
The application of Section 33(1) to electronic records presented to a court in electronic form be
considered;
Section 35 be harmonized with Section 12 of the Draft Proclamation to Provide for Electronic
Transactions;
Sections 35(2) and 35(3) be reconsidered with respect to whether they impose too high of a
threshold on parties that wish to introduce electronic evidence; and
The jurisdictional triggers under Section 40 be clarified taking into account the jurisdictional
complications common to computer crime.

Investigative agencies
Part Five addresses the institutions involved in the investigation and prosecution of cybercrime. With respect
to a ‘public prosecutor or investigative officer’, reference is made to powers conferred by law, presumably
under the Criminal Procedure Code. However, with respect of INSA, no such reference is given, nor is it
clearly stated that INSA is an ‘investigatory organ’. This implies that INSA may not have the necessary
investigative powers to enable it to carry out its duties under Art. 39, independent of a public prosecutor or
investigative officer, which also reflects the implicit position under the INSA proclamation.
It is recommended that the functions, duties and powers of INSA are clearly specified in the
Proclamation.

Miscellaneous Provisions
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Part Six deals with International Cooperation. It is unclear whether or to what extent Ethiopia cooperate in
mutual legal assistance (“MLAT”) schemes, or whether INSA, as an “investigatory organ” is the appropriate
(or even primary) entity for these purposes.
It is recommended that it be clarified which agencies within the Government have the power to
exchange information and that Ethiopia consider updating Proclamation 958/2016 to enable it to
engage in an automatic MLAT process, such as that offered under the Budapest Convention.
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Annex - Sample Terms of Reference
[tbc]
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