Exploring Strategies to Establish a Big Data Integration and Harmonization Framework
for National Identity Databases

Dissertation Manuscript

Submitted to Northcentral University
School of Technology
in Partial Fulfillment of the
Requirements for the Degree of
DOCTOR OF PHILOSOPHY

by
DENEKEW ABERA JEMBERE

La Jolla, California
June 2022

DocuSign Envelope ID: 459E6EC7-EA5A-4156-846A-63A4A31A64AC

Approval Page
Exploring Strategies to Establish a Big Data Integration and Harmonization Framework
for National Identity Databases
By
DENEKEW ABERA JEMBERE

Approved by the Doctoral Committee:

Ph.D.
Will Tribbey
Dissertation Chair: INSERT
NAME

Degree Held

DCS
Weppler Degree Held
Committee Member: Christopher
INSERT NAME

Ph.D., DHA
Kabia
Committee Member: Milton
INSERT
NAME Degree Held

08/18/2022 | 10:00:26 MST

Date

08/22/2022 | 04:18:42 MST

Date

08/18/2022 | 10:15:20 MST

Date

Abstract
Integrating data from various standalone data sources into a centrally managed data storage has
been recognized by data integration practitioners and authors as a slow and daunting operation.
This study addressed the lack of a standardized data harmonization framework for integrating a
national identity database with disparate digital identity data sources to implement a national
digital identity system in developing countries. Components of a design theory are used as the
study's theoretical framework to explore and establish the data harmonization integration
framework through the coalition of big data theories, ISO standards, and the principles of digital
identification for sustainable development. An exploratory qualitative research design was
utilized with open-ended semi-structured questions through face-to-face and virtual interviews.
Data were collected from 9 subject matter experts and analyzed to explore in-depth information,
explore new ideas, gain insights, and outline the proposed data harmonization and integration
framework details. This study established an organized data integration approach and contributed
toward developing a standardized data integration and harmonization framework for a national
digital identity system. The data harmonization and integration framework facilitate
collaboration among the digital identity solution stakeholders and accelerate the digital identity
system's implementation to enable countries to gain the benefits of a digital identity system. This
study also identified data elements and components for establishing a national digital identityrelated big data analytics system. The identified data elements and components of big data
analytics can facilitate the practical implementation of national digital identity-related big data
analytics. Since the suggested big data analytics components are identified mainly based on
participants' theoretical responses, expanding and verifying the findings using practical
experiences in national digital identity systems is suggested to maximize the study's contribution.
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Chapter 1: Introduction
The rapid growth and accrual of big data from heterogeneous data sources with varying
data formats intensified the existing data integration and interoperability challenges, which have
become the subject of multiple studies (Brown et al., 2017; Kadadi et al., 2014; Nashipudimath
et al., 2020). Despite the approaches proposed in the mentioned studies, data integration and
interoperability are still a challenge for both public and private organizations (Festus et al., 2017;
World Bank Group [WBG], 2017). The focus of this study is the lack of a standardized data
integration framework for integrating a centrally managed digital identity national database with
siloed identity data sources for the implementation of digital identity in developing countries.
Since there are an estimated one billion people in the World lacking a legally recognized
form of identification (World Bank Group [WBG], 2018), individuals' lack of legal identification
is a global issue that requires a global initiative. To address this issue and enable all people to
access public and private services with an authorized form of identification, the WBG initiated
the identification for development (ID4D) project in 2014 (WBG, 2018).
In line with WBG's initiative, countries have implemented digital identity systems with
varying success levels and benefited from the system, enabling their citizens and local and global
residents to access e-services from anywhere globally (Mamani & Shriram, 2018; Tampon &
Masso, 2019). However, while countries like Estonia have become the World's most digital
countries, with 99% of public e-services to their citizens (Martinson, 2019), other countries like
Jamaica and Nigeria have faced issues when implementing the digital identity system (Dunn,
2020; Uzonite & Onapajo, 2019).
Inclusive and trusted digital identification unlocks opportunities for the World's most
vulnerable (White et al., 2019). However, the implementation of national digital ID is very slow
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in several countries (White et al., 2019; World Bank Group [WBG], 2018). Based on a survey in
17 African countries, the WBG (2017) reported that most countries have highly fragmented
identity systems maintained in parallel and siloed databases for civil registration, identification,
and functional uses. Furthermore, the highly siloed and decentralized digital identity and civil
registration systems lack data standardization processes between the sources. In contrast, the
highly centralized systems have difficulty functioning at the local level (Wenz et al., 2018).
The status of digital identity in Ethiopia, which is among the 17 African countries
surveyed by the WBD (2017), is unique. In Ethiopia, various functional ID schemes are based on
a single foundational ID. The foundational ID in Ethiopia, called kebele ID, is administered by
about 17,000 kebeles (kebele – in Amharic, the official Ethiopian language, meaning
neighborhoods) on a decentralized basis (Gelb & Palacios, 2016). According to Gelb and
Palacios, the kebele ID system is a significant and widespread paper-based ID held by 40 million
adults, about 30% of the population of Ethiopia.
Each of the 17,000 kebeles autonomously designs the data details on the Ethiopian kebele
ID and the ID format, making it the most complex data integration challenge for creating a
national digital ID based on the kebele ID (Gelb & Palacios, 2016). In addition, the vital events
registration agency (VERA) of Ethiopia is the autonomous national agency to oversee, support,
register, and maintain vital events and records. According to Gelb and Palacios, the regional
VERA (RVERA) follows Ethiopia’s federal structure. Therefore, each RVERA is autonomous in
deciding the type and format of data collection from the vital events, which causes data
integration challenges with the target national digital ID database. Therefore, this study proposed
a standard data harmonization framework for integrating data from siloed data sources.
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Statement of the Problem
The problem addressed by this study is the lack of a standardized data harmonization
framework for integrating a centrally managed digital identity national database with disparate
standalone identity data sources for the implementation of digital identity in developing countries
(Festus et al., 2017; World Bank Group [WBG], 2017). Integrating data sets from multiple
standalone data sources into a centrally managed identity database has been a slow and daunting
process for many countries struggling to implement the national identity databases. This problem
has existed in 17 African countries surveyed by the WBG (2017). Most of these countries have
highly fragmented identity systems maintained in different databases for civil registration,
identification, and functional uses.
The highly fragmented identity databases observed in most of the 17 African countries
(WBG, 2017) and the ad hoc data harmonization process from such fragmented databases into a
central digital identity database played a significant role in slowing down the rollout of digital
identity (Aziz, 2017; WBG, 2017). Unfortunately, the existing body of literature does not
adequately address the data harmonization issue that requires significant time and labor for
mapping and moving data from heterogeneous sources into a centrally managed digital identity
database (Festus et al., 2017).
The data harmonization issue hinders digital identity solution providers from effectively
implementing a digital identity database. Unless digital identity solution providers are equipped
with a standardized framework for efficiently harmonizing data from different data sources into
the target centrally managed digital identity database, they may be disabled from timely enabling
the countries with digital identity (Aziz, 2017). As a result, the countries could fail to realize the
3 to 13 percent economic benefit from the timely implementation of the digital identity (White et
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al., 2019), and they could fail to deliver on their commitment to strengthen their national identity
system by 2030 (Esquivel-Korsiak & Mittal, 2018).
Purpose of the Study
In response to the absence of a standardized data harmonization framework, this
qualitative exploratory study aimed to explore, understand, and establish a standardized data
harmonization framework used for integrating a national identity database with siloed data
sources. The proposed study's framework helps digital identity solution developers and
technology leaders effectively communicate the integration details and accelerate the
implementation of national digital identity (NDID) databases for countries. Furthermore, the
underlying details of the data harmonization framework could also be used to define big data
analytics elements and components used to create hindsight, insights, and data movement
visualizations to make data-driven decisions.
Introduction to Theoretical Framework
The theoretical framework of this study was the amalgamation of components of design
theory (DT) (Agogué & Kazakçi, 2014; Gregor & Jones, 2007) with concepts from three
sources. The first source comprises the theories of big data and data analytics used to organize
and describe the varying data types from heterogeneous sources (Daniel, 2018; Guerra et al.,
2019; Sazontev & Stupnikov, 2019; Yu & Wu, 2020). The second and third sources are the set of
digital identification principles published by the World Bank Group (2021) and the related
standards and frameworks defined by the international organization for standardization (ISO).
The World Bank Group published ten principles of the identification for sustainable
development, which more than thirty organizations endorse and are categorized into inclusion,
design, and governance principles (World Bank Group [WBG], 2021). The principles focused on
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designing trusted, secure, interoperable, and operationally sustainable identity systems were used
to assess the data integration framework's security, interoperability, and stainability.
In this study, the ISO standards and frameworks were used for assessing data integration
needs while complying with the privacy, security, and format of the data. First, the specific
biometric-related ISO standards (ISO, 2009a; ISO, 2014; ISO, 2018a) were checked to assess the
standardized biometric data exchange formats, enrolment requirements, and security evaluation
needs. For accessing the general data security and privacy-related details needed for data
integration needs, related data privacy ISO standards (ISO, 2011; ISO, 2015; ISO, 2018b; ISO,
2019b; ISO, 2020) were used. Finally, the ISO standard framework for authentication assurance
(ISO, 2013) was consulted for assessing the scalability of the data integration at the target
identity system.
The theoretical framework of this study combined DT with the principles of digital
identity, standards defined by the international organization for standardization (ISO), and
theories of data science with a focus on the latest technological advancement in data integration,
big data, and data analytics studies. Furthermore, in the context of national digital identity
(NDID), this study ventured to fill the knowledge gap in big data integration and analytics to
investigate and recommend a harmonized data integration framework that could accelerate the
implementation of digital identity solutions in different countries.
Establishing the theoretical constructs of this study on global principles and ISO
standards would make the study's contribution scope broader than the study's target country.
Apart from accelerating countries' ability to implement an NDID system to realize the 3 to 13
percent economic benefit from the solution (White et al., 2019), this study would advance
knowledge in data integration and big data analytics fields. Furthermore, the output of this study
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would also facilitate the design and implementation of big data analytics solutions that would, in
turn, assist in the formulation of citizens-based data-driven policies and programs in the target
countries (Blazquez & Domenech, 2018; Hilbert, 2016).
Introduction to Research Methodology and Design
The research method that seems appropriate for this study is the qualitative method
research. The qualitative method involves a data collection approach whereby the researcher
plays a significant role with inductive and recursive analysis of data to accrue a complex picture
of the research question or questions under investigation and reflect the researcher's role and
responsibility in the study (Yilmaz, 2013). The selection of the qualitative method research over
the quantitative (Barczak, 2015) and mixed-method (Heyvaert et al., 2013) research designs are
briefly summarized in this section.
The research questions of this study do not involve any dependent or independent
variables that are amenable to quantitative data collection and statistical analysis. Since there is
no theory or hypothesis testing with numerical data collection and statistical data analysis,
quantitative method research and, by extension, the mixed research methods are not appropriate
for this study. Therefore, in line with the statement of the problem, purpose, and the associated
research questions defined in this study, the qualitative research method is the most appropriate
method for the nature of this study.
For selecting a specific qualitative research design, qualitative designs such as the
ethnographic study (Khoo et al., 2012; Wakimoto, 2013), the phenomenological study (Williams,
2021), the narrative study (Papakitsou, 2020), and the multiple case study (Tsang, 2014) designs
are evaluated. The ethnographic, phenomenological, and narrative qualitative study designs
explore the human experience, social behaviors, and settings of an informant-based story,
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respectively (Papakitsou, 2020; Wakimoto, 2013; Williams, 2021). On the other hand, the
multiple-case design enables the investigator to gain a comprehensive view of the phenomenon
under investigation based on diverse sources of evidence (Tsang, 2014).
This study explores and establishes a standardized data harmonization and integration
framework based on data collected from experts involved in NDID solution implementations.
For developing a comprehensive explanation of a problem under investigation, a qualitative case
study improves and expands the researcher's awareness of potential complex scenarios in a realworld setting by answering the how and why questions (Cronin, 2014; Snyder, 20212; Suryani,
2013). Therefore, of the qualitative research designs (i.e., ethnographic, phenomenological,
narrative, and multiple cases), the multiple case design (Tsang, 2014) is the most appropriate
qualitative design for this study.
Research Questions
The research questions for this qualitative study were:
RQ1
How can national digital identity solution providers and stakeholders be supported in
integrating national digital identity data from multiple standalone data sources?
RQ2
What are the national digital identity and related components that big data analysts need
to establish for a digital identity big data analytics system?
Significance of the Study
This study explored approaches to establish a standardized big data integration and
harmonization framework. The proposed standardized data harmonization framework would
enable digital identity solution providers to effectively and efficiently implement national
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identity databases integrated from different standalone digital identity data sources. Efficient
implementation of national identity databases with the digital ID programs prioritized for use
cases that generate meaningful value for both individuals and institutions that entail frequent use
benefit individuals in cost and time savings or more accessible products and services (White et
al., 2019).
According to White et al. (2019), extended and full digital ID coverage with multiple
high-value use cases to attain high levels of adoption could unlock economic benefits equivalent
to up to 13 percent of GDP in 2030, especially for developing countries. Furthermore, timely
implementation of the national identity database enables countries to deliver on their sustainable
development commitment to strengthen their national identity system by 2030 (Esquivel-Korsiak
& Mittal, 2018). The stakeholders considered for this study are information technology (IT)
solution developers, big data analysts, and IT leaders in governmental and private organizations
involved in implementing a digital national identity solution.
Various frameworks were proposed to facilitate the big data solution implementation and
integration processes (Chalaemwongwan & Kurutach, 2018; Festus et al., 2017). However,
approaches proposed in the existing literature do not adequately address the big data
harmonization issue that requires significant time and labor to integrate different data sets into a
central digital identity database. The digital national identity solution stakeholders recognize the
importance of a data integration framework to accelerate the digital identity system's
implementation to enable countries to achieve their digital identity commitment by 2030
(Esquivel-Korsiak & Mittal, 2018; Martin, 2021, Saputro et al., 2020). Therefore, the intent to
explore approaches to establish a standardized big data integration and harmonization framework
to respond to the problem makes this study unique.
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Developing a standardized big data integration and harmonization framework addresses
the time-consuming and tedious integration of diverse data sets into a central identity database.
Moreover, the framework fills the knowledge gap in computer science by advancing the field of
big data processing and integration (Hilbert, 2016). The outcome of this study benefits
academics, researchers, and practitioners in identifying approaches needed to create a wellharmonized big data integration solution.
Definitions of Key Terms
Big data
Big data refers to a large and complex data set that is made up of an assortment of
structured, semi-structured, and unstructured data and described in the following characters: high
volume, velocity, variety, veracity, and value (Heripracoyo & Kurniawan, 2016; Power, 2014;
Shatnawi et al., 2019).
Big data analytics
Big data analytics is the method of applying data processing, exploration, and mining to
large structured and unstructured data sets to extract valuable insights from the data to enhance
the corporate decision-making processes and improve operational efficiencies (Anusha et al.,
2021; Ardagna et al., 2021; Waterman & Bruening, 2014; Zhang et al., 2015).
The big data analytics system
Big data analytics system is an integrated big data analytics environment with tools and
services used for processing, exploration, and mining big data sets to extract valuable insights
from the data to enhance the corporate decision-making processes (Anusha et al., 2021; Zhang et
al., 2015). A big data analytics system involves tools and services that enable data analysts to
create statistical, contextual, quantitative, predictive, cognitive, and prescriptive models to
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produce real-time insights and information to enhance decision-making processes and
operational efficiencies (Akter & Wamba, 2016).
Data harmonization
Data harmonization is a process that combines multiple data sets into a larger dataset to
make sense of the multiple smaller data sets and to understand specific phenomena better. In
addition, data harmonization (DH) corresponds to a field that unifies the representation of
disparate data from heterogeneous and decentralized data sources that would otherwise affect
data visualization and prediction by influencing analytical results (Kumar et al., 2021). Data
harmonization requires using the same units, scales, and terminology, to ensure sensitivity and
less subject to miss-classification and biased conclusions using the large data sets that are not
clear from smaller, more exclusive data sets (Boffetta et al., 2014; Data Harmonization, 2021).
Furthermore, data harmonization may involve combining multiple years of data or much more
complex tasks such as combining data collected in multiple locations, languages, and periods or
collecting many different data collectors. (Data Harmonization, 2021).
Data integration
Data integration is a process by which multiple data sets can be combined or linked from
various data sources to provide a more unified picture of the data, solve problems, and make
informed decisions (Jung & Chung, 2021). Data integration can also be viewed from two
perspectives: merging different data sets available from various data sources; and preparing the
merged data in a usable insight and information in the proper form to make it available to
different end-users (Jung & Chung, 2021; Mountasser et al., 2021).
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Data integration framework
A data integration framework is a real or conceptual structure (Tungpantong et al., 2021)
intended to support or guide the building of a data transport process that could expand the
structure into a data integration solution (Mountasser et al., 2021). A data integration framework
is also a logical structure to provide a more prescriptive and comprehensive representation of the
data consolidation process independent of the tools and methods used in the consolidation
process (Mudadu & Zerlotini, 2020).
Digital authentication
Digital authentication is ascertaining the validity of one or more identifiers used to claim
a digital identity (Grassi et al., 2017). In addition, digital authentication is a formalized process
of verification that involves tests of one or more identification attributes provided by an entity to
ascertain their correctness using the required level of assurance (ISO, 2019a).
Digital identity
A digital identity is an identification used or maintained in cyberspace by an individual,
organization, or electronic device, with a unique representation of the subject, in the context of a
digital service, which can be involved in an online transaction (Grassi et al., 2017). In addition, a
digital identity is a digitally stored set of attributes related to an entity (ISO, 2019b) and used by
computer systems to represent an external agent, which may be a person, organization, device, or
application. Furthermore, digital identity is a property used for transactional purposes for
essential online services and can be stolen and criminally damaged (Sullivan, 2011).
National digital identity
The national digital identity (NDID) is a system that enables individuals and entities to
prove who they claim they are to digitally access critical information or services provided by a
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nation or government (Arunwatanamongkol et al., 2021). In addition, NDID is a computer
system maintained and used by governments on the premises to protect national and enhance
personal security, monitor the illegal residents' activities, and guard against terrorism and illegal
immigration (Lim et al., 2009).
Summary of Chapter One
This chapter started by introducing a general overview in which the primary constructs of
the study were explained. Following the introduction, the statement of the problem section
explained the need for addressing the data integration issue. The purpose of the study details the
value of proposing a standardized data harmonization framework for addressing the data
integration issue detailed in the problem statement. Furthermore, the theoretical framework
section detailed the theoretical concepts used to construct the theoretical framework of this study.
The research design section outlined a general overview of different research methods
and the rationale for choosing a multiple-case qualitative research design for this study. In
addition, the chapter outlined the two research questions that this study is intended to address.
Moreover, the chapter highlighted the results and significance of this study. This study's
contribution fills the knowledge gap in computer science by advancing the field of data
integration and big data processing (Hilbert, 2016) and benefits academics and practitioners in
identifying approaches needed to create a well-harmonized big data integration solution. Finally,
the chapter concluded by defining key terms used in this study.
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Chapter 2: Literature Review
Introduction
This research aims to explore, understand, and establish a standardized data
harmonization framework used for integrating a national identity database from heterogeneous
digital identity data sources. The standardized data harmonization framework proposed by this
research might facilitate effective communication among digital identity solution stakeholders
and accelerate the implementation and adoption of the NDID database for a country (Festus et
al., 2017; Hilbert, 2016). Furthermore, apart from filling the void of a standardized digital
identity data harmonization framework, the output of this study defined big data analytics
components. The big data analytics components can be used to create hindsight, insights, and
visualizations of the digital identity data movement between sources and destinations to make
data-driven decisions.
This chapter outlines the review of related literature on NDID databases (i.e., their
current state, implementation, and economic significance), heterogeneous data integration
approaches, big data, and big data analytics. The literature search strategy was based on the
research topic, problem statement, purpose statement, and the research questions using explicit
and alternative search keywords and phrases.
Search Strategy
For exhaustively assessing all potential and available recent studies, the literature review
was performed by searching studies from multiple conference proceedings, bibliographic
databases, forward-citation searches of seminal articles, hand searches of popular journals, and
Google Scholar searches of other internet sources. Evaluation and selection of each related
literature were employed based on the recency of the study, objectivity, provenance, and the
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value of the opinions and justifications of concluding remarks of the authors. Except for seminal
articles, the year range criteria for selecting scholarly reviewed articles and journals is within the
last five years (i.e., 2016 and after). The details of the search strategy, including the search
parameters, search target details, databases accessed, and country-specific websites, are outlined
in Appendix A.
Chapter Organization
This chapter is organized to reveal concepts, theories, practices, design, and
implementation details associated with national digital identity and data integration. First, the
theoretical framework used for the study is outlined, where details related to information system
design theories, big data concepts, and digital identification-related ISO standards and system
design principles are presented. Then, a review of data integration approaches and considerations
of data integration in digital identification systems are outlined.
The national digital identification section outlines details related to the types and models
of digital identification implementation and the critical stakeholders in the implementation of
digital identification. Next, details about the economic significance of having a national digital
identification system are outlined. Then, Ethiopia's current state of digital identification is
outlined with details related to the country's vital events registration and national id initiatives.
The section for implementation considerations for national digital identity outlines details
related to the identity lifecycle, the technology assessment frameworks, and technologies related
to credentials and authentication protocols. Then, the recent research and practices related to
security and digital identity data protection details are outlined in which blockchain, digital
identity, and distributed ledger technology are discussed. The chapter then concludes by
presenting a summary of the literature review.
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Theoretical Framework
General systems theory (Strauss, 2002; Von Bertalanffy, 1972), information systems
theories (ISTs) (Halawi & McCarthy, 2006; Kautz et al., 2020), and design theory (DT) (Walls et
al., 1992) are options that were assessed for use as a theoretical lens for this study.
The general system theory depicts a system as a self-regulating entity representing a
relationship of parts and does not attempt to explain inter-system interactions and the interaction
of external entities with the system (Buchanan, 2019; Von Bertalanffy, 1972; Von Bertalanffy,
2008). Alternatively, ISTs provide frameworks to explain companies' practices during start-up,
growth, and technological transformations (Halawi & McCarthy, 2006; Kautz et al., 2020). In
contrast, instead of focusing on the solution, information system DT assesses and examines
information system design as a concept to enable system designers, prescribing the importance of
realizing scenarios and engagement of stakeholders as early and often as possible to develop the
information system (Liedtka et al., 2013; Markus et al., 2002; Walls et al., 1992).
DT is often applied to information system processes and products (Gregor & Jones, 2007;
Markus et al., 2002). Consequently, compared to the general system and information system
theories, DT is more suitable and easier to integrate with the theoretical concepts and standards
required for digital identity and serves as a theoretical lens for creating the theoretical framework
of this study, as explained subsequently. So, for exploring a standardized data harmonization
framework through qualitative exploration of big data theories, ISO standards, and the principles
of the identification for sustainable development, DT was used as a theoretical lens for this study.
As a baseline for the core focus of this study, information systems DT (Goldkuhl, 2004;
Walls et al., 1992) was used to explore the standardized data harmonization framework, which is
the target of this study. Therefore, the origin, development, and application of information
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systems DT, the big data concepts, and the digital identification-related standards and design
principles used to create the theoretical lens of this study are outlined hereafter.
Design Theory for Information Systems
Design theory (DT) is a widely recognized and adopted theory with a growing impact in
many disciplines and academic communities (Hatchuel et al., 2017). Instead of focusing on the
solution, DT prescribes the importance of realizing scenarios, engagement of stakeholders as
early and often as possible, willingness to redefine the problem, and designing feedback into the
potential solution (Liedtka et al., 2013). DT has been defined by different authors using different
lenses. While Simon (1996) and Walls et al. (1992) defined DT as a prescriptive and dualist
construct theory, other authors defined DT as a principle-based (Markus et al., 2002), the basis
for action (Gregor & Jones, 2007), and practical (Goldkuhl, 2004).
Regarding the application of DT for information systems, Walls et al. (1992) provided
the distinction between explanatory, predictive, and prescriptive theories, whereby defining DT
as prescriptive theory. This differentiation of DT types is further classified by Gregor (2006) into
five types of theories: (1) theory for analyzing, (2) theory for explaining, (3) theory for
predicting, (4) theory for explaining and predicting, and (5) theory for design and action.
Furthermore, Gregor provided an overview and detailed example of each of the five theories and
depicted the interrelationships among these five types of theories (Gregor, 2006).
The highly influential definition of DT (Aier & Fischer, 2011) states that DT is a
prescriptive theory based on theoretical foundations, which asserts how a design process can be
carried out in a way that is both effective and feasible (Walls et al., 1992). Furthermore, Walls et
al. divided DT into two major components, design product, and design process. The
subcomponents of the design product involve meta-requirements, meta-design, kernel theories,
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and testable design products (Walls et al., 1992). On the other hand, the subcomponents of
the design process involve design methods, kernel theories, and testable design processes (Walls
et al., 1992).
Gregor and Jones (2007) divided the components of DT into eight components classified
into two major areas: core components and additional components, in a compatible definition
and components of DT, outlined by Walls et al. (1992). The core components area of Gregor and
Jones's DT has six components: (1) purpose and scope, (2) constructs, (3) principle of form and
function, (4) artificial mutability, (5) testable propositions, and (6) justificatory knowledge. The
additional components area has two additional components: (7) principles of implementation and
(8) expository instantiation (Gregor & Jones, 2007).
In line with Gregor and Jones's (2007) definition and components of DT, information
systems DT enables system designers to verify if the fundamentals of the DT are satisfied by an
information system and the processes followed to develop the information system (Markus et al.,
2002; Walls et al., 1992). So, for exploring and establishing a standardized data harmonization
framework, the definition and components of DT by Gregor and Jones (2007) seem to be more
apt. Therefore, this definition and components of DT outlined by Gregor and Jones, combined
with the big data theories, ISO standards, and the principles of digital identification for
sustainable development, were used as the theoretical framework of this study. The high-level
outline of the framework is portrayed in Figure 1.
Overviews of the big data concepts, the ISO standards, and the principles of digital
identification for sustainable development, which were considered an integral part of the
theoretical framework for this study, are outlined hereafter.
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Big Data Concepts
The concept of big data involves the production, collection, storage, and processing of
structured and unstructured data characterized by high volume, velocity, variety, veracity, and
vulnerability (Akhtar et al., 2019; Power, 2014; Tam & Van-Halderen, 2020). Big data analytics
is the automated processing of big data in a cost-effective, efficient and innovative way to
generate insights that enable enhanced decision making (Akhtar et al., 2019). The concepts of
big data and data analytics were used in organizing and describing the varying data types from
heterogeneous sources (Daniel, 2018; Guerra et al., 2019; Sazontev & Stupnikov, 2019; Yu &
Wu, 2020) for the data harmonization and big data integration approaches pursued by this study.
Furthermore, considering big data and big data analytics concepts as an integral part of the
theoretical framework of this study was instrumental in understanding and describing the
potential big data structures of the digital identity data types (Kharat & Singhal, 2017).
Big data analytics concepts allow the researcher to describe the techniques and
infrastructure needed to analyze digital identity data and the associated big data to extract
information and generate valuable insights (Horita et al., 2017; Pan et al., 2016). Therefore, the
theoretical framework of this study utilized the characteristics of big data, that is, the high
volume, velocity, variety, veracity, and vulnerability of data (Akhtar et al., 2019; Tam & VanHalderen, 2020), to ensure adequate explanations of the digital identity data and their varying
types. Furthermore, big data analytics concepts such as analysis, modeling, and interpretation of
insights (Akhtar et al., 2019; Gandomi & Haider, 2015) were utilized to explain identity-related
big data processing adequately. Therefore, the big data management and analytics concepts are
included as an integral part of the theoretical framework of this study (see Appendix B).
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The Digital Identity Related Technical Standards
International and national standards organizations and industry consortia are involved in
setting relevant technical standards for implementing and executing digital identification
systems. Furthermore, the International Organization for Standardization (ISO), World Wide
Web Consortium (W3C), and Internet Engineering Task Force (IETF)/Internet Society are
among the international standards organizations that define digital identification-related
standards (Mittal, 2018). In addition, national and country-specific organizations such as the
American National Standard Institute (ANSI); the US National Institute of Standards and
Technology (NIST) have also developed technical standards for digital identification based on
their specific needs and systems of measurement (Mittal, 2018). Furthermore, the US
government-sponsored Biometric Consortium, the IEEE Biometrics Council, and the
International Biometrics and Identification Association (IBIA) are among the industry consortia
involved in either developing standards or promoting best practices on digital identificationrelated technologies (Mittal, 2018).
As a platform for achieving the 17 United Nations’ sustainable development goals
(SDGs), the international standards organization (ISO) has published more than 22000
international standards and related documents (ISO, 2018a; Zhao et al., 2020). In addition,
through the identity for development (ID4D) initiative, the World Bank (WB) directly supports
countries to achieve the UNs SDG target 16.9 (i.e., target 9 of the 16th SDG), which provides
legal identity for all, including birth registration by 2030. To realize the SDG 16, the ISO
published more than 155 standards (Zhao et al., 2020). Among the ISO standards published to
help meet the legal identity SDG target 16.9, the biometrics, privacy and security, scalability,
and data integration standards were used as part of the theoretical framework of this study.
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For assessing the standardized biometric data exchange formats, enrolment requirements,
and security evaluation needs, specific biometric-related ISO standards were employed as a
theoretical lens (ISO, 2009a; ISO, 2014; ISO, 2018b). In addition, for accessing the general data
security and privacy-related details needed for data integration needs, related data privacy ISO
standards (ISO, 2011; ISO, 2015; ISO, 2018b; ISO, 2019b; ISO, 2020) were used. Furthermore,
the ISO standard framework for authentication assurance (ISO, 2013) was consulted to assess the
scalability of the data integration at the target identity system. Finally, as depicted in Figure 1, in
addition to the ISO standards, applicable national and industry consortium standards were used
for assessing the technical standards, best practices, and feasibility of digital identificationrelated technologies in this study.
The Principles of Digital Identification
The World Bank Group published ten principles of the identification for sustainable
development, which more than thirty organizations endorse and are categorized into three pillars:
inclusion, design, and governance pillars (World Bank Group [WBG], 2021). The two principles
under the inclusion pillar focus on ensuring non-discriminated universal access to legal identity
for individuals and removing barriers and gaps associated with cost and technology to access
legal identity. The five principles categorized under the design pillar focus on the trusted, secure,
interoperable, and sustainable implementation of an identity system (WBG, 2021). Furthermore,
principles under the third pillar, governance, focus on protecting personal data using a
comprehensive legal and regulatory framework, establishing institutional mandates and
accountabilities, and enforcing legal and trust frameworks through independent oversights
(WBG, 2021).
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The design pillar (WBG, 2021) was used to assess the security, interoperability, and
stainability of the data integration framework explored by this study. The theoretical framework
is depicted in Figure 1, with a detailed version presented in Appendix B.
Figure 1
The Theoretical Framework of the Study
RQ1

RQ2

How can national digital
identity solution providers and
stakeholders be supported in
integrating national digital
identity data from multiple
standalone data sources?

What are the national
digital identity and related
components that big data
analysts need to establish
for a digital identity big
data analytics system?

Concepts:
Big Data Management
and Big Data Analytics

Information Systems
Design Theory (DT)

Research Questions
o First Question: RQ1
o Second Question: RQ2

Identification Standards
(ISO, NIST, IETF,
W3C, OpenID)

Design Principles on
Identification
for Sustainable Development

Review of Data Integration Approaches
The focus of this study is on addressing the lack of a standardized data harmonization
framework for integrating a centrally managed digital identity national database with disparate
standalone identity data sources for the implementation of digital identity by developing
countries (Festus et al., 2017; World Bank Group [WBG], 2017). Integrating data sets from
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fragmented data sources into a centrally managed identity database has been a slow and daunting
process for many countries struggling to implement the national identity databases (Aziz, 2017).
According to a world bank survey (WBG, 2017), this problem has existed in 17 African
countries. Most of these countries have highly fragmented identity systems maintained in
different databases for civil registration, identification, and functional uses.
Ad hoc data harmonization processes from fragmented identity data sources into a central
digital identity database played a significant role in slowing down the rollout of digital identity in
the 17 African countries (Aziz, 2017; WBG, 2017). However, the existing body of literature does
not adequately address the data harmonization issue that requires significant time and labor for
mapping and moving data from heterogeneous sources into a centrally managed digital identity
database (Festus et al., 2017). Hence, to address the lack of a standardized data harmonization
framework that could be used for digital identity data sources, data integration experiences from
other domains are reviewed and outlined below.
Overview of Data Integration
Data integration is a critical process to create and provide a holistic view of data stored in
heterogeneous sources in different types and formats. Several data integration approaches have
been proposed and implemented in different domains to address issues associated with
heterogeneous sources’ data integration and provide services over the integrated data. Among the
approaches proposed are using distributed file systems (Sazontev & Stupnikov, 2019), using
mediated schema-based queries (Festus et al., 2017), data-mapping based on standard identifiers
(Faezov & Dunbrack, 2021; UniProt, 2021), using semantic queries based on linked data
technique (Mihaylov et al., 2019). These approaches are closely reviewed and outlined in the
following sections.
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Approaches and Considerations for Data Integration
For implementing data integration solutions, defining a unified target data schema is
crucial to prescribing the schema alignment needs from the different data source schemas for
integration (Sazontev, 2018; Sazontev & Stupnikov, 2019). However, since schemas vary from
source to source in a heterogeneous data integration setting, defining a unified target schema
would be complicated. Therefore, Sazontev and Stupnikov (2019) suggested source schema
profiling, scoring, and implementing probabilistic schema mappings to address this issue.
For integrating heterogeneous data sources to be queried using a mediated schema,
Festus, Sunday, and Jeremiah (2017) proposed a solution that harmonizes and transforms the
result from appropriate queries to the underlying data sources. Festus et al. outlined their
implementation detail of a data harmonization solution that integrates data from different
government databases to provide a centralized view of a web-based databank application.
However, since the approach implemented by Festus et al. is focused on providing a harmonized
result set for queries against a mediated schema on the fly, the approach does not address the
need for integrating data from the data sources into a central digital identity database.
Several publicly available databases, associated data integration, and application platform
interfaces (APIs) have been developed to support different biological information repositories for
biological knowledge discovery and data-driven hypothesis generations. ConsensusPathDB is
one of the public biological databases integrated from 30 other public databases and is accessed
through a web interface providing a set of computational methods and data visualization tools to
explore these data (Herwig et al., 2016). For integrating data into the ConsensusPathDB, entities
from the source databases are mapped based on standard identifiers like UniProt, a universal
protein knowledgebase identifier (UniProt, 2021), and Entrez accession numbers (Sayers et al.,
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2021). Furthermore, while primary participants' data integration and interaction are mapped and
grouped at different levels, using similarity, the ConsensusPathDB content gets updated from the
source databases every three months (Kamburov et al., 2011).
The UniProt Knowledgebase (UniProtKB) is a protein sequences database annotated with
useful information. UniProt is designed to provide users with a comprehensive, high-quality, and
publicly accessible set of approximately 190 million protein sequences (UniProt, 2021). The
UniProt knowledgebase combines reviewed entries added by the biocuration expert team.
Unreviewed entries are annotated by automated systems and integrate, interpret, and standardize
data linked to 180 other resources (Drysdale et al., 2020; Magrane & Consortium, 2010).
According to Drysdale et al., for the quality of data and services it provides, the UniProt
knowledgebase was recognized as an ELIXIR (the European life-sciences infrastructure for
biological information) core data resource in 2017. In addition, data in the UniProt
knowledgebase is available through APIs and FTP downloads in various standard formats
(Garcia et al., 2019).
In response to the lack of effective integration strategies for integrating massively largescale and heterogeneous (in types and formats) data generated by clinical tests, Mihaylov et al.
(2019) proposed an intelligent data integration approach for two cancer data sets. As a result,
Mihaylov et al. developed a semantically linked network-based data integration model to
combine clinical and molecular data using raw data records and external knowledge sources. In
their approach, Mihaylov et al. demonstrated how a linked data technique of publishing
structured data, interlinked and explored via semantic queries, can be applied for patient data
integration.
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Established in 1971 as an archive for biological macromolecular crystal structures, the
Protein Data Bank (PDB) contains about 180,000 structures solved by different methods (Faezov
& Dunbrack, 2021). PDB is the single worldwide archive of biological macromolecules'
structural data, serving as a repository for three-dimensional structural data of large biological
molecules such as proteins and nucleic acids (wwPDB consortium, 2019). However, according
to Faezov and Dunbrack (2021), authors were allowed by PDB to identify the amino acids in
each protein sequence studied under different conditions in any manner they wished, causing
duplicate identifiers of the same protein in the available PDB entries. As a result,
reidentification, deduplication, and authors' number replacement with the proteins' UniProt
sequence were proposed to fix the random PDB sequence numbers (Faezov & Dunbrack, 2021).
Digital Identification Data Integration
The distributed file systems (Sazontev & Stupnikov, 2019), mediated schema-based
query (Festus et al., 2017), data-mapping based on standard identifiers (Faezov & Dunbrack,
2021; UniProt, 2021), semantic queries based on linked data technique (Mihaylov et al., 2019)
are data integration approaches outlined above. However, none of these data integration
approaches could address the data integration needs of the digital identification data but provide
valuable lessons for creating the data integration and harmonization framework, which is the
target of this study.
When designing and implementing a digital identity system, careful considerations of
security, privacy, inclusion, and citizen empowerment ensure realizing significant economic
values (Mir et al., 2020) from the system. In this regard, aligning the details of this study with the
ten principles of identification outlined by the World Bank Group (2021) facilitates the
integration of the technical and functional needs of the proposed approach. Therefore, an

26
overview of the national digital identification, its economic significance, implementation
considerations, and security and digital identity data protection details are reviewed and outlined
in the following sections.
Overview of National Digital Identification
Digital identification or electronic identity (e-ID) system is a platform of technologies,
processes, and policies that enable a person to prove unambiguously and securely and assert their
legal rights in a digital context (Atick, 2016). Robust, inclusive, and responsible national digital
identification systems are recognized to be powerful drivers of inclusive and sustainable
development (Esquivel-Korsiak & Mittal, 2018). To facilitate their public and private services
and benefitting from the digital economy, countries implement different identification models
(OECD, 2019) and types of identification schemes (Gelb & Clark, 2013). This section outlines
the general overview of the national digital identity, the implementation approaches used in
different countries, the e-ID role in different contexts, and the key stockholders for the
implementation and execution of e-ID.
The Digital Identity Revolution
The proven positive impact of digital transformation on development and its financial
benefits in developed and some developing countries encouraged the digital identification
initiative in many countries. For example, among the developed countries, the European
countries were estimated to save €50 billion by adopting digital invoicing (Billestrup & Stage,
2014). A similar digital execution of India's subsidy flow was estimated to save 1% of the
country's GDP, which was equivalent to $20 billion (Gaur & Padiya, 2016; Mićić, 2017). As a
result, to improve the efficiency and effectiveness of their public services, governments of both
developed and developing countries are encouraged and committed to providing legal identity
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for all their population, including birth registration by 2030, which is target 16.9 of the United
Nation's sustainable development goals (SDGs) (Esquivel-Korsiak & Mittal, 2018).
According to Atick (2016), e-ID is a platform to enable a person to prove unambiguously
and securely who they are and assert their legal rights in a digital context. Accelerated adoption
of e-ID (Bughin et al., 2019) relies on the advancement of personal and professional digital skills
(Kane, 2019) and the expansion of personal digital devices and big data computational platforms
(Sharma et al., 2017). Furthermore, the digital transformation across businesses (Schwertner,
2017) and increased positive attitude of users towards technology such as social networks
(Jahanmir & Cavadas, 2018) have a positive impact on accelerating the adoption of digital
technology in both government and private organizations.
Types of Identification Schemes
Based on the breadth of the purpose they serve, identification (ID) systems are
categorized into two schemes: functional and foundational identification schemes (Gelb & Clark,
2013). The ID systems that serve a specific application such as health insurance, social security,
tax, or voting are functional identities. On the other hand, foundational identities are the ID
systems developed with a universal multi-purpose application to a range of legal identities that
need to attest to the identity of any individual (Gelb & Clark, 2013).
Digital Identification Systems
Several examples worldwide demonstrate robust, inclusive, and responsible national
digital identification systems as powerful drivers of inclusive and sustainable development
(Esquivel-Korsiak & Mittal, 2018). Digital identity systems like the e-governance of Estonia
(Tammpuu & Masso, 2019), the GOV. UK Verify of the United Kingdom (Whitley, 2018),
Aadhar of India (Mir et al., 2020; Sen, 2019), and Mi Argentina of Argentina (Najles, 2020)
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enabled residents of the respective country to access both public and private services while
enabling each country to identify their residents uniquely. In addition to country-specific
residents’ identification, cross-border digital identity systems interoperability is already being
developed by countries like Estonia and Finland (Sullivan, 2018).
The effort to develop interoperable digital identity systems between countries has been
extended to a regional scope like the EU and East Africa, involving several countries. For
example, the development of the digital single market (DSM) and the establishment of a single
digital identity (SDI) in the EU (Sullivan, 2018), led by Estonia, seem to inspire East African
countries to develop regional mutual digital identity recognition system (Esquivel-Korsiak &
Mittal, 2018). Therefore, developing a national digital identity requires considering the
interoperability needs within a country's borders and beyond to enable the country to be part of
regional and global mutual identity recognition systems.
Types of Digital Identity Implementation Models
To support the digital identity needs of their residents, the private sector and government
services in several countries have adopted different models for implementing digital identity
systems and issuing, managing and using digital identity cards (OECD, 2019). Upon exploring
the relationship between the public and private sector sources and applying identities, OECD
(2019) identified and outlined seven theoretical models used by different countries. Based on
their coverage and the level of influence the private sector has on the digital identity models,
these theoretical digital identities (DI) models can be categorized into two. The first group of
theoretical DI models where the private sector has much influence is the sector-specific DI, and
the private DI observed in Uruguay and Norway, respectively (OECD, 2019). The second group
of theoretical DI models observed in the identity systems of the 11 out of 13 countries with
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limited private sector influence are the sector-specific DI with reusable public DI, the public DI,
the shared DI, and the interoperable DI (OECD, 2019).
According to OECD (2019), since the theoretical DI governance models influenced by
the public sector avoid the need for operability with private systems, they are easier to manage
and implement. In addition, since the private sector may already have DI solutions, reusing these
private DI solutions and developing shared public and private sector applications could ensure
wider adoption of DI in services of both the public and private sector.
The e-ID Roles in Different Country Contexts
With the secured use of citizens' e-ID data in public and private organizations, providing
higher quality services adapted to the digital citizens' needs and expectations has become more
feasible than ever (Schou & Hjelholt, 2018). Many countries have implemented the e-ID
program with varying levels of success and benefited from the system enabling their citizens and
local and global residents to access e-services virtually from anywhere in the World (Mhamane
& Shriram, 2018; Tammpuu & Masso, 2019). However, some countries like Estonia are
considered the World's most digital countries by providing 99% of public services to their
citizens as e-services (Martinson, 2019). On the other hand, countries like Jamaica and Nigeria
have faced issues when implementing the digital identity system (Dunn, 2020; Uzodike &
Onapajo, 2019).
For the developed and early adopter nations, like Estonia, the e-ID has become an
integral part of the digitized services enabling the public and private service providers to deliver
effective and efficient services to residents. As a result, the state-issued e-ID is in the hands of
every Estonian, irrespective of their location, the integrated services to support the e-ID, and the
well-onboarded private sector for using the e-ID to obtain these services (Martinson, 2019).
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Furthermore, Estonia is reported to save over 1400 years of working time and 2% of GDP
annually through its digitized public services (Martinson, 2019). In addition, Estonia's digitized
services implementation is so robust that the country’s e-Residency program has become the first
government-authenticated and operated international digital identity program for individuals who
are not physical residents or citizens of Estonia (Sullivan, 2018).
Although inclusive and trusted digital identification is believed to unlock opportunities
for the World's most vulnerable, the implementation of digital identification is very slow, with an
estimated 1 billion people in the World lacking a legally recognized form of identification
(White et al., 2019; World Bank Group [WBG], 2018). In Africa, close to 80% of the population
is covered with 3G mobile service, and about 30% have access to a rapidly expanding higherspeed infrastructure such as 4G and 5G services (Choi et al., 2021). In addition to this
infrastructure issue, e-ID adoption in Africa has been impacted and slowed down by the highly
fragmented identity systems maintained in siloed databases for civil registration, identification,
and functional uses (WBG, 2017).
Due to the level of digital transformation and economic and infrastructure contexts of
countries, e-ID plays different roles in the high-, middle- and low-income countries (Atick,
2016). As Atick noted, the role of e-ID in high-income countries is motivated by convenience
and e-services, and it transforms the physical and traditional identification methods into a digital
system. However, in low-income countries where robust legacy IDs are typically non-existent,
an e-ID is mainly used for identification purposes and plays limited or no role in e-services
(Atick, 2016; Harbitz, 2016). For example, such e-ID systems with a primary purpose of
identification were being developed in Bangladesh, Guinea, and Kenya (Harbitz, 2016). On the
other hand, in middle-income countries like Albania, India, Moldova, and Pakistan, the
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development of e-ID was serving to strengthen and progressively replace the physical ID
services while supporting the emergence of e-services (Harbitz, 2016; Mir et al., 2020).
Key Stakeholders in Digital Identity
The World Bank Group (2021) acknowledged that the key stakeholders in digital identity
are the individuals who are the center of the identification systems; national and local
governments for providing the identification services; the private sector for playing an innovative
role in developing and supplying identification systems. In addition, while international
organizations could play a partnership role in setting cross-border interoperability standards,
community-based nongovernmental organizations and civil societies could play vital roles in
designing, implementing, and promoting identification systems (WBG, 2021). Therefore, to
successfully implement an identification system in a country, the WBG recommends the
coordinated and sustained efforts of the stakeholder playing their respective roles in funding,
developing, overseeing, and using the identification system.
The historical individuals' concerns associated with unauthorized access to their personal
information, improper data collection, and suspicion of the government's monitoring and
surveillance of their activities (Lim et al., 2009) could hinder the individuals' willingness to
involve in the execution of digital identity systems. So, consulting individuals and ensuring the
protection of their citizens' rights are critical metrics in successfully implementing a digital
identity system in a country (Dunn, 2020). Otherwise, inadequate regard for public consultation
and the rights of citizens results in facing legal challenges during the collection and storage of
sensitive identity-related biometric data collection, as observed in other countries like Jamaica,
India, and Kenya (Dixon, 2017; Dunn, 2020; Weitzberg, 2020).
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To successfully implement a digital identity system in a country, individuals' data
protection and privacy rights should be in place to establish regulatory enforcement and
restorative frameworks before the implementation and use of digital biometric identity data
(Dixon, 2017). In addition to establishing the regulatory frameworks for the digital identity data
it is recommended to clearly define the role of each stakeholder in the implementation of the
digital identity systems and use of the services, using guiding principles and standards (Eaton et
al., 2018). As Eaton et al. noted, clearly defined roles of digital identity solution stakeholders
result in the convergence of interests and interdependency of resources ensuing in different
governance solutions and facilitating cooperative actions.
Economic Significance of National Digital ID System
According to Demirgüç-Kunt et al. (2018), the primary barrier to accessing financial
services cited by 26 percent of unbanked residents in low-income countries was the lack of
individuals' legal documentation. As reported in a global financial inclusion and nine customer
protection (FICP) survey, government-issued ID with 90 percent responses, and proof of address
with 75 percent responses, were the two major types of documentation required to open an
account at a commercial bank (Randall et al., 2017). Furthermore, Demirgüç-Kunt et al. reported
that the absence of legal identification is the cause and effect of gender inequality in the lowincome countries, with the poorest 40 percent of women staying at least 30 percent less likely to
have legal identification for getting public and private services.
Digital Identity to Facilitate Financial Inclusion
According to the World Bank Group (WBG) and Global Partnership for Financial
Inclusion (GPFI) (2018), the introduction of digital ID facilitates inclusive financial services
making it easier to fulfill documentation requirements to open accounts for unbanked
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individuals. Furthermore, digital ID enables financial sectors to remotely onboard customers
using cost-effective online services that further enable them to deliver additional financial
services to their customers (WBG & GPFI, 2018). In addition, governments of several countries
are leveraging digital ID to substantially improve the efficiency and effectiveness of streamlined
electronic cash transfers services, Government to Person (G2P) payments, and other
humanitarian aid provisions (Randall et al., 2017; Reuben & Carbonari, 2017; Sen, 2019).
An individual's digital identity may be composed of biographic attributes (name, age,
gender, and address) and biometric attributes (fingerprints, iris scans, and facial images) of the
individual that are collected and verified to uniquely identify the individual (WBG & GPFI,
2018). According to WBG & G+PFI, there are three primary characteristics of a sound
identification system that a digital ID should satisfy to facilitate both private and public services,
especially for financial services: legal basis, uniqueness, and having a digital format. As WBG
and GPFI explain further, for a digital ID to serve as a legal ID, it should be issued by a national
or local government and is recognized as proof of legal identity following the national law.
Furthermore, since the uniqueness of a digital ID maps one digital ID to only one person, it
enhances a reliable view of customers' activity enabling financial service providers to offer a full
range of financial services (Randall et al., 2017; WBG & GPFI, 2018).
Integration Approaches of Identification in the Financial Sector
Financial service providers (FSPs) use approaches that apply to the available
identification system in the country where the service is rendered for integrating identification
into the financial sector. Among the different approaches to integration are: using existing legal
identifications as in Peru (Reuben & Carbonari, 2017), using identifications systems developed
by private sector initiatives like the fast identity online (FIDO) alliance (FIDO, n.d.), and using
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social data such as professional networks, e-commerce platforms and connected devices' sensors
(IoT) for identity proofing (WBG & GPFI, 2018). Financial service providers collect specific
IDs that they consider reliable and universal, and in most countries, they generally rely on
existing legal IDs based on the physical exchange of documents (Cleland & Hartsink, 2019).
The use of digital identity has accelerated account opening in countries like India and
Peru (Reuben & Carbonari, 2017; Sen, 2019). For example, in India, the country's universal
digital ID, Aadhaar has been used to enable financial service providers to use the electronicallyknow-your customer (e-KYC) and customer due diligence (CDD) services to verify their
customers and prevent money laundering (PML) (Srinivasan & Oreglia, 2020; WBG & GPFI,
2018). In the case of Peru, the national registry of identification and civil status (of RENIEC) of
Peru has been used as a core verification database for the e-money platform, called Modelo Peru,
for e-money transactions by millions of Peruvians (Bernal, 2017; Reuben & Carbonari, 2017).
Furthermore, a new financial service platform called Billetera Movil (BiM) that used RENIEC
and enabled users in Peru to conduct person-to-person (P2P) payments and top-up airtime credits
has been used since 2016 (WBG & GPFI, 2018).
The Current State of Digital Identification in Ethiopia
Multiple academic studies have proposed implementing vital events registration systems
to enable authorized offices to issue birth registration certificates with unique identity numbers
(unique ID) to individuals in Ethiopia (Kamu, 2011; Mekonnen, 2016; Tarekegn, 2017; Worku,
2016). In addition, there are other studies focused on vital events registration systems to realize
the rights of the child (Tarekegn, 2017) and for assessing the state of national digital identity in
Ethiopia (Gelb & Palacios, 2016; Ministry of Information Technology [MiNT], 2020a). An
overview of these academic, the World Bank-and government-initiated studies is outlined below.
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Vital Events Registration in Ethiopia
Ethiopia has signed the United Nations Convention on the birth registration rights of a
child (Todres, 2002, UN Human Rights Council [UNHRC], 2012). As a result, Ethiopia has
enacted laws on registering vital events, including birth registration (Federal Negarit Gazeta
[FNG], 2012). However, Tarekegn (2017) noted that the birth registration law is not effectively
implemented in Ethiopia, and much has yet to be done to realize the child's rights in the country.
Furthermore, multiple studies attempted to assess the existing state of vital registration systems
in Ethiopia and proposed approaches that could be used to implement an electronic vital
registration system (Kamu, 2011; Mekonnen, 2016; Worku, 2016).
Although it was carried out earlier than the official enactment of Ethiopia's vital events
registration laws (FNG, 2012), the approach proposed by Kamu (2011) aimed at developing an
enhanced electronic vital events registration system that could handle the registration of five vital
events: birth, death, marriage, divorce, and adoption, to showcase their proposed approach,
Kamu implemented a web-based vital events registration prototype system that could be used to
maintain vital events records, issue associated certificates, certify vital event documents, and
generate reports. Furthermore, Kamu's prototype system was implemented to support English
and Amharic, Ethiopia's official and one of the eighty languages (Hudson, 2004). A related study
by Mekonnen (2016) also outlined a proposed approach to implementing an integrated vital
events registration system (IVERS) for Ethiopia.
Mekonnen (2016) proposed and outlined the IVERS approach for designing and
implementing a federal vital event registration system to register birth, marriage, divorce,
notification, death, and causes of death and certification at the national level. Mekonnen claims
that the proposed IVERS system could facilitate compiling and disseminating vital events
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between the federal system and IVERS integrated systems used by health service providers, care
facilities, social service providers, and authorities responsible for managing vital events.
The vital events registration system-related studies (Kamu, 2011; Mekonnen, 2016) and
their proposed approaches do not seem to scale to handle the vital events registration system at
the national level and facilitate the integration of systems used to maintain vital events data.
However, they provide pointers and approaches that could be enhanced to implement the target
system, providing integrated and flexible vital events registration capabilities at Ethiopia's
federal, regional, and local administrative levels. Furthermore, since implementing a successful
vital events registration system is attributed to a successful implementation of national digital ID,
as observed in Argentina (Najles, 2020), an integrated and flexible vital events registration
system for Ethiopia could be used as a foundation for implementing the national digital ID of
Ethiopia. Therefore, the following section outlines a review of the state of the national digital ID
of Ethiopia.
The Current State of National Digital ID
To leverage new digital technology opportunities and address digital technology gaps, the
Ethiopian Ministry of Information Technology (MiNT) created a digital strategy called digital
Ethiopia 2025 (Ministry of Information Technology [MiNT], 2020a). Digital Ethiopia 2025 is
endorsed by the council of ministers (MiNT, 2020b) for implementation. In digital Ethiopia
2025, MiNT identified digital Id, digital payment, and cybersecurity as the key enabling systems
to successfully deliver the short-term (18 months) and long-term (5 years) strategic digital
technology implementation projects identified and outlined in the strategic plan (MiNT, 2020a).
According to MiNT (MiNT, 2020a), despite multiple attempts at national ID projects for
over eight years, between 2010 and 2018, the government of Ethiopia has not yet firmly been
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able to establish a national ID for Ethiopia. MiNT further noted that the current foundational and
functional identification systems used by the different population segments only cover less than
half of the population, and fraudulent versions of these documents are widespread. As a result,
the Ministry of Peace (MoP) is setting a strategy for a National Digital ID to address issues
associated with exiting foundational and functional IDs and develop a central registry to ensure
uniqueness and strong credential that cannot easily be forged (MiNT, 2020a).
The primary identification systems used in Ethiopia are kebele ID, tax identification
number (TIN), passports, driver’s license, productive safety new program (PSNP), public sector
pension (PSP), and community-based health insurance (CBHI) (Gelb, 2016; MiNT, 2020a).
According to Gelb (2016), kebele ID is a highly developed and pervasive paper-based system for
the personal identification of Ethiopian citizens aged 18 years and above. The kebele ID system
is decentralized and administered by about 19,000 kebeles, the lowest-level administration units
in Ethiopia, and is used virtually for all identification purposes and as the foundational ID to get
the other functional IDs (Gelb, 2016).
According to Gelb (2016), identification using kebele ID applies to only Ethiopian
citizens, while there are kebele ID entitlement issues in some border areas with pastoral
populations. Furthermore, Gelb notes that separate registration and forms of identification are
used for foreigners and refugees. Although the kebele ID serves as Ethiopia's de facto national
ID, there is no central registry to ensure the uniqueness of the IDs, and it can easily be forged.
The lack of unique support limited the usefulness of Kebele ID for a digital economy as
individuals could have multiple or forged kebele IDs (Gelb, 2016; MiNT, 2020a).
Since there is a lack of coordination and communication among authorities providing
identifications, multiple unique IDs given to individuals for different functional needs create a
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challenge in introducing a national digital ID (MiNT, 2020a). As a result, there were initiatives
led by the Ministry of Peace (MoP) in collaboration with MiNT and other stakeholders to
introduce a national digital ID program to replace the kebele ID system and to facilitate the
digital economy by addressing the uniqueness and security issues associated with kebele ID
(MiNT, 2020a). Furthermore, in line with the World Bank's ID4D initiative and
recommendations, MiNT recommended adopting the ten principles of identification for
sustainable development to implement Ethiopia's national digital ID.
Implementation Considerations for National Digital Identity
The foundations for a national digital identity in a country are the tools, policies, and
regulatory structures that support the implementation and execution of digital identity services in
the country (OECD, 2019). Furthermore, the technology landscape outlined by the World Bank
(2018) identified key areas of consideration that are required for the effective implementation of
national digital identity in a country. These key considerations include defining the identity
lifecycle, creating a technology assessment framework, forming credential technologies,
identifying authentication technologies and protocols, and identifying technologies for risk
predictive and business activity analytics (World Bank [WB], 2018).
Defining the Identity Lifecycle
A review of digital identity implementations in different countries shows various
approaches to executing the critical considerations outlined by the WB (2018). A starting point
of a country's digital identity life cycle is either a new implementation or extending the national
population register if it exists. Countries like Argentina (Najles, 2020), Estonia (Sullivan, 2018),
and India (Mobasher, 2018) had national population registers. These countries used their
population registers as a source of information and starting point for implementing their digital
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identity. However, due to social or cultural reasons, such national population registers do not
exist or are not used as a starting point for implementing digital identity systems (OECD, 2019).
Regardless of a national public register availability in a country, the major steps in the
identity lifecycle remain the same (Grassi et al., 2017; WB, 2018). The major steps in the
identity lifecycle are registration or identity proofing; creating and issuing virtual or physical
credentials such as digital ID cards; identity claim verification or authentication; verifying access
rights or authorization; and identity management of maintenance (WB, 2018). For performing
online transactions and accessing public or private services, it is critical to authenticate the user’s
identity (Boontaetae et al., 2018), where the foundational identity system comes into the picture.
However, as noted by the WB (2018), unlike all the critical steps of the identity lifecycle,
authorization (verifying access rights) is not the responsibility of the foundational identification
system; instead, it is executed by the functional identification systems to verify access rights of
the system's users.
Evaluating Digital Identification Technologies
Implementing and executing a digital identity system require different hardware and
software technologies that should be well evaluated and assessed using well-defined criteria.
Among the major hardware required for digital identity systems are the front desk registration
computers and tablets, the backend servers, the biometric scanners, the card readers, and more.
In addition, each hardware requires its corresponding operating systems, networking, and
operation-specific software to execute the required operation on each hardware or to interact
with other hardware components in the digital identity ecosystem.
A clearly defined technology assessment framework facilitates setting selection criteria
metrics for hardware and software required for the digital identity system and avoiding a random
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selection of products. To this end, the World Bank (2018) outlined an assessment framework
with six key assessment parameters such as maturity, performance, scalability, adoption,
security, and affordability for evaluating both hardware and software components. Furthermore,
to represent responses in each assessment parameter, a three-point scale of the high, medium, and
low is suggested for the framework (World Bank [WB], 2018).
Establishing Credential Technologies
The credential technologies that are utilized in the digital identity ecosystem involve
hardware and software used for biometric recognition, the physical identification cards and their
readers, bar codes and readers, magnetic strips and readers, and mobile devices and identityrelated apps (Grassi et al., 2017; Priyasta et al., 2018; Preciozzi et al., 2020; WB, 2018). The WB
categorized credential technologies into three sub-technologies: biometrics, cards, and mobile
(Husni, 2016). Details for each sub-technologies and associated identity data collected and
verified using the technologies are outlined in the WB (2018).
Each sub-technologies used for establishing identity credentials matures at different rates
from the others (Smith, 2017; Subha, 2017) and require maturity level assessment metrics, the
problems they can and cannot solve, and comparative affordability of the technology.
Concerning this, detailed assessment metrics and associated supporting studies (Gelb et al.,
2016) that could be used to evaluate each sub-technology are outlined by WB (2018).
Authentication Technologies and Protocols
An authentication and trust framework comprises a set of technical, business, and legal
rules that participants of the operation agree to follow and achieve trust (Grassi et al., 2017; WB,
2018). A federated authentication framework comprises governance, standards, and supporting
technologies that enable identity providers and the relying parties to trust and authenticate

41
individuals with known assurance levels across a diverse range of service providers (WB, 2018).
Frameworks that support the development of authentication include Open Authorization (OAuth)
2.0, OpenID Connect (OIDC), and SAML (Naik & Jenkins, 2017; Oh & Kim, 2019).
Furthermore, the Universal Authentication Framework (UAF) and the Universal Second Factor
(U2F) specifications of the Fast Identity Online protocol (FIDO) are used for authentication in
government applications in the US, Australia, and Germany (Noor, 2020).
Due to its immutable nature and track records in chronological order of transactions in a
decentralized ledger, blockchain is an emerging technology for providing self-sovereign identity
use cases in the digital identification domain (Boysen, 2021; Htet et al., 2020). Furthermore, the
blockchain platform is architected with privacy by design principles and provides identity system
users with a means to control and share only necessary information needed to transact with third
parties (Yaga et al., 2019; Zheng et al., 2017). Furthermore, blockchain-based decentralized
identity solutions enable individuals to access and control their identification anywhere in the
World, potentially supporting cross-border verification of identity (Argento et al., 2021; WB,
2018). The next section outlines the details of the user blockchain-based and distributed ledger
technology (DLT) for digital identity security and data protection.
Security and Digital Identity Data Protection
The national digital identity system is a critical data storage system targeted for identity
theft and cybercriminal attacks. Hence, securing this critical system and protecting the data it
stores are the critical measures that must be put in place to empower citizens and realize
significant economic values for a country (Mir et al., 2020). Due to the need to ensure the
protection and security of the digital identity systems while providing efficient identity services,
digital identity technologies have evolved through stages such as centralized, federated, user-
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centric, and self-sovereign identity (Boysen, 2021; Hardjono, 2019; Soltani et al., 2021).
Furthermore, blockchain-based identity platforms (Boysen, 2021; Mühle et al., 2018) are also
proposed to protect users’ data, enabling the users to grant consent to the use of their data.
To improve government digital identity services and enable users to protect their privacy
by providing consent and permission to use their data for services, Chalaemwongwan and
Kurutach (2018) proposed a blockchain-based digital identity framework for Thailand. Although
Chalaemwongwan and Kurutach did not provide enough detail on how the identity data is stored
and protected, they showcased how users' experience could be centralized and improved using a
blockchain-based single-sign-on service. However, frameworks intended to centralize segmented
and distributed identity data are not recommended in the latest digital identity implementation
studies (Boysen, 2021; Mühle et al., 2018) that promote a distributed architecture.
The development of blockchain-based platforms is claimed to support distributed
identification systems and to provide robust security protocols (Boysen, 2021) for upholding the
principle of self-sovereign identity (SSI) (Mühle et al., 2018) by preventing information from
being identified, accessed, or misused. Using the right platform and protocol to ensure security
lets users build trust, which is among the intangible ingredients of a reliable digital identity
system (Abraham, 2020). Furthermore, as Abraham noted, while building users’ trust in an
information system requires years of flawless execution, a single high-profile security incident
could easily result in irreversible damage eroding the users’ trust.
For ensuring the security of users' digital identity, identification systems are required
(Clark, 2018) to adhere to principle 6 (securing data by design) and principle 8 (ensuring
security through a comprehensive legal framework) of the Principles on Identification (World
Bank Group [WBG], 2021). Multiple layers of security measures are employed to secure identity

43
data by design. These measures are data security at rest and in transit (Hsu & Chao, 2009), using
biometric recognition security features to distinguish the identity data owners, and using the
identity card's physical security features (WB, 2018). Furthermore, blockchain-based and
distributed ledger technology (DTL) solutions are being proposed for digital identity data
security that could enable owners to control and consent to their data, the detail of which is
outlined in the next sections.
Blockchain and Digital Identity
Blockchain technology and distributed ledger technologies were not built having a digital
identity in perspective (WBG & GPFI, 2018). However, recent developments in blockchainbased identity solutions are showing the potential of the technologies used for customer due
diligence (CDD) through self-sovereign identity (SSID) (Boysen, 2021; Hardjono, 2019).
Among the most recent use cases of the blockchain technology for identity is the plan by the
government of Dubai to use blockchain for verifying data such as insurance documents, health
records, and passport information which are encrypted and stored on an Emirates digital ID
(Kuperberg et al., 2019). In addition, blockchain-based identity and e-government solutions have
been in development in Estonia since 2008 (Martinson, 2019). As a result, more advanced use
cases of the blockchain technology for digital trust (e-trust) with electronic signature and seals
services enable e-Residents to access and use a range of Estonian e-government and private
sector services virtually from anywhere in the World (Sullivan, 2018).
Despite the progress in the technology, the feasibility of blockchain for use in SSID and
CDD at scale is being disputed around the legal standing of blockchain-based applications, the
standards used, and the interoperability of shared ledger systems (WBG & GPFI, 2018). In this
regard, the WB (2018) outlined assessments of the blockchain technology using maturity, ease of

44
adoption, affordability, performance, security, and scalability metrics using a three-point (high,
medium, and low) scale. Based on the WB assessment, blockchain technology has a high
resilience for security, high accuracy and stable performance, and low integration for adopting
the technology. Furthermore, the WBG and GPFI rated the blockchain technology's maturity,
scalability, affordability metrics, and associated sub-metrics at a medium level.
Distributed Ledger Technology and Blockchain
Distributed ledger technology (DLT) allows the recording and sharing of data across
multiple data stores or ledgers. When applied for financial transactions, DLT enables the
network participants to record, share, and synchronize data in a distributed manner (Collomb,
2016). Blockchain-based DLT systems are an append-only chain of data blocks that can contain
several transaction records. They are shared across the entire network encrypting the data
contained in the blocks to make the transaction details private (Natarajan et al., 2017).
Furthermore, the network participants in the blockchain-based DLT can collectively determine
the validity of each block using a pre-defined algorithmic validation method (consensus
mechanism) (Collomb & Sok, 2016; Natarajan et al., 2017).
There are three types of DLTs: the centralized ledger; the distributed permissionless
ledger; and the distributed permissioned ledger (Natarajan et al., 2017). In the centralized ledger,
all network participants synchronize their local databases with a centralized electronic ledger
maintained and controlled by a trusted central party (Fung & Halaburda, 2016). In a
permissioned distributed ledger, each participant of the network owns the complete and up-todate copy of the entire ledger, and every local addition to the ledger by any node in the network
is communicated to all participants of the network (Barrdear & Kumhof, 2021; Fung &
Halaburda, 2016). In the case of a permissioned distributed ledger, network participants need
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authentication and authorization from a central authority to access the network and make any
changes to the ledger (Natarajan et al., 2017).
According to Natarajan et al. (2017), blockchain-based DLT holds the potential to expand
financial inclusion by addressing barriers to access to finance, such as affordability of financial
services, lack of verifiable ID systems, low payment and credit infrastructure, and lack of
secured transaction frameworks. In addition, as Natarajan et al. noted, DLT could also lead to
greater financial access and inclusion for underserved communities through facilitating crossborder payments and remittances, digital identity systems, asset registries, and digital currencies.
However, despite these potentials of the blockchain-based DLT, the maturity of the technology
to support secured financial transactions with reliable performance and at scale are still the
subject of intense deliberations (Barrdear & Kumhof, 2021; Fung & Halaburda, 2016).
Summary of Chapter Two
This section outlines the summary of key concepts and topics discussed in this chapter.
As a theoretical framework for this study, different theories such as general system theory (Von
Bertalanffy, 1972; Von Bertalanffy, 2008), information system theories (Halawi & McCarthy,
2006; Kautz et al., 2020), and design theory (Gregor & Jones, 2007; Walls et al., 1992) are
assessed. Systems theory depicts a system as self-regulating and is used to investigate a complex
interaction of system elements with one another and the system they are part of (Strauss, 2002;
Von Bertalanffy, 1972; Von Bertalanffy, 2008). Nevertheless, since the focus of this study is to
explore and establish a standardized data harmonization framework that facilitates users-system
and multi-system interactions, the definition and components of design theory (DT) by Gregor
and Jones (2007) seem to be more apt. Furthermore, the amalgamation of the DT with big data
theories, ISO standards related to national digital identification, and the ten principles of
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identification for sustainable development (WBG, 2021) to serve as a unified theoretical
framework for this study are discussed.
In line with the focus of this study, which is addressing the lack of a standardized data
harmonization framework for integrating a centrally managed digital identity national database
(Festus et al., 2017; World Bank Group [WBG], 2017), a review of related literature on data
integration approaches is presented. In this regard, data integration approaches use: distributed
file systems (Sazontev & Stupnikov, 2019), mediated schema-based queries (Festus et al., 2017),
data-mapping based on standard identifiers (Faezov & Dunbrack, 2021; UniProt, 2021), semantic
queries based on linked data technique (Mihaylov et al., 2019) are critically assessed. However,
the existing body of knowledge related to data integration approaches could not address the data
integration needs of the digital identification data but provide valuable lessons for creating the
data integration and harmonization framework, which is the target of this study.
Digital identification or electronic identity (e-ID) system is a platform of technologies,
processes, and policies that enable a person to prove unambiguously and securely and assert their
legal rights in a digital context (Atick, 2016). Robust, inclusive, and responsible national digital
identification systems are recognized to be powerful drivers of inclusive and sustainable
development (Esquivel-Korsiak & Mittal, 2018). However, to successfully implement a digital
identity system in a country, individuals' data protection and privacy rights should be in place to
establish regulatory enforcement and restorative frameworks before the implementation and use
of digital biometric identity data (Dixon, 2017). In addition, it is recommended to clearly define
the role of each stakeholder in the implementation of the digital identity systems and use of the
services, using guiding principles and standards (Eaton et al., 2018).
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The primary barrier to accessing financial services cited by 26 percent of unbanked
residents in low-income countries was the lack of individuals' legal documentation (DemirgüçKunt et al., 2018). In response to this, the introduction of digital ID facilitates inclusive financial
services, making it easier to fulfill documentation requirements to open accounts for unbanked
individuals (WBG & GPFI, 2018). Consequently, to facilitate their public and private services
and benefit from the digital economy, countries have started implementing different
identification models (OECD, 2019) and identification schemes (Gelb & Clark, 2013).
Concerning this, there have been several academic studies (Kamu, 2011; Mekonnen, 2016;
Tarekegn, 2017; Worku, 2016), government proclamations (FNG, 2012), government strategic
initiatives (MiNT, 2020a), and World Bank-sponsored studies (Gelb, 2016) to enable Ethiopia
benefit from the introduction of the national digital registry and digital identification.
The critical considerations for implementing a national digital identification include
defining the identity lifecycle, creating a technology assessment framework, forming credential
technologies, identifying authentication technologies and protocols, and identifying technologies
for risk predictive and business activity analytics (WB, 2018). In addition, a national digital
identity system is a critical data storage system targeted for identity theft and cybercriminal
attacks. Therefore, securing this critical system and protecting the data it stores are the critical
measures that must be put in place to empower citizens and realize significant economic values
for a country (Mir et al., 2020). Hence, to ensure the protection and security of the digital
identity systems while providing efficient identity services, digital identity technologies have
evolved through stages such as centralized, federated, user-centric, and self-sovereign identity
(Boysen, 2021; Hardjono, 2019; Soltani et al., 2021). Furthermore, blockchain-based identity
platforms (Boysen, 2021; Mühle et al., 2018) and blockchain-based DLT (Natarajan et al., 2017)
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are also proposed to protect users' data in national digital identification systems and provide the
users the flexibility of providing consent on the use of their data. However, despite the potential
of the blockchain and blockchain-based DLT, the maturity of the technology to support secured
data transactions with reliable performance and at scale are still the subject of intense discussions
(Barrdear & Kumhof, 2021; Fung & Halaburda, 2016).
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Chapter 3: Research Method
The problem to be addressed by this study is the lack of a standardized data
harmonization framework for integrating a centrally managed digital identity national database
with disparate standalone identity data sources for the implementation of digital identity in
developing countries (Festus et al., 2017; World Bank Group [WBG], 2017). Integrating data
sets from multiple standalone data sources used for civil registration, identification, and
functional purposes into a centrally managed national identity database have been a slow and
daunting process, as observed in 17 African countries surveyed by the WBG (2017). These data
integration and harmonization issues hinder digital identity solution providers from effectively
implementing digital identity solutions (Aziz, 2017). As a result, countries fail to realize up to 13
percent of economic benefit from the digital identity solution (White et al., 2019).
In response to the lack of a standardized data integration framework, this qualitative
exploratory study aimed to explore, understand, and establish a standardized data harmonization
framework used for integrating a national identity database with disparate digital identity data
sources. As a result, this chapter's qualitative research methodology and design are used to
answer the research questions defined in chapter one under the Research Questions section.
Research Methodology and Design
The research questions do not involve dependent or independent variables for
quantitative data collection and statistical analysis. Since there is no theory or hypothesis testing
with numerical data collection and statistical data analysis, quantitative method research and, by
extension, the mixed research methods (Barczak, 2015; Heyvaert et al., 2013) are not appropriate
for this study. Therefore, in line with the statement of the problem, purpose, and the associated
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research questions defined in this study, the qualitative research method is the most appropriate
method for the nature of this study (Creswell & Creswell, 2018).
In line with the qualitative research design chosen for this study, a face-to-face interview
of domain experts was conducted to ensure flexibility and entertain new ideas, insights, and
inquiries (Creswell & Creswell, 2018). In this regard, to facilitate the invitation and voluntary
participation of individuals to collect the required data for this study, an informed consent letter
(see Appendix C) was used. In addition, an interview protocol (see Appendix D) was used to
execute the face-to-face interview of the participants consistently. Furthermore, audio recordings
of participants' responses to the semi-structured interview questions (see Appendix E) and a
notepad to capture handwritten notes of their non-verbal responses (see Appendix F) were used
during the face-to-face interview process.
To ensure alignment of the purpose of the study to address the research problem, the
research design components of this study: the population and sample, the sampling procedure,
the instrumentation, the study procedures, data analysis, and ethical assurance details are
outlined in subsequent sections.
Population and Sample
A population frames similar items or events of interest for some question and restricts
research by defining a group with similar characteristics for examination (Creswell & Creswell,
2018; Frey, 2018). This study's population constitutes domain experts who have had practical
experience with the problem area (i.e., national civil registry and national identity). Therefore,
the population to conduct this study were solution providers, stakeholders, information
technology (IT) managers, and policymakers involved in designing, implementing, and
integrating digital identification solutions in Addis Ababa, Ethiopia.
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Addis Ababa is the capital of the federal democratic republic of Ethiopia, where the
headquarters and ministry offices of the federal government are located. Among the Ethiopian
federal offices that are directly or indirectly related to the national identification system and
located in Addis Ababa are the immigration nationality and vital events agency (INVEA), the
ministry of peace (MoP), the ministry of innovation and technology (MiNT), and the ministry of
revenue (MoR). Hence, selecting respondents from these offices in Addis Ababa would provide
a diverse and appropriate sampling.
Sampling is the selection of subset elements that could represent the entire population
(Boddy, 2016; Dsouza, 2017). The sampling technique enables researchers to draw adequately
accurate results, about the population, by studying a selected subset of the population (Boddy,
2016; Dsouza, 2017). Based on experience from prior qualitative studies, which used a sample
size of up to nine respondents (Boddy, 2016; Pearsall et al., 2015; Siamagka et al., 2015), a
sample size of ten respondents from the government offices (i.e., INVEA, MoP, MiNT, MoR)
would be sufficient for this study.
Sampling Procedure
Laying down a well-thought sampling procedure is essential to get a suitable subset of a
population for a study (Boddy, 2016). Therefore, this study utilizes a purposive sampling
technique that enables the researcher to strategically select participants aligned with the research
problem and questions (Gill, 2020). Furthermore, since multiple federal offices (i.e., INVEA,
MoP, MiNT, MoR) are responsible for different aspects of Ethiopia's national digital
identification system, the purposive sampling approach enables the researcher to gather ideas
from stakeholders and domain experts of these federal offices.
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The sample-set selection process involved selecting the federal and government offices
working on the Ethiopian national digital identification-related systems. After the Northcentral
University's (NCU's) institutional review board (IRB) approval, the researcher contacted the
offices and individuals through email, phone, or in-person (Lewis, 2021). Next, the study
participants were selected based on specific criteria related to their national digital identification
system project involvement. In addition, to be selected into the sample set, individuals were
required to have experience assuming the roles of software engineers, data analysts, database
administrators, IT managers, policymakers, or stakeholders of the national digital identification
system.
For applying the proposed sampling approach (Gill, 2020), the specific participants of
this study were those (a) who are involved in the design and implementation of the national
digital identification-related system, (b) who use the national identification-related data and
closely work on the national identification system, and (c) who could contribute to the target of
this study. Furthermore, additional participants were recruited using a snowball sampling
technique (Gill, 2020) if original participants recommended them based on their knowledge and
willingness to participate in the study.
The selection of participants was finalized based on the individuals' willingness to
support the study by volunteering their time and completing the informed consent letter (see
Appendix C). Upon completing the informed consent letter, schedule options were sent to the
individual to participate in a face-to-face interview that gets audio-recorded and transcribed
(Babchuk, 2017) for the study's data analysis. Furthermore, to ensure that enough data is
collected to reach data saturation (Gill, 2020), more participants satisfying the selection criteria
were considered for the interview.
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Instrumentation
Exploratory qualitative research, which aims to get new insights about a particular
phenomenon, is achieved through collecting experts’ opinions using instruments like written
artifacts, surveys, or interviews (Creswell, 2014; Milena & Dainora, 2008). For this exploratory
qualitative study, open-ended semi-structured questions through face-to-face and virtual
interviews enabled the researcher to collect more in-depth information (Milena & Dainora,
2008). Furthermore, the face-to-face interview method would allow capturing verbal answers to
the different questions and inferring themes of the study (Cunningham et al., 2017; Fryer, 2001;
Gill et al., 2008).
The interview questions captured concepts and themes from the respondents' insights,
experiences, and thoughts (Tavory, 2020) to establish strategies to create a standardized data
harmonization framework for integrating a national identity database. The interview set
contained open-ended and semi-structured questions that encouraged the domain experts to
elaborate on their insights, experience, and ideas regarding the study (Fryer, 2001; Tavory,
2020). Furthermore, each main interview question had follow-up probing questions that enabled
the researcher to gain additional insight into the participant's responses to the main questions
(Schultze & Avital, 2011).
The researcher developed the face-to-face interview questions (see Appendix E)
according to the theoretical framework outlined to address the study's research questions. The
data collection method followed a consistent interview protocol (see Appendix D), including
digital voice recording and handwritten notes (see Appendix F) to capture participants' gestures,
facial expressions, nods, body posture, and silence during the interview (Roberts, 2020). In
addition, data labeling organized the interview responses and handwritten notes for analysis
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during the data analysis process and ensured the confidentiality of personally identifiable
information (PII) (Dsouza, 2017; Merriam & Tisdell, 2016).
Validity of Instruments
Validity is the core measure of a qualitative study and is characterized by dependability,
credibility, transferability, and confirmability (Hayashi et al., 2019; Leung, 2015; Noble &
Smith, 2015). Dependability in qualitative research characterizes whether the research process is
authentic, logical, traceable, and documented (Hayashi et al., 2019). This research's
dependability was ensured by carefully executing the interview protocol (see Appendix D)
during data collection and clearly outlining the data analysis process of the study.
Credibility is attributed to the overall robustness of the data analysis process and depends
on the quality of the data collected for a study (Cope, 2014; Noble & Smith, 2015). In addition,
the credibility (also known as internal validity) and trustworthiness of a study result depend on
an accurate representation of participants' ideas in the study findings (Cope, 2014; Frey, 2018).
In this regard, this study's credibility was maintained and verified by involving participants in the
study by letting them check the accuracy of their responses.
Transferability, also called external validity, is attributed to the flexibility and
applicability of the study findings to be 'fit' for other settings or groups (Cope, 2014; Creswell &
Creswell, 2018; Frey, 2018). For example, findings from exploring ideas to create a specific
strategy may only be relevant to generalizing the subject or the specific phenomenon (Cope,
2014). However, the findings' capability of being "fit" or transferable can be enhanced by
providing sufficient information on the participants and the research context, and the detailed
procedure of the research execution (Cope, 2014). Therefore, transferability was ensured by
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providing a step-by-step execution plan of the study along with the unique settings of the
research process to transfer the findings to other settings.
Reliability of Instruments
Reliability is the repeatability and consistency of instruments when used to gather
information in different contexts and settings (Frey, 2018; Leung, 2015). However, the dynamic
contexts and nature of qualitative research make it difficult to maintain the reliability of an
instrument to be used in different settings without requiring a certain margin of variability
(Dsouza, 2017; Leung, 2015). In addition, while validity and reliability are better evidenced in
quantitative studies, there are no universally accepted criteria to evaluate them in qualitative
studies (Hayashi et al., 2019).
For assessing the reliability of a qualitative study, Golafshani (2003) suggested an
approach called processual, which aims to have interconnected temporal explanations,
emphasizing the need to link process analysis with temporal outcomes. Furthermore,
triangulation, continual data comparison, and inclusiveness of the unusual situation are some of
the suggested approaches for improving the reliability of an instrument used for qualitative
research (Ospina et al., 2018). However, these approaches require repeated observations and
comprehensive data collection over time, which is not realistic for a time-constrained study like
this one.
Therefore, to ensure the reliability of this study, the interview instruments were reviewed,
using the reputational analysis approach, by subject matter experts such as NCU’s dissertation
team members’ (Johnson et al., 2020; O’Sullivan & Jefferson, 2020). In addition, a triangulation
approach was employed using experts who are non-research participants representative of the
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broader population in the data collection and analysis process (Ospina et al., 2018) to ensure the
reliability of the instruments.
Study Procedures
The procedure followed for this study was guided using the interview protocol for
collecting the data needed to address the research questions outlined in Chapter 1. For executing
the face-to-face interview, an invitation to participate in this study was communicated through
email to potential study participants in offices (i.e., INVEA, MoP, MiNT, MoR) where the target
population of this study was found (Meho, 2006). The target population of this study is solution
providers, stakeholders, information technology (IT) managers, and policymakers involved in the
design, implementation, and integration of digital identification systems in Addis Ababa,
Ethiopia.
Upon receiving the response from potential participants, satisfying the criteria, an NCU’s
IRB-approved pilot study involving at least two domain experts was conducted to determine the
completeness of the interview protocol (Yeong et al., 2018). The pilot study was performed
following the interview protocol (see Appendix D), using the interview questions (see Appendix
E), and without informing the participants that they were part of a pilot study. Performing the
pilot study the same way as the actual study enabled to get honest and complete responses from
the participants, which were used to review and improve the completeness of the instruments
(Creswell & Creswell, 2018; Yeong et al., 2018). To avoid bias in the research findings, the
responses and any data collected during the pilot study were not used in the actual study.
After updating the interview instrument following the pilot study, nine participants who
met the informed consent criteria were scheduled for face-to-face interviews that could take 4560 minutes. The face-to-face interviews enabled the researcher to capture detailed responses and
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nonverbal gestures and expressions (Roberts, 2020) from each participant. In addition, voice
recording and handwritten notes were used to capture participants’ responses, gestures, facial
expressions, nods, body posture, and silence during the interview (Roberts, 2020). All the faceto-face interviews were conducted within two weeks.
Upon completing the face-to-face interview, data labeling was employed to organize the
interview responses and handwritten notes for analysis and ensure the confidentiality of
personally identifiable information (Dsouza, 2017; Merriam & Tisdell, 2016). In addition, the
transcribed script of participants' responses was communicated to the respective respondents to
accurately represent their ideas and improve the study's credibility (Cope, 2014; Frey, 2018).
Finally, the data analysis process was performed on the final transcribed script of the
respondents.
Data Analysis
For both the data collection and data analysis processes, the research questions defined
for this study served as the central controlling units for guiding and governing the processes
(Creswell & Creswell, 2018). The qualitative data analysis process involves labeling, coding,
segmenting, splitting, and synthesizing the collected data to aggregate, translate and identify
trends and themes (Creswell & Creswell, 2018; Nind & Vinha, 2016). Furthermore, thematic
units assigned to codes for grouping coherent qualitative data establish semantic associations
(Nind & Vinha, 2016). For this study, the participants' responses were segmented, split, and
synthesized into six themes to address the study's research questions.
These six national digital ID-related themes were focused on data integration, security
considerations, national and international standards, big data management, big data analytics,
and the potential national digital ID project risks. The interview questions were categorized into
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five related sections (see Appendix E) to facilitate the data analysis process of this study. In each
of the five categories identified in the interview instrument, specific thematic units enabled the
researcher to capture specific responses from participants. Furthermore, the specific thematic
units in each category facilitated the data organization, labeling, and conceptualizing the
thematic units to relational themes to detail the findings and conclusions of the study (Dsouza,
2017; Smith, 2015).
Data analysis in this qualitative study followed a series of steps such as organizing,
labeling, creating thematic units to establish semantic associations, and deriving the findings and
conclusions of the study (Nind & Vinha, 2016; Dsouza, 2017; Smith, 2015). For organizing and
labeling the collected data for this study, the audio responses and handwritten notes captured
during the interview were transcribed, cataloged, and sorted (Creswell & Creswell, 2018). For
facilitating the organization and labeling of the collected data for this study by mapping the
audio recording with associated handwritten notes captured during the interview process, the
interview order number and the participant's pseudonym were used (see Appendix F).
In the interview instrument of this study, there were thirteen interview questions grouped
into five sections (see Appendix E). Each interview question was used to collect a specific
thematic unit of the study. To this end, the thirteen thematic units were used for the transcription,
cataloging, and sorting of the recorded responses and associated handwritten notes (Frey, 2018;
Nind & Vinha, 2016). Furthermore, the direct quotes of participants were also used to describe
and reflect on the themes and group them into thematic areas (Creswell & Creswell, 2018).
To protect personally identifiable information (PII) captured during the data collection
process, anonymization and replacement of PII data with pseudonyms (Dsouza, 2017; Merriam
& Tisdell, 2016). In addition, to avoid representing the same information differently, which
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would create redundancy and excessive information (Frey, 2018; Nind & Vinha, 2016), coding,
labeling, and substituting related data representations were performed using identical codes,
labels, or aliases. Furthermore, to ensure the accuracy of this study's findings through a
consistent representation of related information, the data analysis process involved validation by
verifying related changes with the corresponding participants (Cope, 2014; Frey, 2018).
Different tools and techniques are available for qualitative data analysis (Ryan, 2009;
Salmona & Kaczynski, 2016). A cloud-based qualitative data analysis software called Dedoose
(Dedoose, n.d.; Salmona & Kaczynski, 2016) was used for this study. Dedoose is a collaborative,
web-based application that facilitates managing, combining, and analyzing mixed-method data
(Dedoose, n.d.)
In addition, Dedoose facilitates filtering, coding, excerpting, and identifying patterns
through interactive visualization and analytics (Dedoose, n.d; Salmona & Kaczynski, 2016).
Furthermore, information such as visuals, sets of text excerpts, and descriptor data code systems
can be exported from the Dedoose software to an appropriate format for using the exported
information for an intended purpose (Dedoose, n.d.)
For this study, the specific data analysis processes performed using the Dedoose software
(Dedoose, n.d.) involved frequency analysis of words and word groups from the transcribed
audio responses of the participants (Light & Yasuhara, 2008). In addition, after removing stop
words, the high-frequency words and word groups were associated with thematic units to analyze
the thematic areas. Furthermore, using the Dedoose tool, patterns of the transcribed, coded, and
thematically grouped data were visually analyzed to summarize the findings of this study.
The qualitative data analysis process was executed to explore and extract details for the
analysis results about how a national digital ID could be implemented efficiently to benefit
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individuals and institutions in terms of cost and time savings or more accessible products and
services (White et al., 2019). In addition, the analysis results were explored to address the big
data harmonization issue that requires significant time and labor to integrate different data sets
into a central digital identity database, which is a gap in the literature (Chalaemwongwan &
Kurutach, 2018; Festus et al., 2017). Therefore, upon completing the data analysis process, the
results were used to appraise the study's findings, implications, recommendations, and
conclusions in Chapters Four and Five.
The findings, implications, recommendations, and conclusions in Chapters Four and Five
were outlined based on the analysis result. In this regard, the analysis result was used to justify
how the proposed framework fills the knowledge gap in computer science by advancing the field
of big data processing and integration (Hilbert, 2016). Furthermore, the implications,
recommendations, and conclusions in Chapter Five provide details on the outcome of this study
that benefits academics, researchers, and practitioners in identifying approaches needed to create
a well-harmonized big data integration solution.
Assumptions
Assumptions are things or points in an argument that the researcher takes for granted
without concrete proof or evidence based on their experience, education, belief, and culture
(Abrams & Luna, 2015; Ellis & Levy, 2009). Documenting the research assumptions
demonstrates that the research proposal has been thoroughly considered and helps to reduce
misunderstanding and resistance to proposed research (Ellis & Levy, 2009). Therefore, it is
necessary to identify and document potential assumptions in this research.
There are two assumptions that this researcher makes for this research. The first
assumption is that the interview participants' responses would provide sufficient inputs to help
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outline the strategies needed to establish a standardized data harmonization framework for
integrating a national identity database with disparate digital identity data sources. The second
assumption is that the participants of the study, involved in different aspects of the national
digital identification-related systems implementation, could provide details related to big data
analysts need to establish a digital identity related big data analytics system.
Delimitations
Delimitations refer to what the researcher will not do (Leedy & Ormond, 2010).
Delimitations are characteristics that define the study's boundaries and constrain the scope of the
research problem (Ellis & Levy, 2009; Simon, 2011). The researcher sets delimitations to make
the study variable more manageable and utilize available resources in a bounded time and scope
towards the study's purpose (Simon, 2011).
There are two delimitations identified for this study. The first delimitation is that domain
experts participating in this study were individuals involved in developing and maintaining
national digital identification-related systems in Addis Ababa, Ethiopia. The second delimitation
is that participants’ selection was based on the availability of domain experts in the federal
offices associated with developing and maintaining digital identification-related systems.
Limitations
Limitations, which exist in every study (Leedy & Ormrod, 2010), are the potential
weaknesses or problems identified and yet cannot be controlled with the study by the researcher
(Leedy & Ormond, 2010; Simon, 2011). Limitations are characteristics and influences of a
specific topic and design methodology that affect the study process and interpretation of the
findings (Ellis & Levy, 2009; Price & Murnan, 2004). Among the limitations of this study is that
the level of detail and quality of data collected from domain experts depend on the experiences
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and exposure of national digital identification-related systems in the Ethiopian context. In
addition, the study data collection was limited by the amount of time available as per the study
program requirements. Furthermore, the time required to consider and compare qualitative data
analysis methods and their corresponding results were limited by the time available, as per the
study requirements.
Ethical Considerations
The fundamental principle of research ethics is to provide the risks and benefits of
participating in specific research (Francis-Auton et al., 2020). In addition, among the ethical
duties of the researcher is to protect participants from any virtual or physical harm during their
participation or after they participated in the study (Bromley et al., 2017; Eduard et al., 2016).
Therefore, a NUC’s IRB approval was sought before commencing any data collection efforts to
avoid ethical repercussions.
After securing the NCU’s IRB approval for the commencement of data collection, an
IRB-approved informed consent letter (see Appendix C) that outlines the risks and benefits of
participating in the study was sent out to potential participants of this study. The consent letter
clearly outlines the level of privacy and data protection and the confidentiality of the data
collected for this study. Furthermore, to ensure voluntary participation in the study, the consent
letter clearly states voluntary participation.
Summary of Chapter Three
This chapter outlined the research methodology proposed for this study. In line with the
statement of the problem, purpose, and the associated research questions defined in this study,
the qualitative research method is the most appropriate method for the nature of this study
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(Creswell & Creswell, 2018). Following the selected research design details, the chapter outlined
the research population, sample, and sampling procedure.
Citing experiences from prior qualitative studies (Boddy, 2016; Pearsall et al., 2015;
Siamagka et al., 2015), a sample size of ten respondents from the Ethiopian federal offices (i.e.,
INVEA, MoP, MiNT, MoR) is argued to be sufficient for this study. For identifying the target
sample, the sampling procedure outlined the recruitment process. As a result, participants were
recruited using the purposive sampling approach (Gill, 2020) followed by the snowball sampling
technique (Gill, 2020). The final recruitment and data collection process began after
communicating with participants with an NCU's IRB-approved consent letter (see Appendix C).
The chapter also provided details about the research instrumentation, which outlined how
the validity and trustworthiness (Dsouza, 2017), the findings of the study, and the reliability
(Frey, 2018; Leung, 2015) of the study instrument were ensured. Furthermore, the interview
protocol detail outlines the execution steps, from communicating the consent letter to
transcribing the face-to-face responses and handwritten notes (Dsouza, 2017; Merriam & Tisdell,
2016; Yeong et al., 2018).
Following the study procedure, which outlined the data collection and preparation
process, the chapter outlined the data analysis process. The qualitative data analysis process
involves mapping techniques such as labeling and coding to translate and identify trends and
themes (Nind & Vinha, 2016). For facilitating the data analysis process, a cloud-based
qualitative data analysis software called Dedoose (Dedoose, n.d.; Salmona & Kaczynski, 2016)
was used for this study. The Dedoose software facilitates filtering, coding, excerpting, and
identifying patterns through interactive visualization and analytics (Dedoose, n.d; Salmona &
Kaczynski, 2016).
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The qualitative data analysis results were used to explore and extract details about how a
national digital ID could be implemented efficiently to benefit individuals and institutions in
terms of cost and time savings or more accessible products and services (White et al., 2019). The
findings, implications, recommendations, and conclusions in Chapters Four and Five were
informed based on the analysis result. Furthermore, the analysis results were used to provide
details on the outcome of this study can fill the knowledge gap in the field of big data processing
and integration (Hilbert, 2016) and benefit academics, researchers, and practitioners in
identifying approaches needed to create a well-harmonized big data integration solution.
Details on the assumptions, delimitations, and limitations (Abrams & Luna, 2015; Ellis &
Levy, 2009; Simon, 2011) of this study are also outlined in this chapter. Furthermore, details on
the ethical considerations in this study, which provide the risks and benefits of participating in
the specific research (Francis-Auton et al., 2020), are outlined. NUC's IRB approval was secured
to avoid ethical issues before commencing any data collection efforts.
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Chapter 4: Findings
This qualitative exploratory study aimed to explore, understand, and establish a
standardized data harmonization framework to integrate a national identity database with
disparate digital identification data sources. Using the qualitative research methodology and
design outlined in chapter three, the results of this research study are discussed, and a
comprehensive assessment of the findings is outlined in this chapter. The two research questions
stated in chapter one were used to guide the assessment of the findings of this study.
For collecting the required data regarding the study's guiding research questions, semistructured face-to-face interview questions were developed (see Appendix E), and face-to-face
interviews were conducted using an interview protocol (see Appendix D). The study participants
were contacted through email and social media and selected based on relevant eligibility criteria
created for the study. The face-to-face and virtual interviews conducted with the participants
were voice-recorded and transcribed into text for labeling and themes analysis. The details of the
collected data are outlined and analyzed in this chapter.
This chapter is outlined into three main sections: trustworthiness of the data, results,
evaluation of the findings, and summary. The section on the trustworthiness of data outlines the
study processes' dependability, credibility, transferability, and confirmability (Hayashi et al.,
2019; Leung, 2015; Noble & Smith, 2015) to ensure the trustworthiness of the final study data.
The results section describes the findings and analysis of nine semi-structured interviews
conducted for this study. Under the results section, the following two guiding research questions
are presented with reports and comprehensive discussions on the thematic areas corresponding to
each research question.
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RQ1. How can national digital identity solution providers and stakeholders be supported
in integrating national digital identity data from multiple standalone data sources?
RQ2. What are the national digital identity and related components that big data analysts
need to establish for a digital identity big data analytics system?
The thematic areas corresponding to these guiding research questions and reports are
presented in subsections. In this regard, six thematic areas for RQ1 and four thematic areas for
RQ2 are identified, and a comprehensive description of the participants' experiences is provided
for each of the thematic areas. In addition, the evaluation of the findings section outlines the
assessment of the themes and resulting findings with the current literature. Finally,
the summary section outlines the key points in the chapter.
Trustworthiness of the Data
The data for this qualitative research is collected using open-ended semi-structured
questions through face-to-face and virtual interviews. The interviews captured concepts and
themes from the respondents' insights, experiences, and thoughts (Tavory, 2020) to establish
strategies to create a standardized data harmonization framework for integrating a national
identity database. Furthermore, using face-to-face interviews, more in-depth information and
verbal answers to the different questions and themes of the study (Cunningham et al., 2017;
Fryer, 2001; Gill et al., 2008) were collected.
The research participants were credible and demonstrated in-depth knowledge of the
subject under study. The face-to-face interviews with eight of the nine participants took place at
the participants' place of work, for which written permission was secured to recruit the
participants and perform the interviews. The ninth participant, with whom a Zoom interview was
conducted, was recruited using a snowball technique after receiving independent
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recommendations from two of the eight participants. Furthermore, besides the participants'
experience confirmed during their informed consent, their publicly available professional
network profile and endorsements provide them with more credibility.
All the face-to-face and remote interviews were recorded and transcribed into texts. A
transparent description of the processes and protocols used and the steps involved in collecting
the data, capturing the interview recordings, the associated transcriptions, and notes for this
research were created to ensure the data's trustworthiness. Trustworthiness is a core metric
characterized by the research process's dependability, credibility, transferability, and
confirmability (Hayashi et al., 2019; Leung, 2015; Noble & Smith, 2015). The subsequent
sections outline each of these characteristics in the context of this research.
Dependability
Dependability in qualitative research characterizes whether the research process is
authentic, logical, traceable, and documented (Hayashi et al., 2019). This research's
dependability is ensured by carefully executing the interview using a traceable interview protocol
(see Appendix D). In addition, the interview responses of the face-to-face interviews with each
participant are documented, recorded, and transcribed to ensure the authenticity of the data.
Furthermore, to achieve dependability and reuse the raw data for other research, the interview
recordings and the transcribed documents were saved so that if anyone desired to check or use
the raw data, maintaining the confidentiality of the data. Similarly, the data analysis processes of
this study are clearly outlined.
Credibility
The credibility (i.e., internal validity) and trustworthiness of a study result depend on an
accurate representation of participants' ideas in the study findings (Cope, 2014; Frey, 2018). An
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email with the transcription of their responses was sent to each study participant. The researcher
received confirmation and feedback emails that ensured each transcription represented the
respective participant's response. Furthermore, to ensure the overall robustness of the data
analysis process, which is characterized by the credibility and quality of the data collected for a
study (Cope, 2014; Noble & Smith, 2015), the data collection process for this study was made as
clean and authentic as the researcher could.
Transferability
Transferability, also called external validity, is attributed to the flexibility and
applicability of the study findings to be fit for other settings or groups (Cope, 2014; Creswell &
Creswell, 2018; Frey, 2018). Due to the small sample size (nine participants) of this study, the
applicability of this study's findings to be fit for other settings or groups may be limited.
However, the step-by-step execution processes used for the study and the collected data helped
offer strong evidence about data integration challenges in other settings.
Confirmability
The interview protocol (see Appendix D) is documented to ensure this study's data
confirmability. In addition, the collected data were checked and rechecked throughout the
interview process using interview questions (see Appendix E). In this regard, the interview and
follow-up questions were documented to ensure the repeatability of the data collection process
that ensures the study results are repeatable by other researchers. Furthermore, a concerted effort
was put to ensure the repeatability of the results by clearly detailing the categories of themes and
coding schemes and identifying the codes and patterns for analyses.
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Results
The recruitment email and social media messages were shared with Ethiopia's appropriate
National ID program office. In response to the recruitment messages, about fifteen individuals
responded. As a result, the final nine individuals who satisfied the eligibility criteria to
participate in this study were selected and scheduled for the semi-structured interview of the
study.
The interview with each of these selected participants was conducted after getting their
respective consent. The participants worked on national digital identity-related projects in
Ethiopia and Finland. The participants' demographic details (gender, educational level, years of
experience in IT, and national digital id) are shown in Table 1 below.
Table 1
Participants Demographics
Participant

Educational

Years of Experience

ID

Level

1

Bachelor

10

5

Senior Engineering Lead

2

Bachelor

8

4

Senior Database Admin

3

Bachelor

13

4

Senior Software Engineer

4

Bachelor

16

5

IT Manager

5

Masters

15

7

IT Manager

6

Bachelor

13

4

R&D Director

7

Bachelor

12

4

IT Director

8

Masters

15

8

Technical Director

9

Masters

13

8

Chief Technology Officer

In IT

Role in the National ID

In National ID

Each study participant was informed, in their consent letter, that the estimated duration of
the interview would be between 45 and 60 minutes. However, there was no attempt to make the
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interview durations longer or shorter when interviews last in less than 45 minutes or more than
60 minutes, respectively. As a result, participants were encouraged to provide detailed responses
and explanations as they felt relevant to the interview questions. Therefore, with the shortest and
the most extended interview sessions taking 28 and 91 minutes, respectively, the average
duration of all the interview sessions was 45 minutes.
The use of participants’ official working language during the interview was considered
essential to enable the participants to provide enough context in their responses and, to collect
relevant data for this study without any language barrier. As a result, Amharic, the official
Ethiopian language, was chosen to facilitate communication during the recruitment and face-toface interview with participants in Ethiopia. In line with this, IRB approved the use of certified
Amharic translations of the recruitment letter and consent letter (see Appendix C) during the
interview process.
While Amharic was used for eight of the nine participants' interviews, the interview with
the ninth participant was in English. However, English was used for transcribing all the recorded
interview responses. Therefore, the accuracy of the English transcription was affirmed by
receiving a confirmation response email from the respective participants.
The data analysis process of this study followed a series of steps to organize, label, code,
segment, split, and synthesize the transcribed responses and interview notes to aggregate,
translate and identify trends and themes (Creswell & Creswell, 2018; Nind & Vinha, 2016). For
organizing and labeling the study's data, the audio responses and handwritten notes captured
during the interview were transcribed, cataloged, and sorted (Creswell & Creswell, 2018).
Furthermore, thematic units were assigned to codes for categorizing coherent qualitative data to
establish semantic associations (Nind & Vinha, 2016).
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Ten thematic areas were identified from the transcribed, cataloged, and sorted responses
and associated handwritten notes (Frey, 2018; Nind & Vinha, 2016) captured for this study.
Furthermore, the direct quotes of participants were also used to describe and reflect on the
thematic units and categories (Creswell & Creswell, 2018). Therefore, the following sections and
subsections outline the thematic areas and themes pertinent to the guiding research questions.
Research Question 1. How can national digital identity solution providers and stakeholders
be supported in integrating national digital identity data from multiple data sources?
This research question guides this study in collecting and extracting relevant thematic
details from participants' responses to explore, understand, and establish a data harmonization
framework for integrating a national identity database from disparate digital identification data
sources. Six thematic areas were identified from the participants' responses corresponding to this
research's question. Each thematic unit and thematic area are described using relevant
participants' experiences and quotes that provide additional context to the comprehensive
description of the thematic area or unit.
The analysis and findings of the six thematic areas identified from the data collected,
corresponding to Research Question 1, are outlined in subsequent sections.
Common Causes of the NDID Data Integration Challenges. This thematic area
represents the participants' responses to the first three questions, under section 1: national digital
ID data integration of the interview questions (see Appendix E), concerning the data sources,
data source-related challenges, and data integration challenges from those data sources. The first
two thematic units of this thematic area are data format and data quality. All participants who
experienced data format also experienced data quality as data integration challenges. Regarding
the data format and quality challenges, P3 said, "The data from different sources were different
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in format and data quality and needed a reasonable time to address the quality and format
issues." Data format issues during NDID data integration, four participants shared their
experiences. Furthermore, extending the same experience about the two issues, P5 said
… for integrating and migrating data from the two sources, [source-1] and [source-2],
data format and data quality were not compatible with the NDID system's data format
and quality requirements. Apart from the data quality issues, due to the non-standard and
vendor-locked software and devices used to collect the biometric data, the biometric
images were not compliant with the ISO standards adopted by the NDID system.
All participants' most common data integration challenge relates to the data and system
standard. In this regard, P4 describes that unlike the ten-fingers biometric data standard set for
the NDID system they were implementing, one of the systems they attempted to integrate with
NDID had a two-finger biometric data standard. On the other hand, P5 described how vendorlocked systems and devices cause interoperability issues with standard format biometric data
collection devices when used in systems that need to be integrated with the NDID system. In this
regard, P1 said, "One aspect that should not be ignored is the potential challenges to integrating
data from different data sources and the interoperability of existing hardware devices to work
with the new NDID system.” Table 2 shows the causes of the NDID data integration challenges.
Table 2
Common causes of the NDID data integration challenges
ID

Thematic Unit

Participants

1

Data format

P1, P2, P3, P5,

2

Data quality

P1, P2, P3, P4, P5, P8

3

Data and system standard

All participants

4

Lack of data protection guidelines

P1, P2, P3, P4, P6, P9
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The fourth thematic unit that emerged as an NDID data integration challenge is the lack
of data protection policies and guidelines described by six participants. In this regard, P8
described their experience with a data source, [source-3], owner organization. As per P8's
description, the owner organization was unwilling to get the data source-3 integrated with NDID
due to a lack of data protection and consent guidelines. Furthermore, regarding organizations that
collect users’ data just for their business purpose without setting a platform for getting users’
consent if the users’ data is to be shared with a third party, P3 explained
… Since users give their identity data to an institution or organization, there was a
challenge in getting these users' (data owners) consent before migrating their data to the
NDID database. The privacy and data protection law, related policies, and guidelines can
significantly address such users' consent-related challenges.
In addition, P4 described their experience with the NDID data integration challenges due to the
lack of data protection guidelines. Concerning this, P4 provided their recommendation saying,
"… legally; there should be a data protection and privacy law that clearly articulates the
accountabilities of the data handlers, and penalties of improper data handling or related security
incidents.” Furthermore, P5 added a similar experience and recommendation, saying, “... data
protection is key to maintaining the public trust.”
Security Recommendations for NDID Data Integration. This thematic area emerged
from participants’ responses to the first question, under section 2: security and design
considerations for sustainable development of the interview questions (see Appendix E). The
themes under this thematic area included the need for privacy and data protection policy, the
usage monitoring and audit trails, the physical and virtual system protection, and the clients' and
users' authentication and authorization as security recommendations for NDID data integration.
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Regarding the privacy and data protection policy theme, P4 said, "… there should be data
protection and privacy law that clearly articulates the accountabilities of the data handles." P5
reinforced the same and said, "Privacy and data protection are key to maintain … trust on
NDID". Furthermore, P5 recommended protecting the privacy and security of users' data using a
biometric-enabled security system when it is accessed. In addition, P4 suggests having an
organization or entity with clearly articulated responsibilities for handling users' complaints
about violated data protection rights. Table 3 illustrates the security recommendations for NDID
integration.
Table 3
The security recommendations for NDID data integration
ID

Thematic Unit

Participants

1

Privacy and data protection policy

P1, P2, P3, P4, P5, P6, P9

2

Usage monitoring and audit

P1, P7, P8, P9

3

Physical and virtual system protection

P1, P2, P3, P5

4

Clients’ authentication

P1, P3, P8

5

User authentication and authorization

P1, P4, P7, P8, P9

Concerning the usage monitoring and audit theme, P9 described the need for audit logs to
ensure that the different actors on the data can be monitored as per defined security policies and
procedures. In this regard, P9 said, "Every entry into the personal data storage system should be
logged into a secured audit log system. The logged data can later be audited and monitored about
who accessed the personal data and the purpose of the access." Similarly, P7 stressed the
importance of logging audit trails and said, "… there should be a permanent audit log for logging
audit trails of both successful and failed requests. In addition, the audit logs should include the
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associated application or system insights to monitor the volumes, sources, and reasons of
saucerful and failed requests."
Design and Architectural Recommendations for NDID Data Integration. This
thematic area consolidates participants’ responses to the second question, under section
2: security and design considerations for sustainable development of the interview questions (see
Appendix E). Regarding the first theme, Centralized system with distributed data management,
P1, P2, P5, and P9 explained their experience and described how essential it is to have a
centralized NDID system with distributed and clustered data management system. Regarding a
centralized NDID system, P9 described the benefits of a centralized NDID system to end-users.
P9 said, "a centralized digital identity system makes the life of individuals easier and enables
authorities to integrate with other organizations to exchange information and connect the data
related to the same person easily."
Regarding decentralized data management, P5 explains their experience in terms of the
federal government structure of Ethiopia. P5 said, "… regional governments and service
providers should be enabled to access the system in real-time, which requires a centralized NDID
database that is clustered and distributed to support such requests throughout the country."
Similarly, P9 reinforced the importance of centralizing and decentralizing NDID data integration
from a different perspective. P9 said:
… when different organizations need to access the NDID data, they can use the
centralized digital identification to fetch the decentralized data from the source and
connect these data for use without storing a copy of the data unless required.
Furthermore, decentralization using dedicated base registries containing basic
information about specific domains (drivers' licenses, healthcare, banking services)
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avoids having one big, centralized data store that contains everything that could cause a
big security risk.
The other design and architectural recommendations for NDID data integration themes
focus on the system's graceful failure handling, standard security frameworks, interoperability
and integrations, and the use of open sources and open standards. Regarding the need for
standard security frameworks for NDID data integration, P3 said, "… ensuring the security of
national identity data requires both legal and technical frameworks." P2 also supported this idea,
saying, "… the security and privacy of users' data should be secured using a zero-trust security
architecture with encryption of data-at-rest and data-in-transit.” Table 4 presents the
recommended design and architectural considerations for NDID data integration.
Table 4
The design and architectural recommendations for NDID data integration
ID

Thematic Unit

Participants

1

Centralized system with distributed data management

P1, P2, P5, P9

2

Standard security frameworks

P1, P2, P3

3

Graceful failure handling

P9

4

Interoperability and integrations standards

P1, P2, P3, P4, P5, P6, P8

5

Open source and open standards

P3, P4, P6, P7, P8, P9

Regarding fault-tolerance as a critical design consideration, P9 said, "… a critical system
like the national ID should be designed so that it is fault-tolerant, and failures in the different
components of the system should be gracefully handled so that the system remains operational.".
Most participants recommend profound consideration of interoperability and integration
standards in designing and implementing the NDID data integration system. In this regard, P5
described the cost of a design and implementation effort of an NDID data integration system
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without interoperability and integration standards. P5 said, "…without clearly defined data
collection, integration and interoperability standards, an NDID data integration and system
implementation would be a waste of national resources."
Standards and Procedures for NDID Data Integration. This thematic area contains six
themes from participants’ responses to the two questions under section 3: national digital ID
standards of the interview questions (see Appendix E). When describing the need for data
governance guidelines and policies at a national level, P3 said, “… policies and guidelines can
play a great role in addressing users’ consent-related challenges.”. P9 articulated the same idea,
saying, “At a national level, policies, standards, and data governance guidelines are required.”
Furthermore, P4 recommends a clearly outlined and defined governance for NDID data
integration and the collaboration with and among stakeholders in the NDID ecosystem.
Regarding the need for standards around interoperability and integration, P5 said,
“… these integrations and interoperability details should have standards and guidelines to
facilitate the data flow between different systems. Without clearly defined data
collection, integration, and interoperability standards, an NDID data integration and
system implementation would waste national resources."
Regarding national policies and regulations, P9 stressed the importance of having several
NDID-related policies and ensuring their proper execution. P9 said, "… there must be several …
policies and controls in place, and it must be ensured that all the authorities that use the digital
identity data follow these rules and regulations." On the other hand, regarding national and crossborder standards, P5 described the importance of cross-country NDID system integration and
suggested using standard biometric modalities to enable it.
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P9 recognized the challenge of having cross-border NDID data integration, saying, “…
one big challenge in the digital identification cross-border use is a single individual could have
different digital identification in two countries." As a result, P9 acknowledged the need for crossborder standards mainly developed by multiple countries. Table 5 presents the recommended
national standards and procedures for NDID data integration.
Table 5
Recommended standards and procedures for NDID data integration
ID

Thematic Unit

Participants

1

Data governance guidelines

P1, P3, P4, P5, P6, P8, P7, P9

2

National policies and regulations

P1, P3, P4, P5, P6, P7, P8, P9

3

National and cross-border standards

P5, P9

4

Institutional and administrative procedures

P1, P6, P7

5

International standards

P1, P2, P3, P4, P5, P6, P8

6

International experiences

P1, P2, P4, P8, P9

7

Good ID Principles

P4, P8

Based on their experience in a multi-year NDID project that resulted in multiple
initiatives, P7 describes the issue of not having institutional and administrative procedures,
saying “…initiatives will not be in sync with the core objectives of having a centralized NDID
system.” As a result, P7 recommended a well-defined legal entity to coordinate NDID data
integration initiatives. Similarly, besides having well-established national policies and
regulations, P4 indicates the need for independent data regulation and governance entity, saying
… concerning governance, the NDID system should be developed and implemented
following laws, policies, standards, and guidelines. Concerning governance, to avoid
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users’ data handling issues, there should be a separate entity that oversees, governs, and
controls the proper execution of security and data protection policies and practices.
In addition to the national standards, procedures, and governance guidelines-related
themes, the international standards theme emerged in the responses of almost all the participants.
The participants’ responses described several specific NDID system's related ISO standards,
such as biometric image standards, devices, and systems' interoperability standards. All the
participants, P1, P3, P4, P5, P6, and P8, who recommended different international standards,
have also recommended different data governance guidelines, national policies, and regulations.
Participants recommended adopting international experiences from countries that have
already implemented NDID systems using open standards and open sources. In this regard,
describing India’s more than 1 million population and its ability to successfully implement an
NDID system (Aadhar), and provide good coverage, P1, P2, and P8 have commonly suggested
learning experiences from India. In line with this, P8 shared their similar experience, saying,
“…the unique NDID number generation best practice was examined using experiences of
countries like India, Nigeria, Morocco, Rwanda, Tunisia, and the Philippines.”
Regarding the good ID principles developed by the World Bank's identity for
development (ID4D) program, P4 and P8 recommended reviewing the good ID principles and
ensuring that each of the principles is considered during the NDID data integration
implementation. P4 describes how some of the national standards should be adapted from good
ID principles, such as inclusiveness, saying, “... anyone living anywhere in the country (remote,
mobile, urban) should be included and provided with the NDID card”. Extending P4’s idea, P8
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suggests closely aligning the NDID system implementation with the ten principles outlined in the
good ID guidelines of ID4D.
Value Propositions for NDID Data Integration Efforts. The five themes in this
thematic area emerged from participants’ responses to the fourth question, under section 3:
national digital ID data integration of the interview questions (see Appendix E). The themes in
this thematic area focus on how participants responded to the benefits of an NDID data
integration as a value proposition to pursue functional identity data owners for the NDID data
integration. All participants unanimously responded on the benefits of NDID data integration on
two themes: eliminating redundant infrastructure costs and providing efficient identity
authentication services, which benefit service providers and consumers.
When describing the elimination of redundant information cost as a value proposition of
NDID data integration, P4 said, "It avoids the operational cost of collecting the same data while
avoiding the unnecessary waste of time and resource needed to re-register residents and provide
their NDID number." P1 also supported this idea, saying, "if the data is already collected at
different places for different purposes, using the already collected data could save much more
human and financial resources." Furthermore, P8 said, "Apart from avoiding duplication of
efforts to maintain multiple systems in multiple institutions, a centralized NDID system provides
a reliable service to uniquely identify and authenticate individuals from the entire population."
Regarding cost-effective benefits of NDID data integration, P4 said, "NDID system
provides central authentication services for uniquely identifying public and private service
users." Furthermore, P4 advised against building an identity service focused on an organization's
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customers, noting the cost to build the system and afford the operational, software license, and
hardware costs. Table 6 presents the value propositions for NDID data integration.
Table 6
Value propositions for NDID data integrating from disparate systems
ID

Thematic Unit

Participants

1

Eliminate redundant infrastructure costs

All participants

2

Efficient and reliable identity authentication

All participants

3

Broader population coverage

P2, P8

4

Solving system scale-up issue

P8, P9

5

Facilitating focus on core business

P4, P5, P8

According to P8’s description of the benefits of NDID data integration, the three themes,
such as broader population coverage, solving system scale-up issues, and facilitating focus on
core business, are interrelated. In this regard, P8 said, “Collaboration of other institutions with
the NDID system program enables the program to provide a reliable and scalable service,
enabling them to rely on the NDID auth service and focus on their core businesses.” Regarding
NDID’s broader population coverage for reliable identity service, P8 said,
“… Institutions managing their identity services do not have any business reasons or
financial benefits to scale their services to deal with the unknown and uncovered
population. As a result, institutions realize that their identity service will be unreliable,
with no way to mitigate the risks associated with the unknown population and seek a
solution to address these issues."
Risks and Recommended Mitigations for NDID Data Integration. The purpose of the
first question, under section 5, risk and mitigation consideration for the national digital ID
project of the interview questions (see Appendix E), was to identify potential risks and
recommended mitigations for NDID data integration projects. Based on participants' responses,
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five themes emerged. First, all participants agreed that institutional and administrative risks
should be noted in NDID data integration projects. Concerning this, P7 described the risk and
associated mitigation, saying
… the first and foremost risk that would hinder the NDID system implementation
originates from the institutional arrangement created for developing and implementing
the NDID system. Therefore, it is essential to create a separate legal entity that is vested
and responsible for the overall activities of the NDID system implementation.
Regarding the legal and regulatory-related risks, P3 said, “since the NDID system is an
important system, it should be protected by law not to be abused or exploited to put the national
security and individuals at risk.” Similarly, P4 described related risk and provided mitigation,
saying, “… the actual implementation should be maintained by a robust organization, strong
organizational leadership, and effective governance structure.” P4 further explained the risk
mitigation, saying, “robust organizational structure facilitates the creation of NDID ecosystem
laws, policies, guidelines and standards, and effectively following up on the …execution of these
laws, policies, and guidelines.” Table 7 illustrates the potential risks and mitigation
recommendations for NDID data integration projects.
Table 7
Potential risks and recommended mitigations for NDID data integration
ID

Thematic Unit

Participants

1

Institutional and administrative

All participants

2

Legal and regulatory

P3, P4, P6, P7, P8, P9

3

Country-specific and cross-border

P1, P6, P7, P9

4

Technical and operational

P1, P7, P8

5

Public awareness

P1, P3, P6, P8
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Concerning country-specific and cross-border related risk, P9 said, “… one big challenge
in the digital identification cross border use is a single individual could have different digital
identification in two countries.” As a mitigation to the risk described, P9 said, “enable countries
to connect cross-border digital identifications so that individuals could use their digital identity
from one country to access their digital services in another country.”
Regarding country-specific risks, P7 provided a practical example related to similarities
between people living in the remote border areas of Ethiopia. P7 said, "Since these border
regions are remote, people may not present credible source documents to identify themselves,
making it difficult to distinguish these people when providing them with registration IDs." In
response to the mentioned risk, P7 suggested cost-effective mitigation. P7 said, "…collect the
biographic data, without the biometric data, at the Kebele level with minimal cost, to use the
official language and English on the NDID card, and collect the household data."
When describing technical and operational risks, P1 said, “... the operational aspects of
the NDID system require considering the number of registration centers, training enough
registration officers, and building the technical capabilities of the core team.” Concerning costrelated operational risk and mitigation, P7 added, “the operational cost of the project is for the
lifetime of the system and covering this operational cost, and ways of sustaining the system
should be clearly defined.
P1, P3, P6, and P8 described their experiences regarding public awareness risks and
mitigation. In this regard, P3 said, “The main challenge for NDID system implementation is
public awareness. So, users may think of NDID as a government central control system … and a
tool for tracking people for devilish purposes.” Similarly, P1 explained public awareness as the
first and foremost thing to consider, saying, “The first and foremost thing to be considered in
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NDID implementation is creating awareness about the program and the system.” Finally, P6 and
P8 described public awareness risks and provided mitigations.
As a mitigation to the public awareness issue, P6 said, "The implementation of NDID
system requires brainstorming and creating awareness about what it is, why a nation needs it, its
practice in other countries, what it needs." Then, extending the public awareness risk mitigation
to institutions, P8 described institutional awareness-related risks and provided mitigation. In this
regard, P8 said
… there could be institutions that have already started the implementation of functional
ID systems and have already signed license agreements, which could create a parallel
effort…. Therefore, to mitigate this and related issues, it is crucial to extensively create
awareness about the strategic importance of the unified NDID system and its ability to
provide reliable and cost-effective authentication services for all institutions.
Research Question 2. What are the national digital identity and related components that big
data analysts need to establish for a digital identity big data analytics system?
This research question guides this study in gathering and obtaining relevant thematic
details from participants’ responses to identify data elements and components for establishing a
national digital ID-related big data analytics system. From the semi-structured interview
responses of participants, four thematic areas were identified corresponding to this research
question. The thematic unit and thematic area, under this research question, are described using
relevant participants’ experiences and quotes that provide additional context to the
comprehensive description of the thematic area or unit.
The analysis and findings of the four thematic areas noted from participants’ responses to
interview questions corresponding to Research Question 2 are described in subsequent sections.
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System Setup Recommendations for NDID-Related Big Data Analytics. The thematic
units in this area are produced from participants’ responses to the first question, under section 4:
big data management and analytics of the interview questions (see Appendix E). For example,
three participants in the first thematic unit, P3, P4, and P9, responded to strict security measures.
In this regard, configuring firewall access controls and access rights are recommended in setting
up an NDID-related big data analytics solution.
When describing their recommendation about security and strict access control, P9 said,
“… common protection methods such as firewalls, access controls, and access rights should be
carefully considered.” P3 supported this idea and said, “there should be a legal framework such
as policies and guidelines about how the big data analytics could access the NDID data.” On the
other hand, P8 described the need for a technical security solution that blocks unauthorized
access to the NIDID system and sets up authorization roles at different levels of the NDID
system. Extending P8’s idea, P7 described the modules and layers of security, saying, “…
modules and layers of the system security should be considered at the operating system, at the
application software, at the core and peripheral hardware devices, at the data center, and the data
transmission channels levels."
When describing the need to set up NDID trace log components for big data analytics, P8
said, "Systems accessing the NDID system are also tracked using audit logs to monitor access to
resources and automated user's consent processes." Apart from setting up operational trace logs,
P9 described the architecture of the trace logs to be decentralized. P9 stated, "… a decentralized
system is a lot more scalable and makes the logs of each system stored in a decentralized storage
making the data size a lot smaller and more secure than centralized log data storage." Table 8
illustrates the system setup recommendations for NDID-related big data analytics.
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Table 8
System setup recommendation for NDID-related big data analytics
No

Thematic Unit

Participants

1

Configure firewall access controls and security modules

P3, P7, P8, P9

2

Setup operational and system trace logs for each NDID component

P8, P9

3

Maintain the required hardware and software cost

P3, P9

4

Reliable storage, network, and transmission bandwidth

P5

5

Open-source components for cost-effective analytics

P3, P4, P8

Regarding maintaining the required hardware and software, P9 said, “… it is important to
identify the required infrastructure resources and the associated cost of setting up the hardware
and software infrastructures.” Regarding this idea, P3 commented saying, “… maintain systems
by procuring different software licenses and hardware infrastructure.” For maintaining a reliable
network and data transmission bandwidth, P5 said, “For integrating the different identity systems
and storing the stream of data from the different sources, there should be a reliable network,
enough data transmission bandwidth, and reliable data storage platform.” Extending the same
recommendation for big data analytics, P5 further said, “For implementing big data analytics
solutions, it is important to address the storage and network infrastructures.”
P3, P4, and P8 recommend setting up NDID-related big data analytics solutions costeffectively. P4 said, "NDID system development and implementation teams should use open
source and open standard software." Supporting this idea, P3 described the advantage by saying,
"open source and open standards to facilitate interoperability and avoid vendor lock-ins." On the
other hand, P8 explained the associated flexibility of using open source for big data analytics
solutions. P8 said
… solutions for NDID system-related big data storage management make the big data
management solution flexible to integrate different open source-based components that
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could facilitate cost-effective analysis and generation of insights. In order to facilitate the
portability of solutions, it is recommended to follow standardized analytical practices and
use popular and open-source analytics frameworks with cost-effective platforms.
Recommended Components for NDID-Related Big Data Analytics. The thematic
units in this area emerged in participants' responses to the second question under section 4: big
data management and analytics of the interview questions (see Appendix E). Among the
recommended components needed for NDID-related big data analytics solutions, P1 and P8
recommended flexible and scalable computing infrastructure. In this regard, P1 said, “For
handling and managing big data and multi-dimensional data processing and modeling, software
and hardware infrastructures are needed.” P9 further elaborated on P1’s recommendation
commenting on the flexibility and type of infrastructure needed by saying
… there should be a scalable and flexible computing infrastructure. Let us consider Cloud
versus on-premises from this perspective. The Cloud is more scalable and easier to do big
data analytics because the cloud platform makes it easier to get scalable storage and
computing resources.
Big data analytics tools are among the recommended components of big data analytics
components. In this regard, P1, P3, and P4 recommended available big data analytics tools. P3
provided a general comment concerning these tools, saying, “The most important aspect for big
data analytics and management is creating a data warehouse and ensuring the required software
tools are in place.” In a more specific way, P1 promoted P3’s recommendation, saying, “… for
big data analytics, we need tools such as data integration tools, data visualization tools, business
intelligence tools that data analysts and data engineers can use.” Furthermore, for handling
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specific big data types, P1 said, “… for handling and managing big data and multi-dimensional
data processing and modeling, software and hardware infrastructures are needed.”
Regarding more specific big data storage and processing platforms, P2, P3, P5, P6, and
P9 recommended different platforms that enable big data analysts to perform NDID-related big
data analytics. As part of the big data analytics components, among participants' recommended
platforms for NDID-related big data analytics are Hadoop, KFKA, Apache Spark, file-based
object stores, data warehouse, and Cloud. In this regard, P2 recommended considering and
leveraging these technologies, and P2 said, "NDID system design should consider leveraging big
data technologies such as KFKA, Apache Spark, and Hadoop ... to facilitate big data analytics
and generate insights from the data."
Concerning big data warehouse and its use to generate valuable insights that can inform
policymakers, P6 and P8 provided their recommendation. P6 said, “Such a big data warehouse
enables the country to generate useful insights that can be used to evaluate policies in action and
create new ones to address social and economic issues in the country.” P8 supported the idea and
further elaborated on P6’s recommendation, saying
… it would be helpful to have a big data warehouse and analytics component that extracts
the NDID system usage and each NDID component's log traces and generates insights.
The big data analytics generated insights could identify bottlenecks in the system
infrastructure, optimize the specific component, and improve the system.
Considering its minimal upfront cost for setup and use, P9 recommended the cloud
platform for big data analytics. P9 said, "In the cloud, you only pay for what you use, which
means you do not need a big upfront investment, which is required for physical hardware for a
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home-grown physical data center or on-premises environments." Table 9 summarizes the
recommended tools and platforms for NDID-related big data analytics.
Table 9
Recommended tools and platforms for NDID-related big data analytics
No Thematic Unit

Participants

1

Flexible and scalable computing infrastructure

P1, P9

2

Big data analytics tools

P1, P3, P4

Data integration and analysis tools
Business intelligence and data visualization tools
Multi-dimensional data modeling and processing tools
3

Big data storage and processing platforms

P2, P3, P5, P6, P9

Hadoop
KFKA
Apache Spark
File-based object store
Data warehouse
Cloud platforms
Recommendations for NDID-Related Big Data Storage and Management. The
recommended themes in this thematic area emerged from participants’ responses to the second
question in section 4: big data management and analytics of the interview questions (see
Appendix E). Four of the study participants, P1, P2, P8, and P9, recommended the use of
distributed storage and management trace logs. P1 said, “…use a distributed cluster architecture
to store the NDID data and logs.” P2 also supported distributed storage of data and trace
logs. Furthermore, P9 shared their general thought saying, “In general, I think that
decentralization is a very good approach.” P9 further elaborated on their comment, saying, "… a
decentralized system is more scalable and stores each system’s log in a decentralized storage
making the data size a lot smaller and more secure than centralized log data storage.”
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Regarding the storage of logs and application data, P9 cited their practical experience and
recommended setting strict requirements on the location and type of platform (Cloud vs. onpremises). In addition to redacting sensitive data from trace logs, P9 advised against using public
cloud data centers outside a country’s territory, saying, “… it should be required that any
sensitive data, NDID data or otherwise, is stored and processed within the country.”
P8 advised a national data center for artificial intelligence (AI) and big data analytics to
generate insights, saying
… operational activities could generate a huge amount of data which is amenable for big
data analytics and generation of insights. In this regard, a national data center for artificial
intelligence and big data analytics helps generate insights from the data collected about
the NDID system usage and the log traces of each NDID component.
Concerning trace log aggregation and generation of insights using a big data warehouse,
P5 said, "… big data warehouse created from the integrated NDID systems could provide a
holistic view of individuals' experiences at different public and private service providers.
Furthermore, such data can be used to create insights that help the government to create
accelerated e-government services." Table 11 summarizes the recommendations for NDIDrelated big data storage and management.
Table 10
Recommendations for NDID-related big data storage and management
No Thematic Unit

Participants

1

Use distributed data storage architecture for storing trace logs.

P1, P2, P8, P9

2

No sensitive personally identifiable information (PII) in trace logs

P9

3

Maintain a central (national) big data computing and AI data center

P8

4

Trace log aggregation for an end-to-end view

P5
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Potential big data features from NDID-related big data analytics. The themes in this
thematic area were gathered from participants’ responses to all the three questions under section
4: big data management and analytics of the interview questions (see Appendix E). Among the
features that can be leveraged from NDID-related big data analytics, respondents described
scenarios, such as generating insights for real-time fraud detection and alerting (P2) and reverse
search of individuals using face-matching artificial intelligence (AI) algorithms (P7).
Regarding the reverse-searching scenario during NDID data integration, P7 said, "One of
the potential areas that big data analytics facilitates in the NDID system is, searching individuals
using face matching artificial intelligence algorithms. This approach is useful when biometric
data are not fully available in source systems." P2 described NDID big data analytics for fraud
detection and alerting, saying, "… involve big data analytics for fraud detection and alerting."
Four participants, P5, P6, P7, and P8, described scenarios in which big data analyticsgenerated insights could be used to accelerate e-government services (P5 and P8), identify and
optimize NDID system’s operational bottlenecks (P6, P7, P8), and monitor system components'
operational efficiency (P5, P8). Concerning accelerated public and private e-services, P8 said, “a
centralized NDID system … accelerates providing scalable and reliable services for public and
private institutions.” Similarly, P5 supported the idea, adding technical details and saying, “…
such big data warehouse created from the integrated identity systems could provide a holistic
view of individuals' experiences at different public and private service providers. The data could
be used to create insights that help the government to create accelerated e-government services."
Table 11 summarizes the potential big data features from NDID-related big data analytics.
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Table 11
Potential big data features from NDID-related big data analytics
No

Thematic Unit

Participants

1

Real-time insights for fraud detection and alerting

P2

2

Reverse-searching using face-matching AI algorithms.

P7

3

Generating insights that can be used to

P5, P6, P7, P8

Accelerate public and private e-services

P5, P8

Monitor system components' operational efficiency

P5, P8

Identify operational bottlenecks and optimize the system.

P6, P7, P8

Track end-to-end view of individuals' e-service experiences

P5, P7

Identify hidden patterns and issues in the NDID system

P7, P8

P7 recommended maintaining a permanent log that will be used to log audit trails of both
successful and failed request types and commented on how these data could be used, saying, “...
monitor the volumes, sources and reasons of successful and failed requests.” P6 also commented
on the role of big data analytics-generated insights “to solve many national issues, using insights
generated using big data analytics.” Concerning NDID-related big data insights' use to identify
and optimize NDID system’s operational bottlenecks, P8 said,
…a big data warehouse and analytics component extracts the NDID system usage and the
log traces of each NDID component, and generate insights. The big data analytics
generated insights could identify bottlenecks in the system infrastructure, optimize the
specific component, and improve the system.
P5 and P7 explained how big data analytics-generated insights track end-to-end views of
individuals' e-service experiences. While P7 described how insights get tracked end-to-end,
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saying “… by linking the source data using the NDID registration numbers”, P5 clarified the
importance of these insights to improve public and private e-services, saying
… big data warehouse created from the integrated NDID systems could provide a holistic
view of individuals’ experiences with different public and private service providers and
create insights that help the government create accelerated e-government services.
P7 and P8 expressed the use of NDID-related big data analytics to detect hidden patterns.
In this regard, P7 said, “big data analytics generates insights and patterns about individuals'
transactions and events from NDID-integrated source systems.” Similarly, P8 explained the idea
from the NDID system's perspective, saying, “big data analytics can identify hidden patterns and
system issues in the NDID system execution and help address those system issues.”
Evaluation of the Findings
Various frameworks were proposed to facilitate the big data solution implementation and
integration processes (Chalaemwongwan & Kurutach, 2018; Festus et al., 2017). However,
approaches proposed in the existing literature do not adequately address the big data
harmonization issue that requires significant time and labor to integrate different data sets into a
central digital identity database.
This research explored approaches to establish a big data integration and harmonization
framework to respond to the problem. The findings of this research were founded on a theoretical
framework that was an amalgamation of components of design theory (DT) (Agogué & Kazakçi,
2014; Gregor & Jones, 2007) with concepts from three sources: the theories of big data and data
analytics (Daniel, 2018; Guerra et al., 2019), World Bank Group (2021), and standards and
frameworks defined by the international organization for standardization (ISO).
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To attain this study's aim, two guiding research questions, RQ1, which was focused on
NDID data integration, and RQ2, which was focused on NDID-related big data analytics, were
defined. The analysis of data collected from the study participants is aligned with the gap in
existing research in that the participants recognized the importance of a data integration
framework to accelerate an NDID system's timely implementation. Furthermore, in line with the
need for a sound data integration framework for timely implementation of the NDID system, the
study participants provided valuable insights to recognize the economic benefits that greater
adoption of NDID could unlock and enable countries to achieve their digital identity
commitment by 2030 (Esquivel-Korsiak & Mittal, 2018; Martin, 2021, Saputro et al., 2020).
In response to RQ1, six focus areas were identified: challenges, security
recommendations, design and architectural recommendations, standards and procedures, value
propositions, and risks and mitigations for NDID data integration. From the NDID data
integration challenges issues, in descending order of prevalence, are data and system standards,
lack of data protection guidelines, data quality, and data format. From the NDID data integration
security recommendations, the security measures in descending order of prevalence are privacy
data protection policy, user authentication and authorization, system protection, usage
monitoring, and clients' authentication. In addition, the two most recommended design and
architectural considerations for NDID data integration are interoperability and integration
standards and the use of open source and open standards.
The fourth focus area is recommendations of standards and procedures for NDID data
integration. In this area, the three most recommended areas are developing national policies and
regulations, data governance guidelines, and closely following international standards. The fifth
focus area in RQ1 was value propositions for NDID data integration. In this area, participants
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unanimously indicated two benefits as value propositions of NDID data integration: the
elimination of redundant infrastructure costs and efficient and reliable identity authentication.
Finally, the six focus areas identified the potential risks and mitigations for NDID data
integration projects. Institutional, administrative, legal, and regulatory issues were identified as
the most common risks, and participants advised related mitigations.
Regarding RQ2, four focus areas of NDID-related big data analytics were identified and
were aligned with the existing literature (Daniel, 2018; Guerra et al., 2019). The first three areas
(system setup, analytics components, data storage, and management recommendations) outlined
the analysis results of respondents' responses for setting up an NDID-related big data analytics
solution. The fourth and final area (features to be leveraged) presented participants' responses on
the potential features and scenarios of NDID-related big data analytics.
Summary
This qualitative study aimed to establish strategies to create a data harmonization
framework for integrating a national identity database based on experts' insights, experiences,
and thoughts captured using a semi-structured interview. The study involved nine participants
who had experiences with NDID and related systems' implementations, summarized in Table 1.
Valuable data was collected using eight face-to-face and one remote semi-structured and
recorded interview. Two research questions guided the analysis results of the study: RQ1 focused on NDID data integration and RQ2-focused on NDID-related big data analytics.
In response to RQ1, six thematic areas were identified and analyzed from the
interviewees' responses. The thematic areas focused on challenges, security recommendations,
design, and architectural recommendations, standards and procedures, value propositions, and
risks and mitigations for NDID data integration. From the NDID data integration challenges, the
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most prevalent thematic units were issues associated with data and system standards, lack of data
protection guidelines, and data quality. Among the NDID data integration security
recommendations, most participants recommended having a privacy data protection policy.
Regarding RQ2, four thematic areas of NDID-related big data analytics were identified.
The first three thematic areas (system setup, analytics components, data storage, and
management recommendations) outlined the analysis results of respondents' responses for setting
up an NDID-related big data analytics solution. The fourth and final thematic area (features to be
leveraged) of the NDID-related big data analytics presented participants' responses on the
potential features and scenarios of NDID-related big data analytics.
Finally, the evaluation section presents the significance of the research, summarizing the
analysis results outlined in the results section of the chapter.
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Chapter 5: Implications, Recommendations, and Conclusions
Integrating data sets from multiple standalone data sources into a centrally managed
identity database has been a slow and daunting process for many countries struggling to
implement the national identity databases. This problem has existed in 17 African countries
surveyed by the WBG (2017), having highly fragmented identity systems maintained in different
databases for civil registration, identification, and functional uses. The highly fragmented
identity databases observed in most of the 17 African countries (WBG, 2017) and the ad hoc data
harmonization process from such fragmented databases into a central digital identity database
played a significant role in slowing down the rollout of digital identity (Aziz, 2017; WBG,
2017). Unfortunately, the existing literature does not adequately address this data harmonization
issue requiring significant time and labor for digital identity data integrations (Festus et al.,
2017), as observed in 17 African countries (WBG, 2017).
This qualitative exploratory study aimed to explore, understand, and establish a data
harmonization framework used for integrating a national identity database with disparate digital
identity data sources. The study data collected the experiences and perspectives of participants
who have had years of experience designing and implementing NDID systems for a country.
A qualitative approach guided by two research questions with a qualitative design method
was used to facilitate the research. Consequently, to ensure flexibility and entertaining new ideas,
insights, and inquiries (Creswell & Creswell, 2018), a face-to-face interview of domain experts
was conducted using a semi-structured set of interview questions. Voluntary participation of
individuals was ensured using an informed consent letter (see Appendix C). Furthermore, faceto-face interview questions (see Appendix E) were used to collect the study data in a consistent
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approach using an interview protocol (see Appendix D). As a result, participants of the study
candidly shared their practical experiences in recorded and one-to-one interview sessions.
The study data collected from the participants was rich and helped obtain a practical and
deeper understanding of the challenges of NDID data integration efforts, various
recommendations that can be used during NDID realizations, and potential risks and mitigations.
In addition, the collected study data is used to establish a framework that might help digital
identity solution developers and technology leaders effectively communicate the integration
details and accelerate the implementation of NDID databases for countries. Furthermore, the
study data was used to define big data analytics characteristics that can create hindsight, insights,
data visualizations for data-driven decisions, and machine learning models to detect hidden
patterns in the NDID systems.
Regarding the limitations in this study, there was a limitation related to the interview
participants’ IT industry and NDID implementation experience, predominantly from one
country, Ethiopia. Although most participants have diversified IT industry experience in
different domains, their practical NDID and related experiences were from the National ID
program, vital events registration agency (VERA), and the regional VERA (RVERA), which
were all in Ethiopia. There were also limitations related to participants’ responses that could be
misinterpreted by environmental, anxiety, bias, or stress-related factors (Ellis & Levy, 2009;
Price & Murnan, 2004). Furthermore, the limited ability to generalize the results of data
collected from the small sample size (nine participants) is another limitation. In addition, bias
could easily be introduced in the study, which constitutes limitations since the primary
investigator designed and conducted the interviews, interpreted the interview responses from
Amharic to English, and performed the analysis.
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Chapter 5 is outlined in three main sections: the implications and findings of this study,
recommendations for practice, and recommendations for future research. The implications
section outlines and reinforces the study's results regarding the two guiding research questions of
the study and explains areas where the results are aligned with or deviated from other related
studies. The recommendations for practice section outlines how the results from this study can be
applied in data integration practices in general and NDID-related data integration. Furthermore,
the recommendations for practice section highlights the practical applications of NDID-related
big data analytics. The recommendations for future research section provides this study's logical
next steps and recommendations on how the study could be extended. Finally, the conclusion
section summarizes the chapter's main points and the research study.
Implications
This section outlines and reinforces the study's results based on the two guiding research
questions of the study, covering each research question independently, and explains areas where
the findings of this study are aligned with or deviated from other related studies.
Research Question 1. How can national digital identity solution providers and stakeholders
be supported in integrating national digital identity data from multiple data sources?
The objective of this research question was to explore, understand, and establish a data
harmonization framework for integrating a national identity database from disparate digital
identity data sources. Concerning this research question, six thematic areas were identified from
the research participants’ responses, and the analysis and findings of these thematic areas are
outlined in Chapter 4. Therefore, the implications of the analysis results, their alignment with,
and deviation from related studies are outlined in subsequent sections.
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Common Data Integration Challenges. This study suggests that the most common
NDID data integration challenges are data format and quality issues. In addition, data format and
data quality issues coexisted as data integration challenges. As a result of the data format and
data quality issues, NDID data integration projects encountered data standard and compatibility
issues that needed considerable time to resolve. This claim is aligned with the existing body of
literature that integrating data sets from fragmented data sources into a centrally managed
identity database has been a slow and daunting process for many countries struggling to
implement the national identity databases (Aziz, 2017).
Although the existing literature does not adequately address the data integration issue that
needs significant time and labor for mapping and moving data from heterogeneous sources
(Festus et al., 2017), several approaches were proposed. Among the approaches proposed are
using distributed file systems (Sazontev & Stupnikov, 2019), using mediated schema-based
queries (Festus et al., 2017), data-mapping based on standard identifiers (Faezov & Dunbrack,
2021; UniProt, 2021), using semantic queries based on linked data technique (Mihaylov et al.,
2019). In addition, to address the common data interpretation issues identified in this study,
defining a unified target data schema and schema alignment from the different data source
schemas for integration (Sazontev, 2018; Sazontev & Stupnikov, 2019) could be considered.
This study observed that data formats (schema) vary from source to source in a
heterogeneous data integration setting; source schema profiling, scoring, and implementing
probabilistic schema suggested by Sazontev and Stupnikov (2019) could be used for defining a
unified target schema. Furthermore, given the sheer volume of the NDID data size, the data
format and quality issues need an automated solution, unlike the manual data integration and
handling of data format issues through manual reviews as observed and proposed in some
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literature (Drysdale et al., 2020; Magrane & Consortium, 2010). On the other hand, ISO
standards serve as theoretical lenses to assess the standardized data exchange formats, enrolment
requirements, and security evaluation needs (ISO, 2009a; ISO, 2014; ISO, 2018b).
Security Recommendations for Data Integration. The security recommendations for
NDID data integration included the need for a privacy and data protection policy, the usage
monitoring and audit trails, the physical and virtual system protection, and the clients' and users'
authentication and authorization. Well-defined data protection and privacy laws that delineate the
accountabilities of the data handlers are noted to be the key to maintaining users’ trust in the
NDID system. In addition to data protection policies and guidelines, the results of this study
suggest technical solutions such as the use of a biometric-enabled security system when users’
data and the NDID systems are accessed.
Concerning the security recommendations, the findings of this study are aligned with the
data privacy ISO standards defined for data integration needs (ISO, 2011; ISO, 2015; ISO,
2018b; ISO, 2019b; ISO, 2020). In addition, the privacy, data protection, and security guideline
needs identified in this study are aligned with a proposed authentication and trust framework
comprising a set of technical and legal rules to achieve trust between stakeholders (Grassi et al.,
2017; WB, 2018). Furthermore, the findings of this study regarding the security of users’ digital
identity data align with principle 6 (securing data by design) and principle 8 (ensuring security
through a comprehensive legal framework) of the Principles on Identification (Clark, 2018;
World Bank Group [WBG], 2021).
Design and Architectural Recommendations. Regarding the design and architectural
consideration, the result of this study suggests how essential it is to have a centralized NDID
system with distributed and clustered data management system. Furthermore, this study claims
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that a centralized NDID system makes users’ public and private service usage experiences easier,
enabling organizations to connect a single user's data from various systems and exchange it with
other organizations easily. On the other hand, the decentralized and clustered database
architecture enables regionally distributed service providers to access the system in real-time
through a centralized NDID system and support requests at the national level.
The design principles published by the World Bank Group (WBG, 2021) are focused on
the technical implementation details. As a result, the NDID system should satisfy the principles
of trust, security, interoperability, and operational sustainability identity system. Furthermore,
regarding centralized versus distributed design approaches observed in this study, centralized,
federated, and user-centric identity services are proposed to ensure digital identity systems'
efficiency, protection, and security (Boysen, 2021; Hardjono, 2019; Soltani et al., 2021). Using a
centralized NDID system for its digitized public services, Estonia reported saving over 1400
years of working time and 2% of GDP annually (Martinson, 2019).
A centralized system with distributed data management design and architectural approach
is also suggested to store the basic users’ information at a central NDID system keeping the
functional and domain-specific details in the distributed domain-specific systems. In this regard,
the basic data stored in the centralized NDID system is claimed to be used to fetch and connect
detailed data from one or more decentralized domain-specific systems on a need basis, which
aligns with the approach prosed by Festus, Sunday, and Jeremiah (2017). Furthermore, such
decentralization using dedicated base registries containing basic information about specific
domains is claimed to avoid a big security risk associated with one big and centralized data store
that contains everything.
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Standards and Procedures. Regarding the standards and procedures for NDID data
integration, the need for data governance guidelines and policies at a national level is an agreedupon suggestion. Standards and governance guidelines for NDID data integration and the
collaboration with and among stakeholders in the NDID ecosystem are claimed to facilitate
integrations and interoperability details. Furthermore, data collection, integration, and
interoperability standards are claimed to avoid slow and complex data integration processes and
considerably save organizational resources. This claim is aligned with the emphasis given by the
international standards organization (ISO), which published more than 22000 ISO standards and
related documents (ISO, 2018a; Zhao et al., 2020) to realize the 17 United Nations' sustainable
development goals (SDGs).
Of the 22000 ISO standards defined to realize the 17 SDGs, more than 155 of the
standards are published for SDG 16 (Zhao et al., 2020), including the SDG 16.9, which focuses
on realizing birth registration 2030 (Esquivel-Korsiak & Mittal, 2018). In addition, existing ISO
standards are also being reused in different aspects of NDID, such as the ISO standard
framework for authentication assurance (ISO, 2013), for assessing the scalability of the data
integration at the target identity system.
To successfully implement a digital identity system in a country, individuals' data
protection and privacy rights should be in place to establish regulatory enforcement and
restorative frameworks (Dixon, 2017). This finding is aligned with the needs of appropriate
policies, standards, and procedures identified in this study as vehicles for the successful
implementation of the NDID system. In addition, in alignment with the findings of this study, it
is recommended to clearly define the role of each stakeholder in the implementation of the NDID
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systems and use of the services, using guiding principles and standards (Eaton et al., 2018;
WBG, 2018).
Value Propositions for NDID Data Integration. For realizing NDID data integration,
the results of this study establish promoting the benefits of NDID as a value proposition to
pursue functional identity data owners for the NDID data integration. A centralized NDID data
integration effort claimed to eliminate redundant infrastructure costs by saving the operational
cost of collecting the same data and avoiding the unnecessary waste of time and resources
needed to re-register residents and provide their NDID cards. Furthermore, apart from avoiding
duplication of efforts to maintain multiple systems with a subset of the population data in
multiple institutions, a centralized NDID system is claimed to provide a reliable service to
uniquely identify and authenticate individuals from the entire population.
In alignment with the value proposing findings of this study, several examples worldwide
demonstrate robust, inclusive, and responsible national digital identification systems as powerful
drivers of inclusive and sustainable development (Esquivel-Korsiak & Mittal, 2018). In addition,
a properly designed and implemented digital identity system, with careful considerations of
security, privacy, inclusion, and citizen empowerment, is claimed to ensure realizing significant
economic values (Mir et al., 2020) from the system. Furthermore, in alignment with the findings
of this study, the digital identification initiative is encouraged by the positive impact of digital
transformation on development and its financial benefits in developed countries (Billestrup &
Stage, 2014) and some developing countries (Gaur & Padiya, 2016; Mićić, 2017).
A digital identification or electronic identity (e-ID) system is a platform of technologies,
processes, and policies that enable a person to prove unambiguously and securely and assert their
legal rights in a digital context (Atick, 2016). On the other hand, according to Demirgüç-Kunt et
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al. (2018), the primary barrier to accessing financial services in low-income countries was the
lack of individuals' legal documentation. In this regard, NDID systems are claimed to play a
significant role in streamlining the government's electronic cash transfer services (Randall et al.,
2017; Reuben & Carbonari, 2017; Sen, 2019). These claims and observations are well-aligned
with the individual and organizational value proposition findings of this study.
This study noted that the broader population coverage for identity service, solving system
scale-up issues, and enabling businesses to focus on their core business are the added value
propositions of centralized NDID data integration. In alignment with this study’s observation,
Kuperberg et al. (2019) noted that Emirates digital ID cards can store multiple functional and
encrypted identity data like insurance documents, health records, and passport information,
enabling the ID to serve as an identity and functional ID reliably. In this regard, the results of this
study revealed the importance of the NDID data integration to enable the system to provide a
reliable and scalable service, enabling businesses to rely on the NDID auth service and focus on
their core businesses.
Risks and Recommended Mitigations. This study identified five risks and
recommended mitigations for NDID data integration projects. As per the results of this study,
some institutional and administrative arrangements created for implementing the NDID system
are potential sources of risks that could hinder the NDID system implementation. In this regard,
the results of this study suggested a mitigation approach by creating a separate legal entity
authorized to oversee and adjust the overall NDID system implementation efforts as needed.
Two of the good ID principles published by the World Bank Group (WBG), under the
inclusion pillar, focus on ensuring non-discriminated universal access to legal identity for
individuals and removing barriers and gaps associated with cost and technology to access legal
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identity (WBG, 2021). However, this study also noted that a lack of well-defined legal and
regulatory policies could expose the NDID system to be abused or exploited, thereby putting the
national security and individuals at risk, which would cause individual and organizational trust
issues. Therefore, despite the WBG (2021) principle for non-discriminated universal access to
NDID, a lack of trust could prevent individuals and organizations from using the NDID identity
services.
The cross-border NDID interoperability issue was noted as a challenge in the crossborder use of NDID, risking a single individual getting different digital identifications in two or
more neighboring countries. This study suggested mitigation by enabling countries to connect
cross-border NDID efforts and enable individuals to be uniquely identified and offered digital
services in other countries using their country’s digital identity. This mitigation is aligned with
the cross-border digital identity systems’ interoperability which is being developed by countries
like Estonia and Finland (Sullivan, 2018). Furthermore, the effort to develop interoperable digital
identity systems between countries has been extended to a regional scope like the EU (Sullivan,
2018) and East Africa (Esquivel-Korsiak & Mittal, 2018), involving several countries.
Public awareness is important for the success of NDID implementation. In this regard,
while some countries are successfully providing 99% of public services to their citizens as eservices (Martinson, 2019), other countries like Jamaica and Nigeria have faced legal and
operational issues when implementing the digital identity system (Dunn, 2020; Uzodike &
Onapajo, 2019). For addressing such issues during the NDID system implementation, this study
noted that the main challenge is a lack of public awareness. In addition, users may think of
NDID as a government central control system or a tool for tracking people for devilish purposes.
Furthermore, inadequate regard for public awareness and protection of citizens’ rights results in
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legal challenges during collecting and storing sensitive identity-related data, as observed in
Jamaica, India, and Kenya (Dixon, 2017; Dunn, 2020; Weitzberg, 2020).
Research Question 2. What are the national digital identity and related components that big
data analysts need to establish for a digital identity big data analytics system?
The objective of this research question was to identify data elements and components for
establishing a national digital ID-related big data analytics system. Concerning this research
question, four thematic areas were identified from the research participants’ responses, and the
analysis and findings of these thematic areas are outlined in Chapter 4. Therefore, the subsequent
sections outline the implications of this study’s analysis results and their alignment with and
deviation from related studies.
Infrastructure Setup for Big Data Analytics. This study suggested setup
recommendations for NDID-related big data analytics infrastructure. Among these
recommendations, configuring the big data analytics platform with a strict security control was
focused on the details and importance of careful configurations of common infrastructure
protection methods such as firewalls, access controls, and access rights. In this regard, a legal
policies and guidelines framework about how big data analytics pipelines could access the NDID
data and the need for associated technical security solutions to set different authorizations to
access the NIDID system was also suggested.
This study's infrastructure setup findings align with the World Bank (2018), which
outlined an evaluation and assessment framework for NDID-related hardware and software
components with key parameters such as maturity, performance, scalability, adoption, security,
and affordability. In addition, NDID implementation and execution are facilitated by tools
(OECD, 2019) that involve identification-related hardware and software technologies (Grassi et
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al., 2017; Priyasta et al., 2018; Preciozzi et al., 2020). Furthermore, big data computing
infrastructure needs should be carefully evaluated (Kharat & Singhal, 2017).
The study suggested identifying the required infrastructure resources and the associated
cost of setting up the hardware and software infrastructures regarding the required hardware and
software. Furthermore, the recommended core infrastructure components for implementing big
data analytics solutions are maintaining hardware and software, a reliable network with the
required data transmission bandwidth, and a reliable data storage platform. In this regard, the use
of open source and open standard big data management solution components is suggested to
facilitate cost-effective analysis and generation of insights, improve interoperability, and avoid
vendor lock-ins.
Big Data Analytics Platform Components. This study revealed the need for a flexible
and scalable computing infrastructure for handling and managing NDID-related big data and
multi-dimensional data processing and modeling. Compared to the on-premises-based big data
analytics platforms, the Cloud platform is suggested for its flexibility in getting scalable storage
and computing resources. Furthermore, Cloud service providers' "pay for what you use" cost
model and the Cloud platform’s minimal upfront cost for setup are noted as advantages over the
on-premises platform for avoiding the need for a big upfront investment set up equivalent onpremises platform.
There is no current literature regarding NDID-related big data analytics. However, the
intelligent data integration strategies for integrating massively large-scale and heterogeneous
proposed by Mihaylov et al. (2019) and studies on the analysis, modeling, and interpretation of
insights (Akhtar et al., 2019; Gandomi & Haider, 2015) have alignments with the findings of this
study. This study suggested big data analytics tools for data integration & analysis, business
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intelligence and data visualization, and multi-dimensional data modeling and processing. In this
regard, the specific platforms suggested in this study to facilitate big data analytics and generate
insights are Hadoop, KFKA, Apache Spark, file-based object stores, data warehouse, and Cloud.
Big Data Storage and Management. This study covers big data storage and
management for NDID-related big data analytics. The study results indicate the technical
importance of decentralized and distributed storage and management of trace logs. As per the
result of this study, a decentralized system is claimed to be a lot more scalable and facilitates the
NDID components to be stored in decentralized storage, making the data size a lot smaller and
more secure than centralized log data storage. Furthermore, the results of this study promote
setting strict security requirements on the location and type of platform (Cloud vs. on-premises),
employing redaction of sensitive data from trace logs, and performing sensitive data storage and
analytics within the territory of the NDID-system’s country.
The findings of this study are aligned with the role of NDID, and the big data storage
architecture needed for NDID-related data analytics. In this regard, NDID is claimed to facilitate
online transactions and accessing public and private services (Boontaetae et al., 2018), and the
distributed data storage architecture of the NDID system is promoted and recommended in the
latest digital identity implementation studies (Boysen, 2021; Mühle et al., 2018). Furthermore,
biometric recognition security is recommended for securing identity data at rest and in transit
(Hsu & Chao, 2009).
For physically securing sensitive NDID data storage and analytics within a country, this
study recommends establishing a national data center with artificial intelligence (AI) and big
data analytics platforms to generate NDID system-related insights. Furthermore, the national
data center with AI and big data analytics platforms is argued to facilitate the generation of
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insights from the data collected about the NDID system usage and the log traces of each NDID
component. Furthermore, this study claims that an integrated NDID systems data warehouse
provides a holistic view of individuals' experiences with different public and private service
providers and creates insights that help the government create accelerated e-government services.
Big Data Analytics for NDID System. Among the outcomes that could be leveraged
from NDID-related big data analytics that this study identified are scenarios such as generating
insights for real-time fraud detection and alerting. Furthermore, this study noted that a reverse
search of individuals using face-matching AI algorithms are advanced big data analytics
outcomes to be leveraged when biometric data are not fully available in source systems.
Furthermore, big data analytics-generated insights are claimed to identify and optimize the
NDID system's operational bottlenecks and monitor NDID system components' operational
efficiency. In addition, big data analytics generated insights from a centralized NDID system
data warehouse is claimed to provide a holistic view of individuals' experiences across connected
e-services and accelerate providing scalable and reliable e-services by public and private
institutions.
In alignment with existing studies, the findings of this study similarly argue that big data
analytics is the automated processing of big data in a cost-effective, efficient and innovative way
to generate insights that enable enhanced decision making (Akhtar et al., 2019). In addition, big
data analytics facilitates the generation of useful insights based on varying data types from
heterogeneous sources (Guerra et al., 2019; Sazontev & Stupnikov, 2019; Yu & Wu, 2020).
Among such insights, big data analytics generated insights from audit trails data are claimed to
detect hidden patterns, identify system-specific performance issues and operational bottlenecks
in the NDID system infrastructure, optimize specific NDID components and improve the system.
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Recommendations for Practice
This section is outlined in two sub-sections in line with the two research questions and
corresponding study results. The first sub-section outlines recommendations to be considered by
NDID solution providers and stakeholders for integrating NDID data from multiple data sources.
The second sub-section outlines recommendations regarding the NDID-related components that
big data analysts need to establish for a digital identity big data analytics system.
Recommendations from Research Question 1. The current study's practical applications
concerning the first research question were used to explore, understand and establish a data
harmonization framework for integrating a national identity database from standalone digital
identity data sources. Concerning the first research question, the practical applications are
summarized into three main areas: the NDID data integration challenges, the value propositions
of the NDID system, and the set of recommendations developed because of this study.
Figure 2
NDID Data Integration Challenges, Value Propositions, and Recommendations
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Figure 1 depicts the NDID data integration challenges that need to be overcome, the
value propositions that encourage the NDID data integration implementation, and the
corresponding recommendations to be considered during NDID data integration implementation.
As illustrated in Figure 1, it is recommended to synchronously consider these three aspects to
understand the challenges, recognize the values, and utilize the recommendations of NDID data
integration implementation. Each aspect is adequately outlined in the subsequent sections.
Address the Common NDID Integration Challenges. When implementing the NDID
data integration project, it is important to understand the most common NDID data integration
challenges. These data integration challenges involve data format and quality issues, causing
compatibility with the NDID system's data format and quality requirements. Since non-standard
and vendor-locked software and devices cause data compliance issues with the ISO standards set
for the NDID system, it is important to avoid using non-standard and vendor-locked systems.
Furthermore, since the lack of data protection policies and guidelines was identified as an issue
that caused difficulty in getting access to data sources for integration, it is recommended to
define data protection policies and guidelines clearly.
Clearly defined data protection policies and guidelines encourage organizations owning
source systems to integrate their system with the NDID system. Furthermore, it is recommended
that organizations that collect users' data have a platform for getting the users’ consent if the data
collected just for the organizations’ business is to be shared with a third party.
Recommendations for NDID Data Integration. The practical applications and
recommendations for NDID data integration involve the design and architecture, standards and
procedures, data and system security, and risk mitigation recommendations. Regarding the NDID
system design, an NDID system having centralized services with distributed data management
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architecture is recommended to facilitate accelerated public and private service user experiences.
For example, for a federal and regional administrative set up in countries like Ethiopia, the
decentralized and clustered database architecture enables regionally distributed service providers
to access the system in real-time through a centralized NDID system and support requests at the
national level. Furthermore, the design and architecture of a critical system like the NDID should
support fault tolerance and gracefully handle failures in the different components of the system
so that the system remains operational.
For facilitating the NDID system’s interoperability with other systems, the use of open
standards and open-source frameworks and profound consideration of interoperability and
integration standards in designing and implementing the NDID data integration system is
recommended. In addition, the standards and governance guidelines for NDID data integration
and the collaboration with and among stakeholders in the NDID ecosystem should be clearly
defined to facilitate integrations and interoperability details. Furthermore, clearly defining data
collection, integration, and interoperability standards avoid slow and complex data integration
processes and considerably save organizational resources.
Regarding privacy and data protection policies, it is recommended to have well-defined
data protection and privacy laws that delineate the accountability of the data handlers for
maintaining users' trust in the NDID system. In addition, technical solutions such as using a
biometric-enabled authentication system, monitoring and audit trails, physical and virtual system
protection, and NDID clients' and users' authorization are among the recommended data
protection and security measures. Furthermore, in case of users complain about violated data
protection rights, it is recommended to set up a support team or dedicated entity with clearly
defined responsibilities for handling users' complaints.
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For national and cross-border integrations, standard biometric modalities are
recommended so that individuals can be recognized and provided with public or private services
in a cross-border setting. Furthermore, Institutional and administrative procedures are
recommended for successfully implementing NDID data integration initiatives. In this regard,
establishing a legal entity to oversee NDID-specific standards is recommended to foster the
proper execution of security and data protection policies and practices. Furthermore, such a legal
entity is recommended to properly harmonize ISO standards with the country's national context
and adopt international NDID experiences using open standards and open sources. Use of ISO
standards such as biometric image standards, devices, and systems’ interoperability standards.
It is recommended to create a separate legal entity authorized to oversee and adjust the
overall NDID system implementation efforts to address risks associated with institutional and
administrative arrangements created for implementing the NDID system. It is recommended that
such a legal entity establish a robust organization, strong organizational leadership, and effective
governance structure to maintain legal and regulatory issues and policies covering the NDID
system and the data it stores.
It is recommended to collect the individuals' biographic data with their household details
for facilitating inclusive NDID coverage in remote regions of a country cost-effectively without
the complex biometric data collection process. Furthermore, for implementing cross-border
NDID access, it is recommended for countries to connect cross-border NDID integration efforts.
There are operational recommendations for successfully executing the NDID system.
These are organizing the number and schedules of NDID registration centers, preparing enough
registration officers with sufficient data protection and handling training, building the technical
capabilities of the core team, and having a support team for handling users' complaints.
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Furthermore, it is recommended to define a cost-sharing model to minimize the long-term
financial burden of the NDID system and share its operational cost with the NDID service clients
and sustain the system for a long time.
To effectively implement and use the NDID services, it is recommended to create public
and organizational awareness of the NDID system. The suggested approaches are brainstorming
and creating awareness about the NDID system and its practical advantages. For creating
organizational awareness, the suggested approaches outline the strategic importance of the
centralized NDID system and its power to provide reliable and cost-effective authentication
services for any institution. Furthermore, using the recommended value propositions outlined
below facilitates persuading NDID clients.
Value Propositions for NDID Data Integration. The following are the advantages of a
centralized NDID system that can be used as value propositions for NDID data integration.
•

Eliminating redundant infrastructure and operational costs of collecting the same
data in multiple institutions.

•

Avoiding maintenance of multiple systems with a subset of the population data in
multiple institutions

•

Providing services to identify and authenticate individuals from the entire
population uniquely and avoiding risks with organization-specific services

•

Enabling businesses to focus on their core businesses by providing a reliable and
scalable authentication service.

Recommendations from Research Question 2. The practical applications of the current study
concerning the second research question, which was used to identify data elements and
components for establishing a national digital ID-related big data analytics system, are outlined
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here. Three key recommendations related to big data storage and management, tools and
platforms, and infrastructure setup are described. Furthermore, based on the recommendations,
the big data analytics outcomes that can serve as the NDID-related big data analytics value
propositions are also described. These NDID-related big data analytics recommendations and
outcomes are shown in Figure 3.
Figure 3
NDID-Related Big Data Analytics Recommendations and Effects
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Big Data Analytics Recommendations. As a result of this study, the three
recommendations required for the practical application of NDID-related big data analytics are
focused on the infrastructure setup, the tools and platforms, and the data storage and
management needed for big data analytics.
When configuring a big data analytics platform, it is recommended to follow strict
security control using standard infrastructure protection methods such as firewalls, access
controls, and access rights. In this regard, the legal policies and guidelines frameworks and
associated technical security solutions used to protect the NDID system data should be carefully
reviewed when setting up big data analytics pipelines that have access to the NDID data. In
addition, for a more secure, scalable, and managed component-specific log data size, it is
recommended to set up decentralized log data storage.

117
It is recommended to identify the infrastructure and the associated cost of setting up the
computing resources needed for big data analytics and employ open source and open standard
big data analytics solutions to facilitate cost-effective analysis and generation of insights. In this
regard, careful use of the Cloud platform is recommended for its flexibility in getting scalable
storage and computing infrastructure for handling NDID-related non-sensitive big data analytics.
In addition, more specific data storage and processing platforms that enable big data analysts to
perform NDID-related big data analytics are also recommended. The specific platforms include
Hadoop, KFKA, Apache Spark, file-based object stores, and data warehouses.
Regarding security, it is recommended to set strict security requirements on the location
and type of platform (Cloud vs. on-premises), employing redaction of sensitive data from trace
logs, and performing sensitive data storage and analytics within the territory of the NDIDsystem’s country. This study recommends establishing a national data center with AI and big
data computing platforms to generate NDID system-related insights that could help the
government create accelerated e-government services.
Big Data Analytics Outcomes. The NDID-related big data analytics recommended
outcomes that this study identified are generating insights for real-time fraud detection, NDID
systems’ issue alerting, and an advanced reverse search of individuals using face-matching
algorithms. In addition, the NDID-related big data analytics is recommended for generating
insights used to identify and optimize the NDID system's operational bottlenecks and monitor
NDID system components' operational efficiency. Furthermore, insights with a holistic view of
individuals’ experiences from different e-service points are also recommended to accelerate
providing scalable and reliable e-services by public and private institutions.
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Big data analytics generated insights from the NDID system's audit trails data are
recommended to identify system-specific issues and operational bottlenecks in the NDID system
infrastructure. Such insights are recommended to help optimize NDID components and improve
the NDID system’s efficiency. Furthermore, NDID-related insights are recommended to detect
hidden patterns and system issues and help address those issues in the NDID system.
Recommendations for Future Research
The findings of this study regarding the NDID data integration challenges are based on
the participants with diversified IT industry experience in different domains, which are
predominantly from one country, Ethiopia. In addition, most of the participants have their
practical NDID and related experiences from the National ID program, vital events registration
agency (VERA), and the regional VERA (RVERA), which were all in Ethiopia. So, to broaden
the applicability of the findings of this study, and maximize the contributions to the body of
knowledge, using or adopting the approaches of this study and researching a developed country’s
NDID system is a great next step.
The small sample size (nine participants) used for this study could limit the ability to
generalize the results of this study in different settings. Furthermore, given the limited number of
participants, responses from these participants could easily be misinterpreted by environmental,
anxiety, bias, or stress-related factors (Ellis & Levy, 2009; Price & Murnan, 2004). In addition,
bias could easily be introduced in the study, which constitutes limitations since the primary
investigator is the same person who interviewed the participants of the study and interpreted their
responses from Amharic to English.
This study attempted to contribute approaches to accelerated NDID data integration and
setting up NDID-related big data analytics for improved data-driven decisions and NDID-based
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public and private services. In this regard, accelerated adoption of e-ID (Bughin et al., 2019)
relies on the advancement of personal and professional digital skills (Kane, 2019) and the
expansion of personal digital devices and big data computational platforms (Sharma et al., 2017).
Furthermore, the digital transformation across businesses (Schwertner, 2017) and increased
positive attitude of users towards technology such as social networks (Jahanmir & Cavadas,
2018) have a positive impact on accelerating the adoption of digital technology in both
government and private organizations. Therefore, researching the impact of countries' skilled
ICT workforce and technological adoption rates on the rate of NDID system implementation
could provide an additional dimension to maximize the body of knowledge needed for successful
NDID system implementation and execution.
Big data analytics projects are complex and require skilled information technology
individuals and computing infrastructure (Horita et al., 2017; Pan et al., 2016). The findings of
this research regarding the NDID-related big data analytics are mainly based on the theoretical
responses of the study participants, having limited hands-on experience with big data analytics
projects involving sophisticated computing infrastructure for big data. Therefore, expanding and
verifying the findings of this study by involving actual NDID systems that have currently
implemented big data analytics would reduce the shortcomings of this study and maximize the
contribution of the study.
Conclusions
This qualitative exploratory study aimed to explore, understand, and establish a data
harmonization framework used for integrating a national identity database with disparate digital
identity data sources. Integrating data sets from multiple standalone data sources into a centrally
managed identity database has been a slow and daunting process, as observed in many countries
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struggling to integrate highly fragmented functional identity systems (WBG, 2017). Developing
a standardized big data integration and harmonization framework addresses the time-consuming
and tedious integration of diverse data sets into a central identity database. This study has
proposed an organized data integration approach and contributed toward developing a
standardized data integration and harmonization framework for an NDID system.
This study's contribution to the data integration framework approach facilitates
communication between the digital national identity solution stakeholders and accelerates the
digital identity system's implementation for enabling countries to achieve their digital identity
commitment by 2030 (Esquivel-Korsiak & Mittal, 2018; Martin, 2021, Saputro et al., 2020). In
addition to the NDID data integration framework, this study was set out to identify data elements
and components for establishing a national digital ID-related big data analytics system.
Although various frameworks were proposed to facilitate the big data solution
implementation and integration processes (Chalaemwongwan & Kurutach, 2018; Festus et al.,
2017), approaches proposed in the existing literature do not adequately address aspects of the
NDID-related big data analytics. Therefore, the contributions of this study regarding the NDIDrelated big data analytics can facilitate the practical implementation of NDID big data analytics
and fill the knowledge gap in the field of computer science by advancing the field of big data
processing and integration (Hilbert, 2016). Furthermore, the contributions of this study can
benefit academics, researchers, and practitioners in identifying approaches needed to create a
well-harmonized big data integration solution.
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Appendix A
Search Strategy: Parameters and Databases
Search Parameters

“Digital Identification”,
“National Digital
Identity”,
“National digital
identity security”,
“Citizen’s
Registration”,
“National digital
identification card”,
“Vital events’
registration”,
“Data Integration”,
“Distributed
Databases”,
“Blockchain
implementation”
“Distributed Ledger
Technology”,
+ “Ethiopia”

“Vial Events
Registration”,
“Citizen’s
Registration”,
“National Digital
Identification Card”,
“Digital Identification
system”, “National ID”

Search Target
Searching for scholarly
reviewed articles related to
the National Identification
System design and
implementation, Security,
Data integration,

Searching for journal articles,
master’s theses or doctoral
dissertations related to the
National Identification
System design and
implementation
Searching for journal articles
related to the National
Identification System design
and implementation
Searching for master’s thesis
or doctoral dissertations
related to the National
Identification System design
and implementation
ISO standards, Whitepapers,
country reports, PPT
presentations, guidelines
related to the National
Identification System design
and implementation
Searching for government
whitepapers, laws or
proclamations, strategic
documents related to
Ethiopia’s National
Identification System design
and implementation

Source or Database
Online Library: Northcentral University (NCU)
NCU Library: https://library.ncu.edu/
• Academic Search Complete
• Business Source Complete
• Directory of Open Access Journals
• IEEE Xplore Digital Library
• SAGE Knowledge
• ScienceDirect
• Springer Nature Journals
Online Library: Northcentral University (NCU)
Dissertations and theses - A-Z Databases:
• Computing & Information Technology:
Journal Articles: ProQuest
• Computing & Information Technology:
Conference Proceedings: ProQuest
• Dissertation Resources: Dissertations
& Theses: ProQuest
Google scholar Library - Articles

Online Library: Addis Ababa University (AAU)
• Institutional Repository:
http://etd.aau.edu.et/
Search Engines:
• Google
• Bing
Ethiopia’s ministries and parliament websites:
• Ministry of Innovation and Technology
(MiNT): https://mint.gov.et/?lang=en
• Ministry of Peace (MoP):
http://www.peace.gov.et/
• House of peoples representatives ‘of the
FDRE: http://www.hopr.gov.et/
• Federal Democratic Republic of
Ethiopia: Office of the prime minister:
https://www.pmo.gov.et/government/
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Appendix B
The Theoretical Framework Detail
The details of the theoretical framework components are depicted in the figure below.
The components are the identification standards (Mittal, 2018), the big data concepts (Akhtar et
al., 2019; Gandomi & Haider, 2015), the information systems design theory (Gregor & Jones,
2007), and the design principles on identification for sustainable development (World Bank
Group [WBG], 2021).

Identification Standards

RQ1

• Big Data Management
o Acquisition and
extraction
o Extraction, cleaning
and annotation
o Integration,
aggregation and
representation
• Big Data Analytics
o Analysis and Modeling
o Interpretation

Research Questions
o First Question: RQ1
o Second Question: RQ2

RQ2
What are the national digital
identity and related data
attributes that big data
analysts need to establish
for a digital identity big data
analytics system?

• Purpose and scope
• Constructs
• Principle of form and
function
• Artificial mutability
• Testable propositions
• Justificatory knowledge
• Principles of
implementation
• Expository instantiation

IS Design Theory

Big Data Concepts

How can national digital
identity solution providers
and stakeholders be supported
in integrating national digital
identity data from multiple
standalone data sources?

• ISO, NIST
o Biometrics
o Cards
o Smart Card
o Barcode
• IETF, W3C, OASIS, OpenID
o Digital Signature and
Cryptography
o Federation

Design Principles on Identification for Sustainable Development
• Uniqueness
• Security
• Accuracy

• Responsiveness
• Interoperability

• Open standards
• Prevent Vendor and
Technology Lock-in

Figure. Theoretical Framework (Detailed)

• Privacy by Design
• Data Protection
by Design

• Financial and
Operational
Sustainability
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Appendix C
Consent Letter
Introduction
My name is Denekew A. Jembere, and I am a doctoral student at Northcentral University (NCU).
I am conducting a research study about integrating a national identity database with different
digital identity data sources. The name of this research study is “Exploring Strategies to
Establish a Standardized Big Data Integration and Harmonization Framework for a National
Identity Database.” I am seeking your consent to participate in this study.
Please read this document to determine if you would like to participate. Your participation is
completely voluntary, and I will address your questions or concerns at any point before or during
the study.
Eligibility
You are eligible to participate in this study if:
1. You are age 18 or older.
2. You have a bachelor’s degree.
3. You have experience with a national digital ID system implementation. Examples: Indian
Aadhar, Estonian e-Estonia, Ethiopian National digital Id systems.
4. You have worked as a software engineer, data analyst, database administrator, or
information technology manger in a national digital ID system implementation.
I hope to include ten people in this research.
Activities
If you decide to participate in this study, you will be asked to do the following activities:
1. Participate in an interview (in-person or via Zoom) for 45 to 60 minutes
2. Review your interview transcript via email for 10 - 15 minutes
During these activities, you will be asked questions about:
•
•
•
•
•

National digital Id data integration
National digital Id standards
The security and design considerations of a National digital Id
Big data management and analytics for a National digital Id system
Risk and mitigation consideration for a National digital Id project

All activities and questions are optional: you may skip any part of this study that you do not wish
to complete and may stop at any time.
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If you need to complete the activities above in a different way than I have described, please let
me know, and I will attempt to make other arrangements.
Risks
There are no foreseeable risks or discomforts associated with this study. You can still skip any
question you do not wish to answer, skip any activity, or stop participation at any time.
Benefits
If you participate, there are no direct benefits to you. This research may increase the body of
knowledge in the subject area of this study.
Privacy and Data Protection
I will take reasonable measures to protect the security of all your personal information, but I
cannot guarantee the confidentiality of your research data. In addition to me, the following
people and offices will have access to your data:
• My NCU dissertation committee and any appropriate NCU support or leadership staff
• The NCU Institutional Review Board
This data could be used for future research studies or distributed to other investigators for future
research studies without additional informed consent from you or your legally authorized
representative.
I will securely store your data for 3 years. Then, I will delete electronic data and destroy paper
data.
How the Results Will Be Used
I will publish the results in my dissertation. I may also share the results in a presentation or
publication. Participants will not be identified in the results.
Recording
I would like to record your responses with a voice recorder or Zoom during the interview.
Compensation
After you complete the review of your interview response script, you will receive a $30 (or 30
USD) equivalent compensation via email.
Contact Information
If you have questions, you can contact me at: d.jembere5435@o365.ncu.edu.
My dissertation chair’s name is Dr. Will Tribbey. They work at Northcentral University and are
supervising me on the research. You can contact them at: wtribbey@ncu.edu.
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If you have questions about your rights in the research or if a problem or injury has occurred
during your participation, please contact the NCU Institutional Review Board at irb@ncu.edu or
1-888-327-2877 ext. 8014.
Voluntary Participation
If you decide not to participate, or if you stop participation after you start, there will be no
penalty to you: you will not lose any benefit to which you are otherwise entitled.
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Appendix D
Interview Protocol
For consistent execution of the interview procedure, the following interview protocol will
be followed throughout the interview process for each participant.
1. Confirm that the participant has received and reviewed the informed consent letter, and
then obtain verbal consent before the interview.
2. Create a relationship with each participant by providing precise and consistent
information about the purpose of the study. Express the researcher's appreciation of the
individual's participation, the significance, and the relevance of their contribution to the
study.
My name is Denekew A. Jembere, and I am a doctoral student at Northcentral
University (NCU). I am conducting a research study to explore, understand and
establish a standardized data harmonization framework for integrating a national
identity database with disparate digital identity data sources. Thank you so much for
voluntarily deciding to participate in this study. I appreciate your participation and
would like to inform you that your contribution to this study is relevant to the
significance of the study.
3. Check and ensure that the participant's questions and concerns about the interview
process are addressed before starting the interview.
4. Use a distinct notepad designated by the participant’s pseudonym to capture written notes
about the participant’s reactions during the interview process (see Appendix F). Audio
record the pseudonym to map the written note and the participant’s audio response.
5. For each participant, use the participant’s pseudonym to identify and associate the audio
record and the written notes notepad of each interview.
6. Encourage each participant to speak freely and share their experiences.
7. Perform the interview, asking questions one after the other and the associated follow-on
questions for any additional clarification.
For interview questions that need clarifications, use the following follow-on questions:
a. Would you please tell me more about [… response topic]?
b. When you said [rephrase or repeat the response], did I understand you correctly?
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8. Audio-record each participant's responses and take written notes about their body
language and any non-verbal responses.
9. At the end of each interview, thank the participant and express appreciation for their time,
participation, and significant contribution to the study. In addition, provide a timetable to
share the transcription of their responses for their verification.
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Appendix E
Interview Questions
Section 1: National Digital ID Data Integration
1. Data sources: Do you work with integrating National digital ID data from various data
sources? If so, how many disparate data sources do you work with?
2. Data source challenges: Did you have any challenges that you experienced in locating
national digital ID-related data sources for integration? If so, would you please provide
some examples of the challenges in obtaining the data sources for integration and how
you overcame them?
3. Data integration challenges: Did you have any challenges that you experienced in
integrating the national digital ID-related data sources once the data sources have been
identified? If so, would you please provide some examples of the integration challenges
and how you overcome them?
4. Data integration benefits: What are your thoughts on the benefits of integrating national
digital ID-related data from disparate systems?
Section 2: Security and Design Considerations for Sustainable Development
1. Security requirements: How should national digital ID system users or employees with
access to residents' national digital ID data on the service or client-side be held
accountable for keeping the data safe?
2. Design considerations: Would you describe the architectural considerations you
recommend for developing a national digital ID system?
Section 3: National Digital ID Standards
1. National standards: Would you describe the required national policies, standards, and
governance guidelines needed to establish a national digital ID system?
2. Intonational standards: Would you describe the required international standards to
develop a national digital ID system?
Section 4: Big Data Management and Analytics
1. Big data analytics solutions: What are the setup considerations you recommend for
National digital ID system-related big data analytics solutions?
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2. Big data analytics components: What are the critical system components concerning
hardware and software needed to establish a national digital ID system-related Big Data
analytics system?
3. Big Data storage and management: What are your recommended considerations for the
National digital ID system-related Big Data storage and management?
Section 5: Risk and Mitigation Consideration for National digital ID Project
1. Risks and mitigations: Would you please describe the potential risks associated with
mitigations for national digital ID data integration projects?
2. Additional considerations: Any additional considerations that you would recommend for
stakeholders or individuals considering national digital ID data integration projects?
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Appendix F
Notepad for Handwritten Notes
1. Interview order number: ______________________________
2. Interview Date: _____________________________________
3. Participant’s pseudonym: _____________________________
4. Participant’s Organization: ____________________________
5. Participant’s Org Role: _______________________________
Q-1: _________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
Q-2: _________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
Q-3: _________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
Q-4: _________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
Q-5: _________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
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